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GLTC Incident Management Process Workflows
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Introduction

Purpose and Intent

The following workflows illustrate the processes that are followed for the most common types of
incidents and requests received into the GLTC_Help and BBASSIST email boxes. These workflows are not
intended to be all inclusive and presume that ticket administrators are using sound judgment to
prioritize, troubleshoot and route tickets appropriately.

These workflows are intended to be used by GLTC ticket administrators for ATLAS and Blackboard
systems; who manage tickets on a daily basis and may reference the following workflows to ensure
proper handling and routing of tickets.

Priority Categorization

Priority Categorizations (time-to-resolution)
With the exception of the “Critical” priority, the time-to-resolution for the priority categorizations listed
below are documented here as a general guideline. Flexibility and proper judgment is required to

determine the appropriate resolution. Often is the case where incidents and requests are researched
further and determined that additional investigation, time and/or stakeholder involvement is needed.
Therefore, the time-to-resolution may vary.

ATLAS Priority Categorizations Blackboard Priority Categorizations
e CRITICAL < 1 day e CRITICAL < 1 day
e HIGH =1to 2 days e HIGH =3 hours
e MEDIUM = 3 days e MEDIUM =1 day
e LOW =5 days e LOW=2days
e LOWEST = as priorities permit e LOWEST = as priorities permit
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Priority by Ticket Type

CRITICAL HIGH MEDIUM LOW/LOWEST

e System Outage e 508 e Remediation Link e Course Feedback and

e ATLAS or Blackboard Corrections Recommendations
Gradebook e FPD Enrollments e Assign CM, CMMR,

e Duplicate e ATLAS Forum CA and/or Instructor
Enrollments e CAC Association / Roles

e Exam Content/ Disassociation e Duplicate Emails
Function e Merging Accounts e Course Content

e Exam Engine Error ¢ Modify Profile Corrections

* Survey e Blackboard — New (depending on

e Failed Transaction to Accounts criticality of content)
and from ATLAS or
Blackboard

**SPECIAL NOTE FOR BLACKBOAD REQUESTS**
For the following issues, if the class is in progress, the priority is HIGH. Otherwise, it is Medium.

Enrollment/Disenrollment Requests
Content Collection Access
Password Reset

Associate Instructor

Business Rules

For uncommon issues (or issues that have not been seen before), escalation to the DAU System
Owner is required. In general, determine first if the issue is preventing the student or instructor
from proceeding in the course. If YES, the priority is CRITICAL or HIGH. If NO, the priority is
MEDIUM or LOW.
General categorization of issues/requests is as follows:

o System Issue = CRITICAL or HIGH (prevents student or instructor from proceeding in the
course)
Blackboard Enrollment Issue = MEDIUM (HIGH if class is in progress)
Blackboard Escalated Student Issue / Request = MEDIUM (HIGH if class is in progress)
Courseware Issue = HIGH or MEDIUM
Student Issue/Request = MEDIUM or LOW
Instructor Issue/Request = MEDIUM (HIGH if class is in progress)

o General Info/Feedback = LOWEST
Receipt notifications are sent via email within 1 business day of receiving an incident or request.

0O O O O O

In all email correspondence, cc: GLTC_Help or BBASSIST as appropriate.
For all requests entered into the ticketing system (Numara Footprints), provide an incident # in
all email correspondence (for tracking purposes).
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Supporting Infrastructure

GLTC has implemented supporting infrastructure to ensure that incidents are addressed and resolved
appropriately by conducting bi-weekly meetings that include Tier Il and Tier lll support personnel.
During this meeting incidents and requests received into GLTC_Help and BBASSIST are reviewed and
prioritization of backlogged tickets is addressed as needed.

Key for ATLAS and Blackboard Workflows

Tier Il - ATLAS and Blackboard System Administrators

Tier lll - Government System Owners (GSO) (e.g. ATLAS POC, Blackboard POC, ATRRS POC)
and/or Government Support Team (e.g. Scheduling, Student Services)

- Tier IV — Developer/Vendor (e.g. BAH, Blackboard, Courseware vendors)

**This key does not apply to the GLTC Triage Process Workflow.
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GLTC Triage Workflow (Standard Operations Flow)

GLTC Incident Management Process Workflows

Click here to access the GLTC Triage Workflow Process on Blackboard.>.

Enlsaent Eontadte e Can TIER | Incident or
DAL Helpdesk for Resolve? YES Re t Ived
e — olve quest resolve
MO
— Standard Operations Flow
This “Standard Gperations Flow™ indicates the
Det & typical process/triage of incidents and requests
HDI:‘?HTIER . received into GLTC Courseware and LMS
g aperations.
This workflow assumes incidents and requests
are being managed and tracked via Incident
1 ' ¥ Management systems and processes (e.g.
TIER Il - ATLAS TIER Il - Bb TIER Il - Cw Murnara, JIRA, CA, GLTC_Help and BBASSIST),
Incident! Request Incident! Request Incident! Request
recaived and recehvead and recelved and
reviewed by Tier || reviewed by Tier Il reviewead by Tier Il
ATLAS support Blackboard Courseware
team, support team, support team.
L |
! TIER Ul
Can TIER Il YES Incident and/or
Resolve? Request resolved
MO

Incident! Request Incident/ Request Incident! Request
recaived and received and received and
reviewad by Tier [l reviewed by Tier (1] ressiewed by Tier (11
DAL System DALl System DAL Courseware
Owner Owner Team
l |
YES Incident andlor

Incident! Request Incident! Request Incident/ Request
recaived, reviewead received, reviewed received, reviewsd
and resolved by and resolved by and resolved by
Tier |V Developar Tier 'V Developer Tier IV Developer

(Booz Allen) {Blackhoard) (Vendor POCs)

Request resolved



https://myclass.dau.mil/bbcswebdav/xid-616923_4
https://myclass.dau.mil/bbcswebdav/xid-616923_4
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ATLAS Workflows

GLTC Incident Management Process Workflows

Click here to access the GLTC Help (ATLAS) Workflow Processes. >

(NF incident #) to

Mowve Email
Request to
appropriate
GLTC_Help “In
Process” subfolder

Send Receipt
natification to
requestor and

include incident #

Blackboard?
Immediately Immediately
Send Outage Send Outage
Notification to Motification to
“bhstaff@dau, mil* “atlasstaff@dau.mil”
and Tier lll GSO and Tier lll GSO

F

Issue Resolved

-

NO

Send Receipt S ”ﬁ:"“'" Verify ATLAS
notification to m m"’; User Name, Role
student and cc: (a.0. Schadulin and dau.mil email
Courseware POC 9 cM) g account
Motify Customer Contact Student
of 508 receipt and Verify ATLAS if daw.mil sccount
POC review User Mame and Is nat in ATLAS
(e Luis Ramirez Role and provide
& Rhonda Bruce) ATRRS instruction
508 POC
troubleshoat Issue Modify User Role Enel sk
with student o e
1 ' '
Follow-up wi e g Notify Requestor
508 POC ml tor of of student
within 2 days. e enrcllments
Did 508 POC
Resolve?
YES



https://myclass.dau.mil/bbcswebdav/xid-600602_4
https://myclass.dau.mil/bbcswebdav/xid-600602_4
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Assign PREFIX A

notification to
(MF incident #) 1o iy
include incident #

Determine the
ATLAS Account
that will become
the primary
{active) account

Escalate request
to Tier II-ATLAS
GEO

Y

Verify the
Inactive account
is not enralled in a

course

Instruct the DAU
Helpdesk to
manually reset
exam attempt(s)

Student
is able to continue
with exam andlor

'

exam attempt(s)
Motify Tier Il G50 &

COUrsa.

Remowve
enrollments
associated o

inaciive account
(if any)

STOerd . After 2 Days

: by Verify Student
Verify student ""P"I'"‘ to issue has been
issue has been nanually move resalved and

After 2 Days

'

resolved and | sludent along (i student is able to
student is able to needad) continue

Deactivate the
secondary account
(nan-primary)

" Motify Tier Il G50 &
continue Tier 1y

:

Marge accounts,
verify transcript
and re-enroll
student
{if applicable)

MNotify Requestor
of CAC status

y

Notify Requestor
of merge status

Assign SUFFIX
{CLOSED date) 1o
GLTC_Halp
request

Page 2
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Move Email

e | [0 | [ e
(NF incident #) to agpniniria vl
Sl 1 help 1 include Incldent #

Process” subfolder

. 1 ]

Motify Tier lll - ATLAS

GS0 and escalate |ssue Merge Student ey
Escalate Issue to Accounts

to Tier lI-STARS and to Tier Il - ATLAS

Scheduling POCs for: | |Tierl-ATLASGSO | | if multiple student =
- EY issue if cause of issue accounts enrolled in
- Multi-section enrallments cannot be caurse (use SSN 1o
- STARS course type determined verify cnrrgd
- Cl accou

ESSM0M CUrses .
Tier [II-ATLAS
GS0
Follow-up with
Tier lll - STARS 'fn"'“rl‘:':p with
andlor Scheduling er G'SO"-"*S
e in 1-2 days
in 1-2 days - -
Tier Il — ATLAS
Gs0
MO NO
Issue
resolved?
YES
Notify Requestor
of status
of status

Update NF wf

Resolution and

Change Status to
CLOSED

Assign SUFFIX

Page 3
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Mave Email
Assign PREFIX Request to
{NF incident #) to appropriate
email request GLTC_Help “In
Process” subfolder

Send Receipt

notification to

requestar and
include incidert #

Escalate Issue to Escalate Issue to Escalate Issue to Escalate request
Tier I-ATLAS Tier lI-ATLAS Tier lI-ATLAS to Tiar 1ll-
GSO G50 GE80 Courgsewara POC

Issue Resolved Issue Resolved Issue Resolved Issue Resolved
Notify Requestor Notify Requestor Notify Requastor Notify Requestor
of status of status of status of status

Page 4

11



GLTC Incident Management Process Workflows

Maove Email
Assign PREFIX Request to mm ﬁ;‘
{NF incident #) to appropriate reqs A
email request GLTC_Help “In etor
P * cubfiolc include incident #

itialization Errors Errors Survey
Problem? before ATLAS after ATLAS SCO does not
control? control? complete
L] [}
Troubleshoot and Escalate Issue to
coordinate fix Tier -ATLAS

GS0

Motify Requestor
of Status

lssue Resolved

|

Motify Requestor
of stalus

Assign SUFFIX

{CLOSED date) 1o
GLTC_Help

request

Page 5
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Blackboard Workflows

Click here to access the BBASSIST (Blackboard) Workflow Processes. >

Assign PREFIX
{NF incident #) to

email request

Test Blackboard
Access
by logging in as
Instructor in Atlas

Update NF w/
Resolution and
Change Stalus to
CLOSED

Page 1
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https://myclass.dau.mil/bbcswebdav/xid-617508_4

Mark Email with

Assignee’s
Qutlook Color

(NF incident #) to

Research request
and determine
course of action,

Usemame: first
and midele [nitial
and first 6 letters

of last name

:

Assign
appropriate
institution role

'

Test account
login

Reply
with login
information using
template amail

ew Faculty
Member?

YES
¥

Send notification
to Blackboard
Coordinator for

Instructor Training

Enrollment
Requaest?
Check Atlas
for Existing
Enrollment
Class 5 YES
Started? Send Notifcation
to Tier Il -
Student.Services.
YIES Staff to drop
student
Send Notification Notifi
to Tier Ill - S“h"' m.‘“_‘“" 1
Student.Services. ulin
Scheduling
Sl to el to add studant
student Verfiy student is
dropped
*
bt '
|to see if enroliment ]
was successful
Hide student in
gradabook
Notify instructor
that grade is
hidden and that
Atlas nightly feed
will remove
student

through Allas

MO

Update NF w/
Resolution and
Change Stalus 1o
CLOSED

GLTC Incident Management Process Workflows

Page 2
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Enter Request
Request into Mumara Assign PREFIX Mark Email with Research request
Received into FootPrints (MF) {NF incident #) to Assignee's and determine
BBASSIST and assign Priority email request Cuthook Caolor course of action,
and Resource

Local
O—e  machine
issue

YES
A

Modify
Parmissions

Determine which
server(s) has
issue

Notify CM/ISD.
With approval,
update link in all
courses affected

Motify CMASD.
With approval, add Login as
file to contant requestor
collection and and test access of
update link in all fila
COUrses

Update NF wi
Resolution and
Change Status to
CLOSED
Page 3
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