What is SAFE?
The DAU Safe Access File Exchange is a web-based application for securely exchanging files. Since many organizations that do business with DAU limit the size of attachments that can be sent via email, SAFE was created as an alternative file sharing method to email and FTP.   Additionally you may wish to consider using SAFE as a work-around to the current USB restrictions by utilizing the SAFE site to transfer large files that you would have previously carried with you on a SUB stick to remote locations.
 
Who can use SAFE?
Safe is intended for the use of all within the DAU community (employees and contractors). 
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How Secure is SAFE? 
[bookmark: question4]SAFE uses the SSL (Secure Socket Layer) protocol--128-bit encryption--when a file is uploaded and downloaded.  Users should be aware however that the limited use PIN that the users receive to access a file in SAFE is sent via email.  Therefore the PIN is only as safe as your email system.  Since this system was designed as an alternative to simply attaching the file to an email anyway, this is acceptable.   Additionally you should treat files you receive from unknown customers the same as you do emails from unknown sources and if you feel that something is amiss you should notify the Help Desk so that the file can be reviewed by the DAU IT staff.
 
What file form(s) may be transferred through SAFE?  
With SAFE any form of file(s), including a zip file, may be sent to anyone with a valid email address. 
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What is the maximum file size that may be transferred through SAFE? 
Files of up to 2GB in size may be transferred through SAFE but the actual size is dependent of various factors such as connection speed, the network's congestion, and various other determinates. 
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 How will I know when I have been given access to a file? 
You will receive an email with the subject, DAU Safe Access File Exchange Delivery Notice.
It will tell you that you have been given access to a file along with a description of the file, a temporary password to retrieve the file, and a link that will direct you to pick the file up. 
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How long will I have access to the file(s)? 
In the email that confirms that you have been given access to a file, there will be a date which indicates when the file will be deleted. The delete date is specified by the person who has given you access to a file. The maximum expiration date is 14 days from the upload date. 
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Can I get a virus from a file I download from SAFE? 
The SAFE server automatically scans all files as they are uploaded to the system. If a file contains a virus, it is not written to the filesystem.  The virus detection software is updated on a regular basis to ensure that any new viruses can be detected; however, no system today is 100% secure from viruses, so normal precautions should be taken.  If you receive a notification to download a file from someone you do not know, or were not expecting, call them to verify or notify the DAU Help Desk so that someone can review the file.
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