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	Competency 31: Cloud Computing

	

	Competency Element: 

	31.1 Applies cloud computing principles and practices to ensure DoD Program Offices assess and select cost effective and secure cloud computing services when provided by a DoD and/or commercial service provider.

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE at this point; Tom Morton and Ric can re-write the Competency Name and Element if they agree.

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	NONE.  AWQI is a reference point for Competency Papers; No one has created an AWQI product with tasks as of this date.

	AWQI References (DAU)

	NONE.

	Assumptions (DAU)

	The process for acquiring commercial cloud services is still under development and will continue to evolve over time.  As more guidance, instructions and policies are developed, the major takeaways and/or learning points will need to be updated, and even new learning objectives developed.

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 31.1.1 Given a DoD IT acquisition scenario, evaluate the cost effectiveness of the Cloud services solution.
	BLOOM: TBD

	ELO(s) with Major Takeaway (LP) (tasks which are required to build the product or service) (DAU)

	ELO 31.1.1.1 Describe the basic terms of Cloud Computing.

MT 1.1 Virtualization is a key enabling technology behind cloud computing and in some instances been identified as the “primary” enabling technology.
MT 1.2 Service Oriented Architecture (SOA) is the software design that allows software applications to be accessed as services independent from the environment where they are hosted.

LP 1.1 Cloud Computing.
· “Cloud computing” means storing and accessing data and application programs over the Internet instead of your computer’s local hard drive.  
· Cloud computing is where an application doesn’t access resources (e.g., CPU, memory, network interface) it requires directly, rather it accesses them through a service.  Cloud computing calls a service first and the service figures out which physical resources to use.  The service dynamically manages resources across the cloud to ensure customer-focused efficiencies.  
· Cloud Computing (NIST SP 800-145). The NIST definition of Cloud Computing is the official DoD definition:  Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model is composed of five essential characteristics, three service models, and four deployment models.
· The term “Cloud” is a metaphor for the Internet.
· The term “Cloud Computing” is a marketing concept.
· Cloud computing services employ Grid computing to achieve overall customer efficiencies for all.
LP 1.2 Grid Computing.  
· Grid computing is the collection of computer resources from multiple locations, working together to reach a common goal. 
· The grid can be thought of as a distributed system with non-interactive workloads that involve a large number of files.  
· Grid computing is where multiple computers coordinate with each other to solve a problem.  
· Grid Computing is a distributed computing model that uses underutilized computer resources in order to process computer-intensive tasks faster.  
LP 1.3 Virtualization.  
· Virtualization is the act of creating a virtual (rather than actual) version of something, including virtual computer hardware platforms, operating systems, storage devices, and computer network resources.  
· Virtualization is accomplished by dividing a physical resource into multiple virtual instances of a resource (e.g. compute, storage, and network).  These virtual machines might exist across many actual machines. 
· Virtual machines are enabled by the ability to separate the execution of software from the underlying hardware.  
LP 1.4 Hypervisor or Virtual Machine Monitor (VMM). 
· The hypervisor creates and manages virtual machines on a single computer.  
· Each Virtual Machine has an Operating System (OS). Software applications are written for one OS and can be ported to other OSs if written using open system calls like Portable Operating System Interfaces (POSIX).  
· Virtual Machines allow a customer to run multiple applications as if they were all running on the same operating system, even though they are not.  
· The hypervisor is a layer of software that manages multiple operating systems to share physical resources (e.g., CPU, memory, network interfaces) on a single computer.  
· The hypervisor manages the physical resources in such a way as to make each operating system think it is running on its own hardware.  
· Since the 1960s, Hypervisors have created and managed virtualization.
LP 1.5 Multi-tenancy Server. 
· Multi-tenancy allows multiple users or tenants to reside on the same computer.  
· Multi-Tenancy allows for cloud efficiencies.  
· Multi-tenancy can be impacted by the “noisy-neighbor” effect.  The “noisy-neighbor” effect is one user impacting the performance and stability of other users within the same server.  
· Multi-tenancy is a design principle allowing a single instance of a computing resource to provide separate environments to serve multiple client organizations.  A software application is an example of a shared resource with a co-mingling management capability to ensure each client’s data is protected.
LP 1.6 Service Oriented Architecture.  
· Service-oriented architecture (SOA) is a software design in which application components provide services to other components via a communications protocol, typically over a network.  
· The principles of service-orientation are independent of any vendor, product or technology.  
· SOA is the notion of turning functionalities of existing and new applications into a set of discrete components enabling software vendors to provide their products as services from which clients can use/reuse and combine to satisfy business requirements quickly and easily.  
· The primary example of web services via SOA is Web 2.0.  Advances in web technologies, such as RSS, Blogs, Portals, Wikis, XML, and Web Services help organizations offer their information as sets of easily accessible services.
LP 1.7 Cloud Service Provider.
· A cloud service provider (CSP) is an organization that offers cloud services to the public and/or government customers. There are both commercial and DoD CSPs. Commercial CSPs typically offer such services for a fee with the intent to make a profit.
LP 1.8 Cloud Service Offering.
· A cloud service offering (CSO) is the actual service provided to users. One CSP may offer multiple CSOs.
LP 1.9 Types of Cloud Services.
· There are Commercial, DoD and non-DoD cloud services.  According to the DoD CIO, commercial cloud services also refer to cloud services provided by Non-DoD federal government organizations.
Additional Information:  

Assessment Strategy: Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA201)

MT 1.1 – CLE 075, ISA 101, ISA 201
MT 1.2 – ISA 101, ISA 201

LP 1.1 – CLE 075, ISA 101, ISA 201
LP 1.2 – ISA 201
LP 1.3 – CLE 075, ISA 101, ISA 201
LP 1.4 – ISA 201
LP 1.5 – ISA 201
LP 1.6 – ISA 101, ISA 201
LP 1.7 – CLE 075, ISA 101, ISA 201
LP 1.8 – CLE 075, ISA 101, ISA 201
LP 1.9 – CLE 075, ISA 101, ISA 201

	ELO 31.1.1.1a Describe the benefits of Multi-tenancy.

MT 1a.1 Multi-tenancy allows multiple users or tenants to reside on the same computer which maximizes the usage of that computer.

LP 1a.1 Multi-tenancy Server. 
· Multi-tenancy allows multiple users or tenants to reside on the same computer.  
· Multi-Tenancy allows for cloud efficiencies.  
· Multi-tenancy can be impacted by the “noisy-neighbor” effect.  The “noisy-neighbor” effect is one user impacting the performance and stability of other users within the same server.  
Multi-tenancy is a design principle allowing a single instance of a computing resource to provide separate environments to serve multiple client organizations.  A software application is an example of a shared resource with a co-mingling management capability to ensure each client’s data is protected.
LP 1a.2 Service Oriented Architecture.  
· Service-oriented architecture (SOA) is a software design in which application components provide services to other components via a communications protocol, typically over a network.  
· The principles of service-orientation are independent of any vendor, product or technology.  
· SOA is the notion of turning functionalities of existing and new applications into a set of discrete components enabling software vendors to provide their products as services from which clients can use/reuse and combine to satisfy business requirements quickly and easily.  
· The primary example of web services via SOA is Web 2.0.  Advances in web technologies, such as RSS, Blogs, Portals, Wikis, XML, and Web Services help organizations offer their information as sets of easily accessible services.

	BLOOM: 1
Level 1 (CLE075, ISA101)


	ELO 31.1.1.1b Identify the risks of Multi-tenancy.

MT 1b.1 Cybersecurity and legal considerations cause the DoD to limit the types of tenants that can share the Cloud Service Offering (CSO) and which cloud deployment models may be used to process or store DoD information.

LP 1b.1 Multi-tenancy risks include:

· Backdoor connections between tenants (side-channel attack)
· Cloud Service Provider’s (CSP) infrastructure management systems (non-DoD controlled)
· CSP’s administrators who have access to mission owner’s systems and data (insider threat)
· A Cloud Service Offering (CSO) as a platform to attack the DISN


	BLOOM: 1
Level 1 (CLE075, ISA101, ISA201)

MT 1b.1 – CLE 075, ISA 101

LP 1b.1 – CLE 075, ISA 201

	ELO 31.1.1.2 Describe the history of cloud computing.

LP 2.1 Although cloud computing is popularly viewed as a recent trend in IT, the concept originated in the 1950s with mainframe computing, where multiple users accessed the central mainframe through dumb terminals that provided shared access to a single source of storage and processing power. (Thoughts on Cloud, 2015)
LP 2.2 The idea was further matured in the 1960s by folks like J.C.R. Licklider who envisioned a global computer network that allowed everyone to access programs and data anywhere; hardware virtualization being pioneered by companies like General Electric, Bell Labs, and International Business Machines (IBM); and John McCarthy’s idea of computation as a public utility in 1961. (Mohamed, 2009)
LP 2.3 However, as processing moved from central mainframes to personal computers and dedicated servers in the 1980s and 1990s, the desire for centralized computer services waned.
LP 2.4 It was not until the last ten years that enhanced services and increased bandwidth allowed cloud computing to begin to transform commercial IT. (TechTarget, n.d.) (Mohamed, 2009)  Companies started to become attracted to benefits such as reduced capital and IT staffing costs when they switched to cloud services. 
LP 2.5 The present availability of high-capacity networks and low-cost computers, together with the adoptions of virtualization and service-oriented architecture, have led to present day cloud computing. (TechTarget, n.d.) 
LP 2.6 Cloud services are also able to provide efficient storage and processing of the ever-increasing amount of data that industry collects. (Mohamed, 2009)
LP 2.7 Major industry players such as Amazon, Google, Microsoft, and Sales Force, as well as small business and IT equipment manufacturers and academia, have driven the evolution and led the major developments in modern cloud computing. It is important to note that many of the major developments have occurred only in within the last few years.

Assessment Strategy: Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA 201)

LP 2.1 – 2.7 – CLE 075, ISA 101

LP 2.5 – ISA 201
LP 2.6 – ISA 201





	ELO 31.1.1.3 Describe the laws, policies and standards that apply to Cloud Computing.

MT 3.1 OMB published the “Federal Cloud Computing Strategy” on February 8, 2011, that states “To harness the benefits of cloud computing, we have instituted a Cloud First policy. This policy is intended to accelerate the pace at which the government will realize the value of cloud computing by requiring agencies to evaluate safe, secure cloud computing options before making any new investments.“

MT 3.2 On December 15, 2014, the DoD CIO issued a memo entitled, “Updated Guidance on the Acquisition and Use of Commercial Cloud Computing Services” to clarify DoD guidance when acquiring commercial cloud services.  The DoD CIO also released a Cloud Computing Security Requirements Guide (SRG), Version 1, Release 1 on January 13, 2015 for cloud service providers to comply with when providing the DoD with cloud services.
Key Points:  
· Each use of cloud services must complete an Enterprise IT Business Case Analysis (BCA)
· The BCA must be approved by the Component CIO with a copy submitted to the DoD CIO
· DISA provided services must be considered as an Alternative in the BCA

MT 3.3 DFARS subpart 252.239-7010 Cloud Computing Services, has twelve requirements for contracts and Contracting Officers.  It provides standard definitions, Cloud computing security requirements, limitations on access to, and use and disclosure of Government data and Government-related data, Cloud computing services cyber incident reporting, malicious software and seven other related provisions.  

[bookmark: _GoBack]Rationale: Federal Cloud Computing Strategy says “Consistent with the Cloud First policy, agencies will modify their IT portfolios to fully take advantage of the benefits of cloud computing in order to maximize capacity utilization, improve IT flexibility and responsiveness, and minimize cost.”

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA 201)

MT 3.1 – ISA 201 (needs to be more explicit in the Homework Video)

MT 3.2 – CLE 075, ISA 201

MT 3.3 – CLE 075, ISA 201


	

ELO 31.1.1.4 Recognize the benefits of consuming cloud services. 

MT 4.1 Cloud computing technologies offers a way for the DoD to lower costs, improve performance, increase utilization and security, and take advantage of innovation taking place in the commercial industry.
LP 4.1 Cloud computing offers a potential solution with on-demand elasticity in IT services that accommodates spikes in demand.
LP 4.2 Allows organizations to focus on their core mission instead of building and managing IT solutions, like data centers.
LP 4.3 Cloud computing allows for rapid improvements to infrastructure, services and technology.  That is not possible with traditional IT acquisitions.
LP 4.4 When new processing or storage capacity is added, those speed improvements can be seen across the entire cloud infrastructure.
LP 4.5 When commercial cloud providers add new services, those services can immediately be utilized by all of that provider’s customers
LP 4.6 The rapid evolution of technology and increased adoption of cloud platforms also leads to pricing that decreases over time.

Rationale: Traditional computing models are costly and time-consuming, result in under-utilization of complex computing resources.  The cloud computing model fixes that by making the internet an efficient and cost effective resource for all to use.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101)

MT 4.1 – CLE 075
LP 4.1 – CLE 075
LP 4.2 – CLE 075
LP 4.3 – CLE 075
LP 4.4 – CLE 075
LP 4.5 – CLE 075
LP 4.6 – CLE 075



	ELO 31.1.1.5 Identify some DoD concerns of using cloud services. 

MT 5.1 Some of the primary concerns of a government organization evaluating the use of cloud computing are data security, privacy, latency, and unanticipated costs.

LP 5.1 “Virtual data centers” wall-off data and applications among different tenants; however, there are concerns that data of one tenant could be accessed across these virtual boundaries by another (perhaps malicious) tenant.
LP 5.2 Comingling of government and commercial data on the same cloud platform may be prohibited by regulatory requirements in certain circumstances. Keep in mind that the distributed nature of cloud means that data could be physically located at data centers in countries where U.S. laws do not apply.
LP 5.3 Latency issues can be a concern because network traffic between users and remote cloud data centers can be slower than connections to local data centers.
LP 5.4 Cybersecurity is a concern.  DoDIN is critical infrastructure to the DoD mission.  Cybersecurity attacks made against the DODIN can disrupt service.

Rationale: Traditional computing models are costly and time-consuming, result in under-utilization of complex computing resources.  The cloud computing model fixes that by making the internet an efficient and cost effective resource for all to use.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA 201)

MT 5.1 – ISA 201

LP 5.1 – ISA 201
LP 5.2 – ISA 201
LP 5.3 – ISA 201
LP 5.4 – ISA 201



	ELO 31.1.1.5a Given an IT cloud acquisition scenario, recognize some DoD concerns of using cloud services. 

MT 5a.1 Some of the primary concerns of a government organization evaluating the use of cloud computing are data security, privacy, latency, and unanticipated costs.

LP 5a.1 “Virtual data centers” wall-off data and applications among different tenants; however, there are concerns that data of one tenant could be accessed across these virtual boundaries by another (perhaps malicious) tenant.
LP 5a.2 Comingling of government and commercial data on the same cloud platform may be prohibited by regulatory requirements in certain circumstances. Keep in mind that the distributed nature of cloud means that data could be physically located at data centers in countries where U.S. laws do not apply.
LP 5a.3 Latency issues can be a concern because network traffic between users and remote cloud data centers can be slower than connections to local data centers.
LP 5a.4 Cybersecurity is a concern.  DoDIN is critical infrastructure to the DoD mission.  Cybersecurity attacks made against the DODIN can disrupt service.

Rationale: Traditional computing models are costly and time-consuming, result in under-utilization of complex computing resources.  The cloud computing model fixes that by making the internet an efficient and cost effective resource for all to use.

Assessment Strategy:  Quiz
	BLOOM: 3
Level 1 (CLE075, ISA201)

MT 5a.1 – ISA 201

LP 5a.1 – ISA 201
LP 5a.2 – ISA 201
LP 5a.3 – ISA 201
LP 5a.4 – ISA 201

	ELO 31.1.1.6 Recognize some Program concerns when purchasing cloud services from a vendor. 

MT 6.1 Cloud provider maturity.  Is the provider mature enough (business, infrastructure, cybersecurity, etc.) to meet the requirements of the DoD?
MT 6.2 Network latency.  What would be the impact of network latency on DoD missions?
MT 6.3 Network Traffic.  How would the additional network traffic impact other DoD systems/missions? 
MT 6.4 Network Encryption.  Is the network traffic encrypted by the service provider?
MT 6.5 Network Monitoring.  Who is responsible for monitoring the network?

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA201)

MT 6.1 – CLE 075, ISA 201
MT 6.2 – ISA 201
MT 6.3 – ISA 201
MT 6.4 – ISA 201
MT 6.5 – CLE 075, ISA 101


	

ELO 31.1.1.7 Identify the advancements in technology that enabled the rise of cloud computing.

LP 7.1 Overall: The present availability of high-capacity networks and low-cost computers (commodity hardware), together with the adoptions of virtualization, widely adopted open standards, and service-oriented architecture, have led to present day cloud computing.  
LP 7.2 High Speed Networks: We now have pervasive high speed networks to move the “bits.”  Broadband.  High-speed internet access enabled systems and data to reside separate from one another, while users access them from a third location, possibly across the world. 
LP 7.3 High Capacity Networks: More Storage Capacity) Cloud services are also able to provide efficient storage and processing of the ever-increasing amount of data that industry collects.
LP 7.4 Low-cost commodity technology has allowed increased processor availability leading to cloud.  The predominate computer hardware architecture, that the vast majority of all enterprise applications run on, is the Intel X86 and the predominate operating system in use today is Microsoft-based and, to a lesser degree, Linux, which has helped simplify the developer environment, improve efficiencies and lower costs.  
LP 7.5 Virtualization: Virtualization is a means to divide a physical resource into multiple virtual instances of a resource (e.g. compute, storage, and network). The ability to separate the execution of software from the underlying hardware allows for virtualization.  Virtualization is the primary enabling technology behind cloud computing.  Most physical servers are estimated to be idle 90% of the time, thus allowing a physical server to host numerous virtual machines on a single physical server. The ability of a network to do this is called Grid Computing.  Virtualization is further enabled by multi-tenancy managed by a Hypervisor.  
LP 7.6 An Application Programming Interface (API) is a doorway to a software application’s services.  The API of each software application describes how to open its door to its services.  An API is made up of a set of programming instructions and standards for accessing another software application, a Web-based software application or Web tool.  A software company releases its API to the public so that other software developers can design products that are powered by its service.  These are called Open APIs.  Open APIs are descriptions that are open to the public, anyone can understand how to request services.  Open APIs are used to integrate, manage, and control virtual resources.  Popular open APIs are examples of widely adopted standards.
LP 7.7 Programmable Infrastructure (or Infrastructure as Code) are software scripts that can automatically configure a network.  This orchestration of configuring network resources on the fly is needed to run your software application on the most efficient set of network resources available at the time.  This process automates the job of your typical system administrator so that the developer of your software application can ensure proper infrastructure is always made available without help.   To call this infrastructure capability, you need a Web API.   Web APIs are the defined interfaces through which interactions happen between an enterprise and applications that use its assets. 
LP 7.8 Use of Service Oriented Architecture.  A service-oriented architecture (SOA) is an architectural pattern in computer software design in which application components provide services to other components via a communications protocol, typically over a network.  The principles of service-orientation are independent of any vendor, product or technology.  The notion of turning functionalities of existing and new applications into a set of discrete components enabling software vendors to provide their products as services from which clients can use/reuse and put together to satisfy business requirements quickly and easily.  The primary example of web services via SOA is Web 2.0.  Advances in web technologies, such as RSS, Blogs, Portals, Wikis, XML, Web Services help organizations offer their information as sets of easily accessible services.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (ISA101, CLE075, ISA 201)

NOTE: Very similar to 31.1.1.1

LP 7.1 – 7.8 – ISA 201 (Video)

	ELO 31.1.1.8 Describe the five essential characteristics of a cloud service.

LP 8.1 On-demand self-service:  Users are able to provision cloud computing resources without requiring human interaction, mostly done through a web-based self-service portal (management console).
LP 8.2  Broad network access:  Cloud computing resources are accessible over the network, supporting heterogeneous (i.e. dissimilar) client platforms such as mobile devices and workstations
LP 8.3  Resource Pooling:  Service multiple customers from the same physical resources, by securing separating the resources on logical level (virtual separation)
LP 8.4 Rapid Elasticity:  Resources are provisioned and released on-demand and/or automated based on triggers or parameters.  This will make sure your application will have exactly the capacity it needs at any point of time.
LP 8.5 Measured Service:  Resource usage are monitored, measured and reported (billed) transparently based on utilization.  In short, pay for use.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101, ISA201)

LP 8.1 – 8.5 – All

	ELO 31.1.1.9 Identify the Three Cloud Service Models defined by NIST.

LP 9.1 The three cloud services models as defined by NIST are Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS).
LP 9.2 IaaS is a cloud service model in which the capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications.
LP 9.3 PaaS is a cloud service model in which the consumer is provided infrastructure resources along with the programming languages and tools to deploy further capabilities.
LP 9.4 SaaS is a cloud service model in which the capability provided to the consumer uses the provider’s applications running on a cloud infrastructure.  The consumer does not manage or control the underlying cloud networking, servers, operating systems, storage, or applications (with the possible exception of limited user-specific application configuration settings).
LP 9.5 Data as a Service (DaaS) is not defined by NIST.  DaaS is a subset of software as a service (SaaS). Like all members of the "as a Service" (aaS) family, DaaS is based on the concept that the product, data in this case, can be provided on demand to the user regardless of geographic or organizational separation of provider and consumer.
LP 9.6 Anything as a Service (XaaS or *aaS) is a tool or capability that is shared across an enterprise.  For example, Friend as a Service (FaaS) is what Facebook is doing; allowing you to share friendships globally.

Assessment Strategy:  Quiz

	BLOOM: 1
Level 1 (ISA101, ISA201, CLE075)

LP 9.1 – 9.4 – CLE 075, ISA 101, ISA 201

LP 9.5 – CLE 075 only
LP 9.6 – CLE 075 only

	ELO 31.1.1.10 Describe Infrastructure as a Service (IaaS).

LP 10.1 NIST Special Publication 800-145 defines Infrastructure as a Service (IaaS):  “[Provisioning] processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control of select networking components (e.g., host firewalls).”
LP 10.2 Amazon Web Services and Microsoft Windows Azure are two examples of Infrastructure as a Service.

Assessment Strategy:  Quiz

	BLOOM: 1
Level 1 (ISA101, ISA201, CLE075)

LP 10.1 – CLE 075, ISA 101, ISA 201
LP 10.2 – CLE 075


	ELO 31.1.1.11 Describe Platform as a Service (PaaS).

LP 11.1 NIST Special Publication 800-145 defines Platform as a Service (PaaS): “[Deploying] onto the cloud infrastructure consumer‐created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application‐hosting environment.

Assessment Strategy:  Quiz

	BLOOM: 1
Level 1 (ISA101, ISA201, CLE075)

LP 11.1 – CLE 075, ISA 101, ISA 201




	ELO 31.1.1.12 Describe Software as a Service (SaaS).

LP 12.1 NIST Special Publication 800-145 defines Software as a Service (SaaS):  [Using] the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web‐based email), or a program interface. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user‐specific application configuration settings.

Assessment Strategy:  Quiz

	BLOOM: 1
Level 1 (ISA101, ISA201, CLE075)

LP 12.1 – CLE 075, ISA 101, ISA 201



	ELO 31.1.1.13 Describe the problems with Legacy software applications and Cloud.

LP 13.1 Legacy software applications were not designed to be virtualized in the cloud environment.
LP 13.2 Redesigning legacy software applications to utilize cloud services can be cost prohibitive.
LP 13.3 Legacy software applications that were designed to be encapsulated from the operating system have a better chance of working in the cloud environment than legacy software applications that were not.  Encapsulated from the operating system means that there is no direct dependency on any one operating system; system call made to the operating system are using open Application Programming Interfaces (API).

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (ISA201, CLE075)

LP 13.1 – 13.3 – ISA 201

	ELO 31.1.1.14 Describe public, private, community and hybrid cloud deployment models (NIST).

LP 14.1 The [Public] cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them. It exists on the premises of the cloud provider.
· Public cloud infrastructures operate in a multi-tenant environment whose resources are allocated for the general public.
· Security and privacy concerns are heightened with public clouds because any individual or organization can potentially access the same cloud infrastructure.
· Only DoD information that has been approved for public release should be placed on a public facing website.
LP 14.2 The [Private] cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some combination of them, and it may exist on or off premises.
· Private cloud infrastructures are operated only for an individual organization (single-tenant).
· The organization can leverage the scalability and performance aspects of cloud computing, but the infrastructure is isolated from that of other organizations, improving security and privacy.
· Because of their specialized nature, private clouds could potentially be as costly as dedicated data centers.
· DoD has its own private cloud, called milCloud, which is operated by the Defense Information Systems Agency (DISA) and is isolated to both the SIPRNet and NIPRNet.  “milCloud” is a multi-tenant Infrastructure as a Service cloud service offering.
· Private Clouds can offer very high levels of security and access control making them better suited for applications and data where impact to the DoD mission is a primary consideration.
LP 14.3 The [Community] cloud infrastructure is provisioned for exclusive use by a specific community of consumers from organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises.
· A community cloud infrastructure is a private cloud that has been provisioned for a specific community of interest with shared concerns, such as a government-only cloud.
· The Department’s current focus is on leveraging commercial cloud services to the maximum extent possible which argue for investing in Hybrid Cloud rather than attempting to build, operate, and maintain several DoD Private Clouds.
LP 14.4 The [Hybrid] cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community, or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load balancing between clouds; Cloud bursting is an application deployment model in which an application runs in a private cloud or data center and bursts into a public cloud when the demand for computing capacity spikes.  There are HUGE security RISKS here!).
· Hybrid cloud infrastructures are combinations are any two or more of the other cloud infrastructures.
· Hybrid clouds will be the most prevalent model for the DoD given its strategy to aggressively pursue the competitive acquisition and use of commercial cloud service offerings.
· An example of a Hybrid Cloud is the “Development – Test – Production” software lifecycle.  A commercial/public cloud service offering could be used for development and limited operational testing prior to hosting the final product in a private cloud, such as milCloud.
· Another hybrid deployment model is when a Cloud Service Provider (CSP) sells its Software as a Service (SaaS) Cloud Service Offering even though it’s using a third party business to provide the Infrastructure as a Service (IaaS).  (I need to see a picture of this one? Complicated!!!)
· Combining cloud infrastructures presents a variety of cybersecurity concerns that require careful analysis of how the Cloud Service Offerings are architected, deployed, assessed and authorized.
LP 14.5 Cloud services can be deployed in different ways depending on the customer’s specific needs, such as security, privacy, and cost.
LP 14.6 All cloud deployment models suffer from “Noisy Neighbor” risk due to the use of virtualization.  For example, we know that one physical server is able to support many virtual servers; however, if one of the virtual servers is consuming a large amount of CPU that will likely cause the other virtual servers to receive less capacity from the underlying physical CPU causing a possible “Noisy Neighbor” situation.
LP 14.7 The two most prevalent models are Public Cloud and Private Cloud.  Public Clouds are open to all users (multi-tenant) and Private Clouds are closed to all users except the users identified by the Business Entity paying for the service (single-tenant).


Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (ISA101, ISA201, CLE075)

LPs 14.1 – 14.4 – CLE 075, ISA 201

LPs 14.5, 14.6, 14.7 – CLE 075, ISA 201




	ELO 31.1.1.15 Match foundational cloud terms to their definitions.

LP 15.1 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)



	ELO 31.1.1.16 Identify risks associated with using a Cloud solution for DoD mission-owner's requirement. 

LP 16.1 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

	ELO 31.1.1.17 Given a DoD mission-owner’s requirement, identify the risks associated with using a Cloud solution.

LP 17.1

Assessment Strategy:  Case
	BLOOM: 3
Level 2 (ISA201)

	
ELO 31.1.1.18 Recognize the different information impact levels related to DoD data. 

LP 18.1 (PII, PHI are different from public facing information; shades of grey in CUI).

Assessment Strategy:  Exercise
	BLOOM: 1
Level 1 (CLE075)

	ELO 31.1.1.19 Given an IT acquisition scenario, assign the correct information impact level to DoD data. 

LP 19.1

Assessment Strategy: Facilitation/Case/Exercise

	BLOOM: 3
Level 2 (ISA201)

	ELO 31.1.1.20 Identify the different components of a cloud architecture.  

LP 20.1 The components of a commercial and DoD cloud architecture:
· DISN (NIPRNet/SIPRNet/DISN-based mission partner/Community of Interest networks
· Internet Access Point for IIL 2 connections to CSO
· Boundary Cloud Access Point for IIL 4 & 5 connections to CSOs
· Other components used by Cloud Security Service Providers to fulfill cyber security services and C2 direction addressing the protection of the network, detection of threats and response to incidents
· 
LP 20.1 (Service Offering View and Network View) Figure 2 (Architectural View)
[image: The image depicts the Defense Information Systems Network connecting to two Cloud Service Offerings at information impact levels 4 and 5 through a Defense Information Systems Agency Cloud Access Point.  The CSO at IIL 2 does not need to go through a BCAP and is connected to the CSO through an Internet Access Point.]

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (ISA 201)

LP 20.1 – ISA 201
LP 20.2 – ISA 201

	ELO 31.1.1.21 Identify the difference between virtual and physical infrastructure.

MT 21.1 Modern IT infrastructure automatically assembles, operates and maintains computers, networks and admin functions via a virtual environment resulting in performance and cost efficiencies for all.

LP 21.1 Typical physical infrastructure components are a computer’s short term storage (Random Access Memory (RAM)), permanent storage (Read Only Memory (ROM)), Erasable Programmable Read-Only Memory (EPROM) also called Firmware), computer’s long term storage (Hard Disk Drive) and the Operating System (OS) that runs in both areas.

LP 21.2 Virtualizing the physical infrastructure across a network allows for central management of all computer’s memory and storage to maximize capacity usage for all.

Subordinate ELOs?
	Identify infrastructure components that can be virtualized

	Identify the benefits of virtualizing infrastructure components



Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (ISA101, CLE075)

MT 21.1 – CLE 075

MT 21.2 – CLE 075

	ELO 31.1.1.22 Identify the generic service interactions between a user on the DISN and a service provided over the Internet. 

LP 22.1 (Figure 2 - High Level Steps of a Generic Service Interaction)  Check with Cloud SMEs on this one.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

LP 22.1 – CLE 075

	ELO 31.1.1.23 Identify the difference between virtually and physically separated IT service infrastructures.

LP 23.1. Concerns with multi-tenancy. (Grab Paul Shaw’s picture)

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075, ISA101)

	ELO 31.1.1.24 Identify cybersecurity concerns associated with a Cloud service offering at the Infrastructure, Network and Application Layers.  

Subordinate ELOs?
	Identify different types of storage media 

	Identify different ways cloud service providers store users data

	Identify different ways of protecting data



LP 24.1 See Figure 1

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

LP 24.1 – CLE 075

	ELO 31.1.1.25 Given an IT Acquisition scenario, identify cybersecurity concerns associated with the provision of Cloud services.  

LP 25.1 Concerns can be with Infrastructure, Network and Application Layers


Rationale See Figure 1

Assessment Strategy:  Case
	BLOOM: 3
Level 2 (ISA201)

	ELO 31.1.1.26 Identify the ways for storing data.

	Identify the benefits and concerns with virtual servers

	Identify the benefits and concerns with virtual networks

	one benefit of virtualization is sharing of resources (resources pooling/sharing)

	supports elasticity

	supports automation

	concerns - security

	physical hardware

	management - remote management is easier

	requires less people, increases ability to manage more machines

	standardization - each virtual machine is the same therefore easier to manage

	concern- performance due to sharing of resources

	faster redeployment as a result of standardization

	faster back-up and recovery due to standardization



LP 26.1 Major concerns are?
LP 26.2 See old ELO091

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

CLE 075 identifies that traditionally, saved on hard drive, in email, or on a server on your network.  Modern IT infrastructure (i.e. cloud), files are stored on a virtual storage device on a cloud service offering.

	ELO 31.1.1.27 Match key cloud cybersecurity terms to their definitions.

	Match Hybrid Cloud to the correct definition

	Match Hypervisor to the correct definition

	Match Lights-Out Data Center to the correct definition

	Match Multi-Tenancy to the correct definition

	Match Physical Separation to the correct definition

	Match Software-Defined Networking (SDN) to the correct definition

	Match Virtual Machine to the correct definition

	Match Virtualization to the correct definition

	Match Virtual Separation to the correct definition




LP27.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

Not all the terms are assessed

	ELO 31.1.1.28 Identify the DoD information impact levels.

LP28.1. 
	Level 2 - Public Facing data

	Level 4 - Controlled Unclassified Information – PII, PHI, HPI (virtual separation)

	Level 5 - Controlled Unclassified Information - Law Enforcement, contract, finance, accounting (physical separation required)

	Level 6 – Classified (SECRET) data




Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

LP 18.1 – CLE 075

	ELO 31.1.1.28a Given an IT acquisition scenario, identify the DoD information impact levels.

Assessment Strategy: Case
	BLOOM: 3
Level 2 (ISA201)

	ELO 31.1.1.29 Identify issues associated with storing DoD data in non-US locations.

LP 29.1. The U.S. government restricts the transfer of sensitive or classified data (such as sensitive technology information and information that could potentially affect operational security) to locations outside of the control of U.S. companies or the U.S. government
LP 29.2.  There are specific rules for the locations of data processing centers based on the IIL of the data:
IIL 2 and 4 must be hosted at locations in the U.S., U.S. territories, or on DoD premises per the Status of Forces Agreement (SOFA) unless the location is authorized by the AO
IIL 5 must be hosted at locations in the U.S., U.S. territories, or on DoD premises per the SOFA
IIL 6 must be hosted at locations authorized for classified processing

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

LP 19.1 – ISA 201
LP 19.2 – ISA 201

	ELO 31.1.1.30 Identify risks associated with using outsourced IT offerings.

	Subject to foreign nation laws

	Export control

	Foreign surveillance




LP30.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

Not  included in CLE 075, recommend adding to ISA 201

	ELO 31.1.1.31 Match key Cloud Computing risk terms to their definitions.

	FedRAMP

	FedRAMP Plus

	DoD Provisional Authorization

	ATO

	Reuse of artifacts/reciprocity




LP31.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

CLE 075, ISA 201

	ELO 31.1.1.32 Choose the steps of the DoD accreditation process for an externally-provided cloud service offering used by a DoD Mission owner.

	Reliance on a third party to provide the offerings

	privity of contract - direct contractual relationship with the provider of offerings

	notification of incidents from cybersecurity, change of business/merger, terms of services

	data ownership

	data recovery




LP32.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

CLE 075 does not include privity of contract

	ELO 31.1.1.33 Match key Cloud authorization terms to their definitions.

LP33.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

CLE 075

	ELO 31.1.1.34 Identify risks of not having a direct contractual relationship with the cloud service provider.

LP34.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

CLE 075

	ELO 31.1.1.35 Match cloud-related policy with the guidance provided by the policy.

	The student will…

	…be able to define the concept of privity of contract.

	…be able to describe that without privity of contract, only the prime contract holder is liable to the Government for the terms and conditions of the contract.

	…be able to describe that if the prime contractor is not the actual cloud service provider, then the Government's recourse, in the event of a contract issue, is with a third-party.

	…be able to list at least three of the following contractual terms and conditions impacted without privity of contract; including SLAs, pricing changes, indemnification, data assurance, notice of functional changes, security monitoring, staffing/personnel, disaster recovery, inspection/auditing, contract modification, notice of pending merger/acquisition.

	…be able to describe that without privity of contract with the actual service provider, the operational liability rests with an intermediary.

	…define the concept of operational control as "having the authority over the components of the data repository systems to include the hardware, software, processes and personnel used to process or store government data."

	…define the concept of configuration control as "having the authority to approve or disapprove any and all changes to the hardware and software used in the data repository systems."

	…be able to describe that a contract award to one "intermediary" dis-incentivizes participation of other third-parties on the same vehicle.

	…be able to describe that a commercial cloud provider without a direct contractual relationship with the Government is less likely to provide value-added services and/or products if done through a potential competitor.

	…be able to describe that an "intermediary" creates barriers between the Government and the service provider that create delays in communication and reporting.




LP35.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

Some of these terms and concepts are in CLE 075

	ELO 31.1.1.36 Identify contract considerations for cloud services acquisition.

	The student will…

	…be able to describe that the FDCCI mandate consolidation of the DoD facilities housing data center infrastructure.

	…be able to describe that the Cloud First Policy is the policy announced in December 2010 by the U.S. CIO to accelerate adoption of cloud computing across the Federal government by directing agencies “to evaluate safe, secure cloud computing options before making new investments” in information technology.

	…be able to describe that the DoD security requirements guide (SRG) is the DoD document that provides the security requirements and guidance for cloud services; establishes the basis for granting DoD provisional authorizations; and provides guidance to DoD mission owners regarding the use of cloud services.

	…be able to describe that the DFARS is the DoD-specific acquisition regulations that DoD acquisition officials, and those contractors doing business with DoD, must follow in the procurement process for goods and services.

	…be able to describe that the FAR is the principal set of rules governing the acquisition process by which the federal government purchases goods and services.

	…be able to describe that FedRAMP is the Government-wide program managed by the General Services Administration (GSA) under the authority of the U.S. CIO that provides a standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services in order to accelerate cloud adoption and save program and labor costs associated with conducting agency security assessments by creating an “approve once and use often” approach.

	…be able to describe that FISMA is the US federal law enacted in 2002 that recognized the importance of information security to the economic and national security interests of the United States, and requires each federal agency to develop, document, and implement an agency-wide program to provide information security for the information and information systems that support the operations and assets of the agency, including those provided or managed by another agency, contractor, or other source.



LP36.1. Justification for contract consideration is…

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

Some of these concepts are not included in CLE 075

Some of these should  be included in ISA 201

	ELO 31.1.1.36a Given an IT acquisition scenario, identify contract considerations for cloud services acquisition.

LP?

Assessment Strategy: Case
	BLOOM: 3
Level 2: ISA201

	ELO 31.1.1.37 Identify measures associated with DoD cloud reporting requirements.

	Component authority to acquire cloud services

	Reminder:  data and mission risk is the responsibility of the component

	Reminder:  requirement for BCA

	Reminder:  Component CIO is responsible for approving the BCA

	Reminder:  Registration in authoritative DoD systems requirements

	Need a PA before a contract but cannot limit competition based upon not having a PA

	Refer to Contract and Legal Issues presentation for additional considerations



LP37.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

	ELO 31.1.1.37a Given an IT acquisition scenario, using the BCA methodology identify appropriate measures to determine cost effectiveness for cloud services.  (RELOOK)

LP?

	Component authority to acquire cloud services

	Reminder:  data and mission risk is the responsibility of the component

	Reminder:  requirement for BCA

	Reminder:  Component CIO is responsible for approving the BCA

	Reminder:  Registration in authoritative DoD systems requirements

	Need a PA before a contract but cannot limit competition based upon not having a PA

	Refer to Contract and Legal Issues presentation for additional considerations




Assessment Strategy: Case
	BLOOM: 3
Level 2: ISA201

	ELO 31.1.1.38 Match key cloud business and contracting terms to their definitions.

	SNAP reporting requirements

	SNAP IT reporting requirements

	FedRAMP reporting requirements

	DITPR reporting requirements

	OMB Circular A-11 Exhibit 53A & 53C



LP38.1. 

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1 (CLE075)

ISA 201

	ELO 31.1.1.39 Given a DoD IT acquisition scenario, evaluate the security and cost aspects of a Cloud services solution.

LP39.1. 

Assessment Strategy:  Quiz
	BLOOM: 5
Level 3 (ISA301, ISA320)




	MAJOR TAKEAWAYS (LP) with REFERENCES and CONTENT (Subject Matter Expert (SME))

	LP 1.1 Cloud Computing (Basic).  Cloud computing means storing and accessing data and application programs over the Internet instead of your computer’s local hard drive.  Cloud computing is where an application doesn’t access resources (e.g., CPU, memory, network interface) it requires directly, rather it accesses them through a service.  Cloud computing calls a service first and the service figures out which physical resources to use.  The service dynamically manages resources across the cloud to ensure customer-focused efficiencies.  Cloud computing services works together with Grid computing to accomplish this.
LP 1.2 Cloud Computing (NIST SP 800-145). The NIST definition of Cloud Computing is the official DoD definition:  Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model is composed of five essential characteristics, three service models, and four deployment models.
LP 1.3 The term “Cloud” is a metaphor for the Internet.
LP 1.4 The term “Cloud Computing” is a marketing concept.

The NIST Definition of Cloud Computing: Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model is composed of five essential characteristics, three service models, and four deployment models.

“In the simplest terms, cloud computing means storing and accessing data and programs over the Internet instead of your computer's hard drive. The cloud is just a metaphor for the Internet. It goes back to the days of flowcharts and presentations that would represent the gigantic server-farm infrastructure of the Internet as nothing but a puffy, white cumulonimbus cloud, accepting connections and doling out information as it floats.” PC Magazine, April 2015

DFARS 252.239-7010 Cloud Computing Services definition: “Cloud computing” means a model for enabling ubiquitous (global), convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This includes other commercial terms, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service. It also includes commercial offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.”

REFERENCE:  NIST Special Publication 800-145, “The NIST Definition of Cloud Computing,” September 2011; DFARS 252.239-7010; PC Magazine, April 2015

LP1.2:  TBD by Tom/SMEs/Ric 

CONTENT: TBD by Tom/SMEs/Ric
REFERENCE:  TBD by Tom/SMEs/Ric

LP1.3:  TBD by Tom/SMEs/Ric 

CONTENT: TBD by Tom/SMEs/Ric
REFERENCE:  TBD by Tom/SMEs/Ric

Etc…

LP2.1:  TBD by Tom/SMEs/Ric 

CONTENT: TBD by Tom/SMEs/Ric
REFERENCE:  TBD by Tom/SMEs/Ric

Etc…

Cloud computing services provided by the DoD or commercial service providers can deliver more efficient IT services than traditional approaches and will be used when cost effective and secure.

a.  PMs or Functional Service Manager (FSM)s must analyze cloud computing options and report cloud service usage and funding investments through the submission of OMB Exhibit 53 in accordance with OMB Memo Reference (r) and the Office of Management and Budget Memo M-13-09 (Reference (af)).  PMs or FSMs will consider using cloud computing services based on mission requirements, BCA, data risk assessments, and mission risk assessments.

b.  PMs or FSMs must implement any cloud computing services in accordance with DISA-provided Cloud Computing Security Requirements Guide (CCSRG) found at http://iase.disa.mil/cloud_security/Pages/index.aspx. Prior to contract award, all commercially-provided cloud services must have a DoD Provisional Authorization granted by DISA.  Prior to operational use, all cloud services must have an Authority to Operate granted by the PM/FSM's Authorizing Official.  PMs/FSMs that acquire or use cloud services remain responsible for ensuring that end to end security and computer network defense requirements are met.

c.  Commercial cloud services hosting controlled unclassified information or non-publically releasable information outside of the Department’s security boundary must be connected to the Department of Defense Information Network (DODIN) through a Cloud Access Point that has been approved by the Information Security Risk Management Committee and the DoD CIO, in accordance with connection approvals (Reference (ah)).



	List of References

	LAWS TBD by SMEs
DoD Directives TBD by SMEs
DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015
DoD Directive 8000.01, “Management of the Department of Defense Information Enterprise,” February 10, 2009
DoDI 8320.02, “Sharing Data, Information, and Information Technology (IT) Services in the Department of Defense,” August 5, 2013
DoDI 8500.01, “Cybersecurity”, March 14, 2014 
NIST Special Publication 800-145, “The NIST Definition of Cloud Computing,” September 2011
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