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	Competency 30: Software Support/Maintenance

	

	Competency Element:

	30.1 Applies the principles, needs, and rationale concerning Software Support/Maintenance, relative to the modification of a software product after delivery to provide additional or alternative capabilities, to correct faults, or to improve performance, as well as other attributes. 
30.2 Incorporates software sustainment related components of the data management strategies to maintain alignment with Department of Defense data management strategic goals (part of CP #9). Content includes software sustainment considerations related to fielding, transition and sustainment operations (formerly CP#11)

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE.

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	1. Identify the applicable community of interest for the subject acquisition.
2. Analyze information needs of the subject acquisition consistent with the identified community of interest.
3. Develop the operator and end-user architectural views that represent an organization’s/acquisition’s data requirements.
4. Review activities and schedules in draft transition plan and fielding plan(s) for executability in the current environment.
5. Coordinate draft plans with stakeholders in order to ensure operational supportability and to verify performance.
6. Analyze performance measures and stakeholder feedback on deliverables and schedules in order to ensure operational supportability and to verify performance.
7. Recommend corrections to establish realistic deliverable plans and schedules.
8. Identify adverse IT system performance trends post-fielding and implement corrective action
Product 1: Develop the operator and end-user architectural views that represent an organization’s/acquisition’s data requirements.
Product 2: Proposed fielding and transition plan with recommended corrective actions for an IT system with realistic deliverables and schedules.

	AWQI References (DAU)

	1. DoDI 8320.02, 
2. CJCSI 6212, 
3. Defense Acquisition Guidebook Chapters 4 and 7
	4. DODI 5000.02
5. DODD 5000.02
6. DODI 8510.01


	Assumptions (DAU)

	TBD

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 30.1.1 Given a Department of Defense (DoD) IT acquisition scenario early in the lifecycle, analyze software sustainment planning factors critical to the success of a potential Software Support Activity (SSA). 

	BLOOM: 54


	TLO 30.1.2 Given a Department of Defense (DoD) IT acquisition scenario, manage IT system transition to a Software Support Activity (SSA) for Post Deployment Software Support (PDSS). 

	BLOOM: 6


	TLO 30.1.3 Given an IT acquisition scenario during the Operations and Sustainment (O&S) Phase, manage the optimal life-cycle sustainment approach for system software sustainment.

	BLOOM: 6

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)

	TLO 30.1.1 Given a Department of Defense (DoD) IT acquisition scenario early in the lifecycle, analyze software sustainment planning factors critical to the success of a potential Software Support Activity (SSA). 30.1.1.1 Given a DOD IT acquisition scenario, define what is meant by “Intellectual Property” and “data rights” in this context. (CP9)
LP 1. Proper management of Intellectual Property and data rights are essential to planning and managing the sustainment of software reliant systems. Intellectual Property is defined as “intangible ‘creations of the mind’ – inventions, literary and artistic works, unique business names and symbols, and so forth. Owners are granted certain exclusive rights to control the use and dissemination of their intellectual properties. Key terms include:
· Patents. A patent is a monopoly over a unique, non-obvious process, mechanical device, article of manufacture, composition of matter, etc. In the U.S. patents are issued by the Patent and Trademark Office (PTO) and are generally enforceable from date of issuance through 20 years from the filing date. 
· Copyrights. A copyright is an exclusive right to control the use, reproduction, display, performance, or creation of "derivative works." Copyright applies to things like literary works, pictorial, graphic or sculptural works, sound recordings, musical compositions, and architectural drawings, as well as "performance" art like dances, choreography and pantomimes. Common words, phrases, numbers and facts cannot be copyrighted. Unlike patents, in which the owner’s exclusive rights come into existence only if a patent is granted by the PTO, since 1989 the author of a copyrightable work automatically owns the copyright at the time the work is created even without formal registration. 
· Trademarks. A trademark is a distinctive name (Pepsi), mark (Nike Swoosh), or motto ("It’s Miller time!"). A registered trademark is designated by the ® symbol; an unregistered trademark is indicated by the ™ symbol. The government generally has no interest in obtaining trademark rights. 
· Trade Secrets. A trade secret is proprietary information that provides the owner a commercial or technical advantage. Examples include customer lists, company financial information, cost and pricing data, contract bid information, algorithms, source code, and product recipes (Coca-Cola). 
· Technical Data. Technical data are recorded forms of information of a scientific or technical nature pertaining to products sold to the government. Product specifications, engineering drawings, and operating or maintenance manuals are examples of technical data. The term does not include computer software or financial, administrative, cost, pricing or other management data. 
· Public Domain. "Public domain" describes intellectual property that is freely available to everyone. Proof that something is already in the public domain is an absolute defense against the assertion of any exclusive IP right such as a patent or copyright.

Data rights refers to the Government's license rights in two major categories of valuable intellectual property: 
· Technical Data includes any recorded information of a scientific or technical nature (e.g., product design or maintenance data, computer databases, and computer software documentation). 
· Computer Software includes executable code, source code, code listings, design details, processes, flow charts, and related materials.
(source: Acquipedia)
Assessment Strategy: Quiz
BLOOM: 1
LEVEL 1: 
ISA101, CLL056


	30.1.1.1 Given a DOD IT acquisition scenario, describe why a data management / IP strategy is necessary to support software sustainment planning. (Related toCP9)
LP 1. A carefully thought out strategy is necessary for managing data and IP since important decisions need to be made early in the systems lifecycle, and executed as the acquisition program goes through transition and sustainment. A preliminary understanding of the support strategy is required early to inform decisions about what type of data rights and intellectual property will have to be acquired to facilitate sustainment. Late changes can be prohibitively expensive and time-consuming. A program’s Intellectual Property and Data Rights strategy must be developed early in the program to minimize their acquisition cost. Ownership of appropriate data is crucial to enable effective sustainment.
Assessment Strategy: Quiz

	BLOOM: 1
LEVEL 1: 


	30.1.1.2 Identify key life cycle cost drivers for software sustainment/maintenance  (Jason)
LP 2. Key lifecycle cost drivers for software sustainment include product complexity, platform volatility (how often the required hosting hardware changes), Analyst/programmer capability (related to existence and quality of training), Software (SLOC/FP) and data base size, and quality of documentation. (These are some of the primary effort multipliers in COCOMO2.)	Comment by Robert Skertic: Jason--Joe Heil, Chair, Navy SW COP says SLOC is not used in the Navy; they go with Work Units; Please see Slide 13 in Joe's Briefing.  Please add LPs that show the Navy's Bottom's Up Method.  Thanks!
Assessment Strategy: Quiz

	BLOOM: 1
LEVEL: 1


	30.1.1.3 Identify DoD acquisition policy for software sustainment. (CLL056)
LP 3. DoDD 5000.02 is the authoritative directive for life-cycle sustainment policy.

LP 4. Clinger-Cohen Act of 1996 (now referred to as Title 40/ CCA) Governs the acquisition of software-intensive systems within the Federal Government. Requires agencies to conduct strategic p1anning and use performance measurements to assess progress 
It has 7 requirements: 
1. Capital Planning and Investment Control Process Content 
2. Performance and Results Based Management 
3. Appointment of Chief Information Officers (CIO) 
4. Investment Accountability 
5. National Institute of Standards and Technology (NIST)
6. Modular Contracting National Security Systems (NSS) 
7. Government Performance and Results Act (GPRA) 

LP 5. Section 804 National Defense Authorization Act of FY 2003.  Mandates that the Secretaries of the Army, Navy, and Air Force, and heads of Defense Agencies, establish Software Acquisition Process Improvement Programs (SAPIPs). Documents processes, criteria to determine performance effectiveness, and metrics for performance measurement and mechanisms to ensure adherence that are consistent with the Defense Acquisition System 

LP 6. Federal Information Security Management Act (FISMA) Places requirements on government agencies and components to improve the security of federal information and information systems

LP 7. Office of Management and Budget (OMB) Memo 97-16 Aligns requirements with processes that support agencies' missions and goals; adequate interoperability, redundancy, and security of information systems; and application and maintenance of a collection of standards by which an agency evaluates and acquires new systems

LP 8. Federal Acquisition Regulation (FAR) Part 39, Acquisition of Information Technology Regulates exchange or sa1e of Information Technology (IT) , security and privacy for computer systems, standards, acquisition of Automated Data Processing (ADP) by contractors, acquisition of telecommunications services, and other appropriations issues

LP 9. Office of Management and Budget (OMB) Memo 05-23 For all major IT projects within the federal government, this OMB Memo requires the use of performance measurement baselines, the assignment of qualified project managers for each project, and the use of an Earned Value Management System (EVMS)

LP 10. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3170 Requires the development of integrated architecture products for supporting acquisition documentations 

LP 11. Information Support Plan (ISP) (formerly called C4I Support Plans) Interoperability requirements with other systems

LP 12. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6212 Requires architecture products be used in the interoperability and supportability certification process. It specifies which architecture products are required for the Initial Capabilities Document (lCD) , Capability Development Document (CDD), and Capability Production Document (CPD) 

LP 13. NDAA 2013 requires the use of static and dynamic software code analysis to enhance software assurance. Static analysis prior to testing is very quick and is about 85% efficient in detecting software issues. Testing without code analysis only detects about 35% of software quality issues (Capers Jones, Consortium for IT Software Quality).

NDAAs (static and dynamic analysis, MOSA (2015)? DFARS? IEEE12207? DoDI 5000.02? PSM guidebook? IPSE handbook?
Assessment Strategy: QUIZ

	BLOOM: 1
LEVEL 1: 

	30.1.1.4 Describe key SW logistics support elements (Legacy CLL056)	Comment by Robert Skertic: The IPSE should be in sync with the seven (7) areas a SwE must advise the PSM on early and often throughout the program...the IPSE is missing key Cyber aspects; CE aspects from a PM perspective and Data Management aspects.  Recommend we set up a meeting with the Authors of the IPSE and come to agreement.  This will pay off in many ways.  Thanks!
LP 14. The Product Support Management Integrated Product Support Element (IPSE) relates to software sustainment because Product Support Management entails the development and implementation of product support strategies to ensure supportability is considered throughout the system life cycle through the optimization of the key performance outcomes of reliability, availability, maintainability and reduction of total ownership costs (IPSE Guidebook, 2011). Software is a key component to both system performance and associated support costs, so must receive judicious planning and management.

LP 15. The Computer Resources Support (CRS) IPSE is the central product support element that defines the software sustainment considerations. The goal of the CRS element is to identify, plan, resource, and acquire facilities, hardware, software, documentation, manpower and personnel necessary for planning and management of mission critical computer hardware and software systems. As the primary end item, support equipment, and training devices increase in complexity, more and more software is being used. The expense associated with the design and maintenance of software programs is so high that one cannot afford not to manage this process effectively. It is standard practice to establish a computer resource working group to accomplish the necessary planning and management of computer resources. Computer programs and software are often part of the technical data that defines the current and future configuration baseline of the system necessary to develop safe and effective procedures for operation and maintenance of the system. Software technical data comes in many forms to include, but not limited to, specifications, flow/logic diagrams, Computer Software Configuration Item (CSCI) definitions, test descriptions, operating environments, user/maintainer manuals, and computer code. Computer resources is comprised of the information technology resources and infrastructure required to operate and support mission critical systems to include manpower, personnel, hardware, software, and documentation such as licenses and services. Software support considerations are uniquely different than those of hardware support. Hardware support activities are typically dominated by preventive and corrective maintenance, which involves replacement or repair of a failed part. The failed part is replaced with an identical, functioning part. When software fails, the software engineer does not replace the offending code with an identical piece of code, but rather must modify the code to provide the needed functionality. Modifying the code in this manner may often result in an upgraded software product baseline (denoted by an updated software version number), with all of the sustainment planning considerations that a new baseline would typically entail. Software modification is undertaken to defect corrections, address policy or doctrine, ensure safety, enable interoperability, reflect hardware changes, accommodate technology insertion, and incorporate functional changes.  (IPSE Guidebook, 2011).  	Comment by image: MT?

LP 16. The Design Interface (DI) IPSE relates to integration of the quantitative design characteristics of systems engineering (reliability, maintainability, etc.) with the functional Integrated Product Support Elements. Design interface reflects the driving relationship of system design parameters to product support resource requirements. Several areas within Design interface relate to software sustainment planning, including;
· Reliability 
· Maintainability 
· Supportability 
· Affordability 
· Configuration Management 
· Human Systems Integration 
· Anti-Tamper 
· Disposal 
· Legal requirements (including Intellectual Property and Data Rights)
Additional software sustainment considerations inherent to DI are MOSA for software design, future upgradeability, and interoperability with current and future systems; Human Factors Engineering, as they relate to software accessibility and functionality; and personnel skillsets and training factors related to operations and maintenance.  DI is also important for software design factors related to attaining KPPs, specifically for survivability functionality allocated to software, software’s effect on overall system availability, and attaining the Net Ready Key Performance Parameter (NR-KPP) for IT systems. (IPSE Guidebook, 2011)

LP 17. The Sustaining Engineering (SustEng) IPSE relates to the support provided to in-service systems in their operational environment to ensure they continue to meet user performance expectations. Sustaining Engineering spans those technical tasks (engineering and logistics investigations and analyses) to ensure continued operation and maintenance of a system with managed (i.e., known) risk. This includes: 
· Collection and triage of all service use and maintenance data; 
· Analysis of safety hazards, failure causes and effects, reliability and maintainability trends, and operational usage profiles changes; 
· Root cause analysis of in-service problems (including operational hazards, deficiency reports, parts obsolescence, corrosion effects, and reliability degradation); 
· The development of required design changes to resolve operational issues; 
· Other activities necessary to ensure cost-effective support to achieve peacetime and wartime readiness and performance requirements over a system's life-cycle. 
Periodic technical review of the in-service system performance against baseline requirements, analysis of trends, and development of management options and resource requirements for resolution of operational issues should be part of the sustaining effort (IPSE Guidebook, 2011). These activities are often enabled through the use of software applications, which must be planned and budgeted for early in the systems developmental lifecycle. Key questions that should be raised during system design include;
· What information do I need to know to ensure the system is performing as required?
· Who will have that information?
· How do they record that information?
· How does the program office receive and analyze that information?
· What process do I follow to act on the results of that analysis, if changes are required to the software design, documentation or training?
Related elements to these activities are the gathering, storage, and analysis of data to identify performance trends and potential degraders. This information is essential to enable the program office to conduct Root Cause Analysis (RCA) and FRACAS post-fielding.

LP 18. The Maintenance Planning and Management (MP&M) IPSE focuses on identifying, planning, resourcing, and implementing maintenance concepts and requirements to ensure the best possible equipment/capability is available when the Warfighter needs it at the lowest possible TOC. The MP&M IPSE includes Post Production software support (PPSS) aka Post Deployment Software Support (PDSS). Software maintenance planning is a crucial component of MP&M. Software maintenance is defined in the IEEE Standard for Software Maintenance, IEEE 1219, -- as the modification of a software product after delivery to correct faults, to improve performance or other attributes, or to adapt the product to a modified environment. The standard also addresses maintenance activities prior to delivery of the software product, but only in an information appendix of the standard. The IEEE/EIA 12207 standard for software life cycle processes essentially depicts software maintenance as one of the primary life cycle processes, and describes maintenance as the process of a software product undergoing “modification to code and associated documentation due to a problem or the need for improvement. The objective is to modify the existing software product while preserving its integrity.” Software maintenance sustains the software product throughout its operational life cycle. Modification requests are logged and tracked, the impact of proposed changes is determined, code and other software artifacts are modified, testing is conducted, documentation is updated to reflect the new software baseline, and a new version of the software product is released. Also, training and daily support are provided to users as needed to meet performance requirements. The software maintenance standard (ISO/IEC 14764) defines a software maintenance process that includes the following phases: 
· Problem/modification identification, classification, and prioritization; 
· Analysis; 
· Design; 
· Implementation; 
· Regression/system testing; 
· Acceptance testing; and
· Delivery.
Key MP&M considerations for software include what activity will conduct the phases of software maintenance (including considerations for Software Support Activity (SSA)), what information (data rights) will be required to enable those maintenance activities, what developmental environment and personnel skillsets will be required to conduct software sustainment, and how will help desk support be provided (including feedback loops for performance trends and degraders).  Key planning and management considerations for SSAs include
1) What are the projected costs to fix/update the SI to be developed in O&S?  CE Parametric Modeling of potential SSAs is needed.  
2) Is the software architecture designed with open interfaces to ensure plug and play updating with new module? 
3) Are data rights in place to ensure we can update/fix bugs? 
4) What tools do our SSA need to fix/update the software (We need the developers SW Dev Environment)? 
5) How is the developed data managed and stored so the SSA knows how to manage and store data during O&S? 
6) Is the code being developed planning on using secure coding practices? This impacts the O&S phase in that if the code was not developed securely, it will be more easily attacked.  SSA needs to know this so they have a feel for what to look for when attacked; if secure coding practices used, then that is one less thing for the SSA to investigate when attacked.  	Comment by image: https://buildsecurityin.us-cert.gov/
7) What is the proposed Security Architecture of the SI being built?  SSA needs to know how it is designed to better thwart O&S threats.

The identification and establishment of a Software Support Activity (SSA) is the first step in the preparation of a PPSS/PDSS Contract or Agreement. The SSA assumes the role of providing post-deployment life cycle support for modifications or upgrades made to a system's software following the system's initial fielding. System modifications and upgrades include multi-system changes, block changes, preplanned product improvements, repair of deficiencies reported by the user, and other types of system change packages. The SSA organization typically compiles these needed updates into formal software releases to avoid disrupting the fielded system. Software development activities performed by a SSA in providing life cycle support are the same as those carried out during the development effort that led to the first fielding. As a result, they require a capability similar to the original developmental environment to effectively conduct software sustainment. With programmatic oversight, they are tailored, as appropriate, to reflect the effort required to implement each change package, update pertinent documentation, verify the changes, and distribute the changes to users. (IPSE Guidebook, 2011)
Non-organic software support may be achieved through either traditional contracting methods or through a Performance-Based Product Support Strategy. If commercial software support is required, the steps in obtaining software support contracts parallel those of the original procurement, to include preparation of requirements, development of a procurement package, to include a statement of work/objectives, Contract Data Requirements Lists, deliverables, contract pricing and evaluation and award criteria. Performance-Based Product Support Strategy, Product Support Arrangements may be structured to provide software support. In either case, a clear statement of outcomes to be achieved and the metrics needed to evaluate success are required.   

LP 19. The Technical Data IPSE identifies, plans, validates, resources and implements management actions to develop and acquire information to: 
· Operate, maintain, and train on the equipment to maximize its effectiveness and availability; 
· Effectively catalog and acquire spare/repair parts, support equipment, and all classes of supply; 
· Define the configuration baseline of the system (hardware and software) to effectively support the Warfighter with the best capability at the time it is needed. 
Key considerations as they relate to software sustainment include the data rights that are required as well as consideration regarding whether the actual source code should be procured (expensive development and sustainment activities are inherent to source code ownership). These are articulated in the Technical Data Rights Strategy (ACAT I and II). For commercially developed and maintained software, this includes Commercial Computer Software Licenses, which apply to any commercial computer software or software documentation. Proper software disposal practices are also an important consideration within technical data to ensure that no intellectual property or licensing rights are infringed upon.

LP 20. The Packaging, Handling, Storage and Transportation (PHS&T) IPSE takes a different connotation when dealing with software. Traditional PHS&T logic won’t apply to software, but the astute software sustainment planner will consider how software will be provided to the end user.  How is the software being transported and delivered (through what media and by who)? How will the program office be assured that versioning is maintained for configuration management? Is the software ‘field loadable’ on site, or is it pushed remotely?

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1


	30.1.1.5 Provided with a list of goals, recognize the Data Management Strategy (DMS) strategic goals that are related to software sustainment. (CP9)
LP 21. Developing an appropriate DMS has implications both for the goals of the program itself and for the DoD as a whole (so that opportunities for reuse and knowledge sharing can be leveraged across programs). The DMS will identify data ownership and management implications that must be considered (and procured) by the program office to ensure that their SSA has all of the information and tools they will require for PDSS after fielding.

LP 22. Securing key data rights is a necessary part of an open system strategy. The government wants its systems to be as modular as possible and needs to keep control of the interfaces. These areas are critical to an SSAs ability to efficiently and effectively manage software support throughout O&S. Without adequate data rights, the SSA will not be able to conduct code management activities, required to correct software deficiencies and detect and correct vulnerabilities.

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1


	30.1.1.6 Describe computer software configuration items (CSCI) management, including test descriptions, operating environments, user/maintainer manuals, and computer code. Includes the functional and physical characteristics of each (Kobren)	Comment by Robert Skertic: CSCI is the OLD terminology and  is not supported by ISO/IEC even though it make PERFECT sense; we use Software Item (SI) today (since ISO/IEC 12207-2008;  I am told we are moving to Software Element (SE) soon.  Let's stick with SI.
LP 23. CSCI management includes test descriptions. The Software Test Description (STD) describes the test preparations, test cases, and test procedures to be used to perform qualification testing of a Computer Software Configuration Item (CSCI) or a software system or subsystem.  The STD enables the acquirer to assess the adequacy of the qualification testing to be performed.  This Data Item Description (DID) is used when the developer is tasked to define and record the test preparations, test cases, and test procedures to be used for CSCI qualification testing or for system qualification testing of a software system. The STD DID (DI-IPSC-81439) can be found on the DoD DLA ASSIST website (Source ACC)

LP 24. CSCI management includes considerations for operating environments, to aid in their transition to the sustainment/maintenance environment. Aspects include a thorough understanding of the operating environment to ensure that the software provides the required functionality and is usable.	Comment by image: Check with Bill Kobren for additional content on this one.

LP 25. CSCI management includes user/maintainer manuals. This helps ensure they are kept current as SW changes throughout its lifecycle. The quality and currency of documentation is one of the key enablers to effective software sustainment. Due to the rapid pace of software evolutions and staffing turnover in the software industry maintaining and documenting software code to increase maintainers’ familiarity with it is a perpetual challenge. Maintainers within the SSA need to have access to current and accurate system documentation to enable them to understand the functionality, design, implementation, and other issues that may be relevant to successful maintenance (Grubb & Takang, 2003). Categories of documentation include User Documentation (descriptions of the functions of the system without reference to how these are conducted (includes System Overview; Installation Guides; Operator’s Guides; Quick Reference Cards and Systems Administration Manuals)) and System Documentation (describe all technical facets of the system including analysis, specification, design, implementation, testing, security, error diagnosis and recovery (includes requirements documents; specifications; Test Plans; Acceptance test plans; Data Dictionaries)(Takang & Grubb, 2003). The role of complete software documentation is to facilitate program comprehension; act as a guide to the user; and to complement the system.  Some have observed that the cost (labor and effort required) of maintaining a software system is proportional to the effectiveness of the documentation which describes the system. (Osborne, 1990 quoted in Takang & Grubb, 2003).

LP 26. CSCI management includes designation of Software Configuration Item (SCI) and Software Unit (SU) to keep the software code baselined and enable lifecycle management. Software configuration management means keeping control of the process of software change, and having confidence in a repeatable process to implement and manage changes to the software baseline (Takang & Grubb, 2003).  Once an initial baseline is established (identifying SCIs and SUs), software configuration management includes (1) The identification of components and proposed changes, (2) the control of the way that changes are made, (3) Auditing the changes, and (4) Status accounting – which includes updating the documentation to reflect the changes that were made. (Takang & Grubb, 2003).  Any change (addition/deletion/modification) must be thoroughly recorded and its effects on the rest of the system’s components checked.

LP 27. CSCI management includes comprehending the functional and physical characteristics of all of the above components.
Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1


	30.1.1.7 Explain the importance of information assurance planning early in the system life cycle. (Legacy CLL056)
LP 28. Information Assurance (lA) is the practice of managing risks related to the use, processing, storage, and transmission of information or data and the systems and processes used for those purposes. The Committee on National Security systems (CNSS), defines IA as "measures that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation. These measures include providing for restoration of information systems by incorporating protection, detection, and reaction capabilities." (Source: National Information Assurance (IA) Glossary)

LP 29. Need to identify sustainment considerations inherent to the RMF framework.  This current material is still oriented towards the legacy DIACAP approach – I/we still need to refine the sustainment considerations within the RMF framework. . Considerations include (derived from IPSE guidebook – how do we filter for IA?);	Comment by image: This dovetails with LOG465 lecture
· Pre Milestone A
· Understand user needs
· Preliminary of sustainment considerations driven by NR-KPP
· Assess cybersecurity/RMF considerations (as well as other software sustainment items) between alternatives during the AoA. Considerations in these areas should include trade-of studies between alternatives to validate and forecast computer resources product support alternatives.
· Draft initial LCSP, which includes the preliminary sustainment concept and software support plans. Consideration should be given to potential SSAs, and how aspects of cybersecurity responsibility/authority will be transitioned and managed.
· Specific analysis focuses on the approach for achieving the required enabling computer resources technologies to implement the product support strategy and achieve the sustainment metrics.
· Technology Maturation and Risk Reduction
· Viewing the software "content," particularly complex algorithms and functional flows, as enabling technologies requiring maturation and risk reduction before Milestone B,
· Developing architectural-based software systems that support open system concepts,
· Exploiting commercial, off-the-shelf (COTS) computer systems products,
· Allowing incremental improvements based on modular, reusable, extensible software,
· Identifying and exploiting, where practicable, government and commercial software reuse opportunities before developing new software,
· Selecting the programming language in context of the systems and software engineering factors that influence system performance, overall life-cycle costs, risks, and the potential for interoperability,
· Using DoD standard data and following data administrative policies in DoD Directive 8320.02,
· Selecting contractors with domain experience in developing comparable software systems, successful past performance, and demonstrated commitment to disciplined software development process.
· Assessing information operations risks (see DoD Directive 3600.01) using techniques such as Program Support Reviews,
· Preparing for life-cycle software support or maintenance by planning early in the system life cycle for the transition of fielded software to the support/maintenance activity, developing or acquiring the necessary documentation, host systems, test beds, and computer-aided software engineering tools consistent with planned support concepts,
· Tracking COTS software purchases and maintenance licenses, and
· Performing system safety engineering tasks on safety-critical systems to reduce the safety risk in all aspects of a program, including the software system safety (SSS) activities involving the design, code, test, Independent Verification and Validation (IV&V), operation & maintenance, and change control functions of the software engineering development process.
· Engineering and Manufacturing Development
· Computer resources requirements identified earlier in the acquisition process should be validated and those that were not defined are assessed for impact.
· Significant changes may be required to the computer resources support package to achieve the objective sustainment metrics including major support provider changes.
· Production and Deployment
· Computer resources activities continue with emphasis on reviewing outcomes of operational test and evaluation, updating trade-off studies, taking part in planning activities that may be on-going already for product improvement, and developing long term plans for design improvements as part of sustaining engineering for both the system and its support infrastructure as documented in the LCSP.
· The program manager should structure a software development process to recognize that emerging capabilities and missions will require modification to software over the life cycle of the system. To deliver truly state-of-the-art software, this process should allow for periodic software enhancements.
· Operations and Sustainment
· Computer resources activities continue throughout the system’s operations and support phase and updates / improvements to computer resources capabilities are through multiple avenues which include: 
· New requirements due to fielding of weapon system updates, 
· Technology refresh activities, 
· Modifications and changes to the system, 
· Analysis of failure data and reliability growth programs, plus others.

(Legacy DIACAP material – does any of this still apply within RMF?)	Comment by image: Need to research this and update for RMF.
· Pre-fielding 
· Initiating and Planning for C&A 
· Register System with DoD Component IA Program 
· Assign IA Controls 
· Assemble DIACAP Team 
· Initiate the DIACAP Implementation Plan 
· Determining the controls (security features required) 
· Implementing and Testing 
· Execute DIACAP Implementation Plan
· Conduct Validation Activities
· Prepare POA&M
· Compile Validation results in DIACAP scorecard
· Making a certification determination and accreditation decision 
· Make certification determination
· Issue accreditation decision
· After fielding 
· Maintaining authorizations to operate and conducting reviews 
· Maintain situational awareness
· Maintain IA posture
· Conduct reviews
· Initiate re-accreditation
· Decommissioning a system 

LP 30. Supporting an Information Assurance Strategy; An lA strategy is required to be completed at Milestone A for most DoD systems. The lA strategy will identify resources and timeframes for obtaining and maintaining IA accreditation throughout the life cycle of the system. The logistician can use the lA strategy to start determining the amount of resources that must be devoted to lA activities after the system is fielded. Attention must be given to the following: 	Comment by Robert Skertic: This is now Cybersecurity Strategy per latest 5000.	Comment by image: ISP? Cybersecurity strategy?
· Frequency of re-accreditations (currently required every 3 years) 
· Frequency of system changes (every change and update to a system will require re-certification) 
· Annual reviews of IA controls 
· Monitoring and resolving vulnerabilities and threats as they arise 
· Maintaining the systems lA posture with updates and patches as required 

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1

	30.1.1.8 Identify key components of quality assurance plans for computer resources hardware, software, and services. (Kobren)

MT 8.1 The Program Manager (PM) must identify the program’s quality goals early in the life cycle so that all developmental efforts, Risks and Measurement Program metrics focus on meeting these goals.

LP 31. The main objective of software assurance is to ensure that the processes, procedures, and products used to produce and sustain the software conform to all requirements and standards specified to govern those processes, procedures and products (Software Assurance Pocket Guide, 2009). Through a proactive software assurance approach, the program office and SSA can identify and correct weaknesses and vulnerabilities early in the software’s lifecycle. Potential sources of software assurance compromises include overreliance on traditional SDLC Waterfall development practices (many opportunities for insertion of malware and poor software design), COTS products that are over-reliant on foreign and non-vetted domestic suppliers, Lack of information on suppliers/developers processes and capabilities (inadequate documentation). NDAA 2013 requires static and dynamic code scanning. This includes measures such as Halstead or McCabe’s Cyclomatic Complexity. Based on all of these items, some key aspects of quality assurance plans for software should include static and dynamic code analysis for complexity; transparency of the entire software development/’supply chain’; complete and thorough documentation appropriate for the sustainment functions to be executed by the SSA.

LP 32. In addition to traditional hardware quality assurance concerns (reliability, maintainability, etc), key considerations for hardware quality assurance are driven by NDAA 2014, which required additional rigor for IT related hardware procurements. This is due to the increased proliferation of global sources of supply for IT systems; therefore NDAA 2014 created protections including the establishment of TSN (Trusted Systems and Networks) and SCRM (Supply Chain Risk Management). Along these lines, IT sustainment planning efforts must include these facets when establishing a secure supply chain to reduce the likelihood of counterfeit/grey market hardware items being introduced.

LP 33. (under development) Services related components of quality assurance plans include;	Comment by image: Need to research and refine this.
· 
Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1


	30.1.1.9 Explain the activities involved in developing a sustainable SW system  (Legacy CLL056)
LP 34. Sustainment considerations when using the waterfall development method include;
· Since the requirements are well understood and this is a deliberate, sequential development process, comprehensive sustainment planning may be best facilitated with this approach.  Sustainment considerations, including manpower (skills that will be required for operating and maintaining) and training implications can be considered during each developmental step, and the user experience (Human Factors Engineering) can be considered as an exit criteria for each step prior to initiating follow-on activities. Key focus areas will include identifying manpower/skill set drivers related to organic vice contractor support post-fielding, as well as quality of documentation to support sustainment.  Additional considerations here include potential licensing issues for software procured through the commercial market. However, due its sequential nature and rigid process, this approach may be more time and cost intensive than other methods.

LP 35. Sustainment considerations when using the incremental development method include;
· Similar to the sustainment considerations for waterfall, but handled on a smaller scale due to recurring increments of functionality development. Since the requirements are well understood and this is a deliberate, sequential development process, sustainment planning is well facilitated with this approach also, but attention should be given to ensuring operations and sustainment considerations are cohesive between separate increments – that they build on each other and that operating and maintenance procedures and documentation are kept up to date to support the incremental releases.  Additional sustainment considerations, including manpower (skills that will be required for operating and maintaining) and training can be considered across each increment, and the user experience (Human Factors Engineering) must be considered prior to each release decision. Key focus areas will include identifying manpower/skill set drivers related to organic vice contractor support post-fielding, as well as quality of documentation to support sustainment for each increment.  Additional considerations here include potential licensing issues for software procured through the commercial market.

LP 36. Sustainment considerations when using the spiral development method include;
· Similar to the methods described above, but uncertain requirements drive additional sustainment considerations during each spiral.  As the requirements continue to evolve and get factored into spirals for planning purposes, those requirements must be assessed for sustainment implications. As discussed above, these implications include manpower and training analyses to determine if the operator and maintainer skillsets are resident in the DoD or if they will require (1) changes to DoD POIs or organic job descriptions, or (2) will require long term vendor support to accomplish operating and maintenance tasks. Additional sustainment considerations include ensuring the quality and completeness of documentation to support sustainment for each release (if more than one is being considered).  Additional considerations here include potential licensing issues for software procured through the commercial market.

LP 37. Sustainment considerations when using the agile development method include;	Comment by Robert Skertic: ALso, AGILE demands automated TEST tools (Scripts, Simulator, Stimulators, etc); Sustainment personnel need the results of this testing for Help Desk and other developmental purposes during PDSS.
· Similar to the methods described above for spiral development, but uncertain requirements drive additional sustainment considerations during each spiral.  Another risk item with Agile software development is the elimination of excess documentation to support rapid delivery of capability.  It will be critical for sustainment planners to be aware of the documentation that is being developed and omitted to ensure that adequate documentation is being produced to support operations and sustainment. To that end, it is critical that sustainment planners be included as key members in all sprint and scrum evolutions. As the requirements continue to evolve and get factored into sprints and ultimate releases, those requirements and the resulting functionality must be assessed for sustainment implications (both operator and maintainer). As discussed above, these implications include manpower and training analyses to determine if the operator and maintainer skillsets required are resident in the DoD or if they will necessitate (1) changes to DoD POIs or organic job descriptions, or (2) will require long term vendor support to accomplish operating and maintenance tasks. Additional sustainment considerations include ensuring the quality and completeness of documentation to support sustainment for each release (if more than one is being considered).  Additional considerations here include potential licensing issues for software procured through the commercial market.

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1

	30.1.1.10 Describe when SW support activities occur throughout the acquisition life cycle (Legacy CLL056)(Need to review this for applicability with the various DODI 5000 models)	Comment by image: I believe the intent here is to link it to events in the SETR process, perhaps linked to various baselines as established?  Will be interesting to consider the interrelationships between this and Agile as well as this and Cyber…
LP 38. Material Solution Analysis activities:
· Begin developing a software strategy 
· As part of Analysis of alternative (AoA) efforts, investigate alternate support concepts. Identify any unique software sustainment constraints between alternatives being assessed (data rights/license implications, etc). 
· Program Management Office establishes a Computer Resources Integrated Product Team (CR-IPT) 
The focus during the Materiel Solution Analysis phase is to ensure that supportability considerations are included as part of the acquisition process.

LP 39. Technology Maturation and Risk Reduction activities:
· Select a support concept 
· Propose software quality requirements, with identified performance measures and collection/analysis methods. 
· Propose software support acquisition requirements 
· Identify a source of repair (Source of Repair Requirements Process (SORAP)). This ‘process’ entails the appropriate level of business case analysis to identify which entity may be best suited to conduct software sustainment, culminating in recommendations for Software Support Activities (SSA). Once an SSA is identified include them in the CR IPT and subsequent supportability analyses as appropriate. Their participation should be articulated in the appropriate contractual documents or SLA/MOA.
· Review developer's support documentation and transition plans 
· Refine Computer Resources Life Cycle Management Plans (CRLCMP) CRS section of LCSP
· Consider software sustainment within Supportability Analyses (FMECA/FTA/RCM/LORA/MTA)
The focus during the Technology Maturation and Risk Reduction (TMRR) phase is to finalize a support concept and ensure supportability requirements are fully defined for incorporation in the subsequent system design.

LP 40. Engineering and Manufacturing Development activities:
· Evaluate software quality
· Ensure supportability requirements are identified
· Identify appropriate performance measures and develop associated performance management strategy.
· Certify software documentation and technical data
· Finalize developer's software support documentation and transition plans
· Update Computer Resources Life Cycle Management Plans (CRLCMP) CRS section of Lifecycle Sustainment Plan (LCSP)
The focus during the Engineering and Manufacturing Development (EMD) phase is to establish the product baseline, conduct required tests and verifications and prepare for fielding and subsequent sustainment operations.

LP 41. Production and Deployment activities:
· Implement Software Transition Plan 
· Acquire and Install a Software Engineering Sustainment Environment (SEE) modeled on the production environment that was used during development.
· Acquire Software Support Activity (SSA) resources 
· Staff and train personnel 
· Demonstrate Support Capability 
· Update Computer Resources Life Cycle Management Plans (CRLCMP) CRS section of Lifecycle Sustainment Plan
The focus during the Production & Deployment (P&D) phase is to prepare for fielding and subsequent sustainment operations.

LP 42 Operations and Support activities:
· Identify and iteratively measure, assess, and improve performance metrics related to software logistics support
· Perform software configuration management 
· Maintain Computer Resources Life Cycle Management Plans (CRLCMP) Lifecycle Sustainment Plan (LCSP)

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1

	30.1.1.11 Explain why early sustainment planning is essential for effective sustainment (Legacy CLL056)
LP 43. Software is always in the process of being updated and changed. Research on software maintenance related to information technology systems shows that changes to user requirements account for 41% of post-deployment support costs, while hardware changes account for 10%. {Bassett, 1995). Some of these changes are driven by the need to adapt to a rapidly evolving environment, including cybersecurity implications which will drive frequent software configuration changes. Because software must evolve in response to changes in the system's external environment, it is more like a living thing than an inanimate object that only needs to be designed once, and thereafter, infrequently repaired or maintained. Understanding these complexities and factoring them into system planning (including the various phases of the SDLC being employed) can help reduce future cost and schedule delays in the O&S phase.

LP 44. Software support is a significant life cycle cost driver and also a significant source of system risk for all major DoD software-intensive acquisitions. Although software support occurs in the post-deployment phase, it must be planned for early in the developmental lifecycle when requirements are being specified. The total costs of software support must also be considered early and planned for accordingly. Developing supportable software is one of the most important criteria for software success. All the causes of cost and schedule overruns, performance shortfalls, and for programs being thrown off stride are amplified once the system is in the hands of the operating forces. According to numerous DoD and industry studies, the typical cost to maintain a software product is from 60% to 80% of total life cycle costs. The software development teams’ challenge is to minimize the cost·of·software maintenance through proactive planning, and to avoid building systems with supportability challenges. These costs are depicted in the pie charts below (consider charts on slide 6-6 of CLL056). Two pie charts depicting Life Cycle Support Costs; 
· Chart 1: Data Processing Environments; 49% Maintenance 21% Validation 13% Requirements/Design 9% Implementation 8% Other 
· Chart 2: Large, Complex Systems Environments; 80% Maintenance 20% Development

LP 45. Software development issues that result in software support cost drivers: 
· Requirements volatility 
· Poor developer process maturity 
· Lack of software documentation 
· Lack of configuration management 
· Complexity of system software 
· Software Distribution 
· Cybersecurity considerations
· Commercial software licensing implications

LP 46. Software sustainment includes the need to develop a ‘re-development’ capability that mirrors the original developmental environment. Software redevelopment efforts entail understanding the requirement, understanding the existing code to identify required modifications, implementing the change, testing and debugging, updating documentation, and ultimately deploying the solution (reference graphic on slide 6-4 of CLL056).
The graphic depicts a pie chart showing various tasks involved in software maintenance, super imposed on the software development phase. The following support tasks correspond to and mirror the development process, respectively: 
· The “Defining and understanding change” pie piece, labeled 15%, corresponds to “Requirements” 
· The “5% Reviewing documentation” and “25% Tracing logic” pie pieces, together labeled, “Understanding the Product” at a total of 30%, corresponds to “Design, Undesign, Redesign” 
· The “20% Implementing the change” pie piece corresponds to “Implementation” 
· The “30% Testing and debugging” and the “5% Updating documentation” pie pieces correspond to “Checkout” 

MT 47. Inaccurate documentation can drive the “understanding the product” phase to 50% of the required effort, dramatically increasing sustainment time and cost requirements.  (Lapham?). Considering documentation, and manpower and personnel training requirements early in the software development cycle can dramatically reduce future cost and schedule requirements for software sustainment.

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL: 1

	30.1.1.12 Given a cost estimation tool and a specific DOD IT acquisition scenario demonstrate life cycle cost implications for software sustainment  (Jason)	Comment by image: I added this to introduce SW cost estimating (condense LP/MT from the ISA201 lesson, introduce COCOMO?
LP 48. Several software sustainment cost drivers can be identified and managed. These cost drivers include factors such as complexity, size (SLOC/FP), product familiarity/quality of documentation, developer process maturity, etc. Using tools such as COCOMO, it is possible to measure the influence and sensitivity each factor has on sustainment cost

Assessment Strategy: Case

	BLOOM: 3
LEVEL: 2

ISA201 (Early module exercise with COCOMO?)

	30.1.1.13 Given a specific DOD IT acquisition scenario, appraise secure data archiving and storage practices. (Kobren)
LP 49. Key sustainment considerations for this area include identifying the data that must be archived – who ‘owns’ the data and how long must it be retained. How will it be securely archived (through what process and using what media (CD/DVD).  Who will manage data archiving – will is become an SSA role? DAG 4.2.3.1.7.3 states that the PM has responsibility for addressing long-term storage and retrieval of data. This includes long-term planning and incremental digitization to ensure that applicable data is available, preserved, and migrated to successive formats for future use.

Assessment Strategy: Case	Comment by image: This can be incorporated into the BCA case study in a future increment? Alternatives can include secure data archiving capability between WFC/FFRDC and commercial options?
30.1.1.17 Given a specific DOD IT acquisition scenario, describe the major types of data that are relevant in the transition and sustainment context. (CP9)
LP 50. “Data management” encompasses quantitative (numeric) data sets as well as other technical documentation (including software code) that is required to allow the government to cost-effectively sustain the system once delivered.
Assessment Strategy: Quiz

	BLOOM: 4
LEVEL: 2

ISA201 (Lesson 19 case exercise?)

	30.1.1.14 Given a specific DOD IT acquisition scenario, propose key components of a Software License Management plan (Kobren)
LP 50. GAO report 14-625 identified the DODs ability to identify and maintain accountability for software licenses. The report identified that the DOD spent over $31Billion on IT products and services in FY14. Section 937 of NDAA 2013 mandated the department to issue a plan for identifying the DOD inventory needs for software licenses. Key components within this requirement are to identify (1) what licenses have been procured, (2) how the organizations will compare purchased licenses with installed (in use) licenses, and (3) how the organization will assess its needs for selected licenses over the next two fiscal years. To help achieve this, programs should conduct analysis as part of a BCA to determine the optimal investment profile for software licenses (enterprise or per seat), and formulate a strategy for how they will be racked and managed. This effort could include the use of SLAs with appropriate PDSS/SSA entities. 

Assessment Strategy: Case	Comment by image: This can also be incorporated into the BCA case study in a future increment? Alternatives can include WFC/FFRDC for license management.

30.1.1.18 Given a specific DOD IT acquisition scenario with identified sources of technical data, choose employ the appropriate options for data rights in each type of data. (CP9)
LP 51. Different types of data rights exist on a spectrum from more to less limited. For each type of program technical data, an appropriate mechanism has to be selected that will safeguard the government’s investment. (Should the scenarios be whether the software is COTS, GOTS, FOSS, or freeware?) The data rights requirements can inform and should be influenced by the intended sustainment strategy.
Assessment Strategy: Case

	BLOOM: 5
LEVEL: 3

ISA301/320LEVEL: 2


	TLO 30.1.2 Given a Department of Defense (DoD) IT acquisition scenario, manage IT system transition to a Software Support Activity (SSA) for Post Deployment Software Support (PDSS). 

	30.1.2.1 Identify at least five of the principle responsibilities of a release manager as part of a software transition to an SSA. (CP11)
LP 51. Identify the needs of the affected stakeholders to determine deployment and transition needs. 

LP 52. Read and comply with established organizational policies and procedures. 

LP 53. Coordinate all deployment activities with Service Desk and other O&M personnel.

LP 54. Identify meaningful and measurable milestones to track progress.

LP 55. Select customers and users to be involved in the planning effort.

Assessment Strategy: Quiz
30.1.1.20 Given short scenarios that describe IT acquisition situations, identify illustrate instances of misuse by the government of contractors’ Intellectual Property, and potential risks that could result. (CP9)
LP 53. Misuse of contractors’ intellectual property (IP) can have real and negative impacts on their competitive viability; take care to handle IP fairly and consistently.
Assessment Strategy: Quiz

	BLOOM: 1 
LEVEL: 1
BLOOM: 3
LEVEL: 2


	30.1.2.2 Identify the criteria necessary for transitioning to sustainment. (Legacy CLL056)
LP 56. At some point during a system's life cycle, it should enter sustainment under the management authority of a SSA, but when? What are the entrance criteria for sustainment? There is no specific guidance regarding entrance criteria for sustainment. However, there seems to be a qualitative notion of when a system is supposed to enter sustainment. In some cases, fielded systems have been declared in sustainment without having undergone any formal readiness planning. So, to fill the void, the following is short list of entrance criteria. While it is not all inclusive, it does provide a useful starting point for deciding when a system is ready to enter sustainment.
· Signed SORAP or equivalent document (or some analytical product that identifies potential SSAs and assesses their readiness to assume the software sustainment capability)
· Completed MOT&E (or appropriate level of formal test and evaluation – may not be MOT&E depending on the program)
· Stable software production baseline exists
· Complete and current software documentation
· ATO
· Current and negotiated sustainment software  transition plan with the SSA (or Material Fielding Plan that includes the relevant material)
· Sustainment staffing and training plan (or MER and MPTP that includes software operations and sustainment)

Assessment Strategy: Quiz
30.1.1.21 Given a specific DOD IT acquisition scenario and an example DMS, describe analyze the relevant contract actions strategy and differentiate the strategy that should be in place in order to acquire the rights specified. (CP9)
LP 54. Proper attention to appropriate use of DFARS clauses, CDRLs, and DIDs is necessary in order to actually execute the strategy that is defined.
Assessment Strategy: Case

	BLOOM: 1
LEVEL 1
BLOOM: 4
LEVEL: 2


	30.1.2.3 Identify areas that must be transitioned from the development environment to the sustainment environment (Legacy CLL056)
LP 57. Transitioning a system to sustainment requires careful planning, and there are a variety of areas that need to be addressed. The areas listed below have proven to be problematic despite (or maybe because of) the obvious nature of the inherent issues. (Use iceberg graphic from ISA201?)
· Support database transition
· Development and software support environment infrastructure
· Software test lab (Software Integration Lab (SIL)?)
· Release processes and procedures
· Staffing
· Operations training
· System documentation
· Stable software baseline
· Authority to Operate

LP 58. Support database transition; Support databases are databases being dev·e1oped that the sustainment organization w1iH need, in addition to those inherent to the system. 
Support databases contain configuration management data, software trouble reports (STRs), enhancement requests, registered system user data, and other information used by the development organization while developing the primary system. 
Proprietary issues may exist with respect to the too1s, data structures, and data. It is important to address what should government-owned or contractor-owned early, before contracting with a developer.
Eventually, the data contained in the support databases needs to be transitioned to the sustainment organization. Key questions to be addressed include:
· Which support databases need to be transitioned?
· Who owns the databases?
· What's the specific content of the databases?
· What are the tools used to create, maintain, and manipulate the databases?
· How are the databases maintained?
· What is the purpose of each database?
A plan to migrate the support databases to the sustainment organization can be developed after these questions have been answered. The transition plan should include details about the need to purchase proprietary tools or to find COTS software replacements for them.

MT 1. Program office personnel should consider these aspects prior to each milestone, and include them as pre-priced options (or CDRLs in the base) in the MS B and MS C contracts as appropriate (are there any draft CDRLs/DiDs that can be referenced?)

LP 59. Development and software support environment infrastructure; 
The development environment usually includes: 
· Tools 
· Test suites and harnesses 
· Support databases 
· A software integration and test lab 
· Configuration management 
· Hardware spares 
· Process and procedure documentation 
· Delivered source code 
The program office needs to ensure that the sustainment organization uses an equivalent development environment. Portions of the development environment may be transferable. However, if there are any contractor-owned tools within the environment, they will not be provided to the sustainment organization so plans for alternative options must be developed and executed.
If any COTS software products are used, it is critical to note that both hardware and software are affected by product version changes. Thus, the sustainment organization needs compatible hardware and software. The sustainment organization needs to know what hardware and software is being provided and what is not, so it can assess if it is prepared to sustain the system. A simple inventory of items should be provided to the sustainment organization by the development organization. Any items missing from the inventory may have to be purchased.

LP 60. Software test lab (Software Integration Lab (SIL)?); If the development organization is finished using the test lab, then it could be transferred to the sustainment organization. However, where to locate the software test lab and how and when to move it needs to be decided and planned. Often, the sustainment organization assumes that the program office has planned this transfer, but this may or may not be the case. The transfer of the lab should also include training about the contents of the lab for either organic or contractor logistic support (CLS) personnel in the sustainment t organization.

LP 61. Release processes and procedures; During the Operations and Support phase, several system releases can occur, especially when the development approach is Agile or incremental. Users can become accustomed to receiving releases containing new capabilities and defect fixes at certain intervals. A change in the number of releases executed by the sustainment organization could impact user satisfaction and the "health" of the system. 
Questions that need to be answered include: 
· What is a “reasonable" number of releases (release frequency)? 
· What will the users expect? 
· How do the various COTS product releases fit into a model that calls for (for example) one release per year? 
· What is the impact to security risks if upgrades are delayed? 
Release processes and procedures need complete investigation so plans can be made to sustain the system at the appropriate frequency to maintain effective operations and to manage associated risks. All stakeholders need to be involved w1ith updating and/ or finalizing the release processes and procedures that will become effective once sustainment starts. 
The r·e1ease process and procedure review should include a thorough rev1iew of the software release approach. There are two general approaches to releasing software. One method is a full release (i.e. completely replace the old version of the software) .and the other is an incremental release (install a "patch" to add functionality or fix defects). There are pros and cons to each approach that should be considered within the context of the system entering sustainment. The software release model that will be used during sustainment needs to be documented, coordinated, and concurred.

LP 62. Staffing; As the development phase ends and sustainment begins, staffing issues that must be addressed will surface. Issues include: 
· Who should perform the sustainment (SSA)
· Development staff retention to meet transition needs (Identifying skill sets, training and required personnel)
· Learning curve for sustainment personnel 
Some program office personnel believe that the software development or COTS integration organization is the only qualified sustainment organization. However, it could be done by a separate organization. Risks are associated with both approaches:
· Traditional sustainment organizations MAY not have the prerequisite skills or knowledge required to sustain the system. This can become even more complicated if the system contains integrated COTS software products and the sustainment organization is not experienced in COTS product sustainment.
· The developing or integrating organization will most likely employ different personnel to support the sustainment effort. The reason for this is that different personnel perform and are interested in doing development/integration work than those interested in performing sustainment work.
In either case, sustainment personnel need to be trained on the system, and know ledge transfer from the development organization to the sustainment organization is essential; this transfer of knowledge includes accurate and comprehensive documentation of the product that is being transferred. Availability of key development personnel to perform knowledge transfer raises another staffing issue. As the development t phase winds down, retaining the subject matter experts for the system becomes increasingly difficult.
Personnel leave the program to look for the next challenge or simply to stay employed. This attrition puts knowledge transfer at risk, especially if any type of "contractor partnering" is part of the planned transition to sustainment. Staffing retention plans need to be developed and implemented to ensure experienced developers are available to act as subject matter experts during the transition of the knowledge base and to build training plans for each sustainment role.
By keeping development staff on board, building training plans, and ensuring for accurate documentation the learning curve for sustainment personnel should be shortened. Planning, training, and documentation all help in shortening "ramp-up" time. If COTS software products are included in the system, extra training may also be required to reduce the sustainers' learning curve.

LP 63. Operations training; Today's computing environment of highly .integrated systems with heavy COTS product usage does not easily lend itself to effective separation of operational support and software sustainment. This can be a risk to the system in sustainment if the sustainment organization does not plan to provide operational support. 	Comment by image: Re-review this entire section
If the developing organization (SSA) does not support operations (they are not the SSA) ensure that training materials are developed and validated for the operators’ before transition to the SSA. Creating these training materials may require additional work and, consequently, additional funding may be needed to compensate the development organization or contractor. 
To ensure the system is fully covered in the training materials, establish a working relationship between the operational support organization (including the help desk) and the software sustainment organization.

MT 2. A staffing and training plan should be developed in conjunction with the STrP. This plan should be derived from the Manpower Estimate Report (MER) and Manpower and Training Plan (MPTP) efforts, and identifies the skillsets and personnel levels that may be required to successfully conduct sustainment. This plan facilitates the transition of knowledge and functional ability from the developing organization to the sustaining organization.

LP 64. System documentation; A key element of transitioning to sustainment is the turnover of system documentation. The documentation requirements are driven by the sustainment strategy (organic versus CLS, considering future OEM/Integrator participation in sustainment). PMO personnel must consider future potential sustainment strategy changes when considering the initial documentation requirements. Depending on the sustainment strategy, documentation requirements could include just high-level documentation, but may also require detailed system documentation from both functional and technical perspectives to support sustainment functions. 
The detailed documentation requirements should consider: 
· Dependencies and interactions of components 
· Corporate knowledge of COTS software tuning 
· Comprehensive architecture views, technical orders 
· Training information including help desk procedures 
The technical orders should address the types of data that the operational staff will need to perform their jobs based on the scope of sustainment responsibility.
There are several pitfalls to watch for with regard to system documentation: 
· When documentation js available only from the contractor and it is not a deliverable specified in the contract. 
· Documentation that is hardware-oriented and contains little information about the software. While having any documentation is a good start, it will need enhancements to be useful for software sustainment. 
· Having multiple versions of similar documentation is also a problem, especially if the different variations were created by different sources. This indicates poor document management and implies that it will be difficult to provide current, accurate documentation to the sustainment organization. 
· Incomplete documentation indicated by "TBD" (to be determined) or "TBS" (to be supplied) sections. Documentation that contains missing information should not be accepted as final. 

MT 3. Complete, current software documentation is paramount for the software sustainment organization. Without it, the sustainment organization has limited insight into how the software was designed and implemented. Incompleteness or omissions increase software maintenance costs because software engineers have to spend significant time reverse engineering the code to determine how it works. In addition, this process increases the risk of inadvertently introducing errors into the code. The program office should determine what constitutes complete documentation for their system. At a minimum, the documentation set should include the "why, how, what, and where" of the system. Documentation should allow the sustainment organization to understand: 
· Why the system was designed - plans on how the program office intended to handle COTS and configuration management issues are essential for sustainment and continued implementation. 
· How the system was developed - The development environment needs to be defined so the sustainment organization knows what tools were used to develop and support the system. 
· What the system consists of - Interface definitions need to be documented and database designs and their documentation are essential to understanding their purpose within the system. 
· Where functions were allocated to different subsystems - The overall architecture or blueprint for the system needs to be provided. 
Specific documentation that conveys this information includes:
· Software Requirements Specification – what the software must do.
· Software Design Document – how the software will do it
· Software Test Plan – How it will be shown that the software fulfills its requirements
· Software Test Description – The specific inputs, scenario, and acceptance criteria for each test.
· Software Test Report – The results obtained when the test procedures were conducted
· Software Product Specification – What was coded, tested, and delivered.
· Version Description Document – What is included in a particular version of the software that was delivered.
· System and Software architectures – Provide multiple views about how the system functions and interfaces with other systems
· COTS Management plan (may be included in the LCSP) – identifies COTS items and describes how they will be managed, including technology refresh cycles, obsolescence management, DMSMS and warranty implications.
· Configuration Management Plan – identifies the CIs, CSCIs, and discusses the change management process
· Interface Control Document (ICD) – includes Interface Control Drawings, Interface Requirements Specifications, and other documentation that depicts physical and functional interfaces of related or co-functioning systems or components. Its purpose is to establish and maintain compatibility between interfacing systems or components.

MT 4. In an ideal world, the documentation production task would be included in the original contract. The earlier potential documentation problems are discovered, the easier (and less-expensive) they will be to fix.
· First, the program office needs to determine the level of documentation available today.
· Then, the program office should decide the appropriate level of detail that should be included in the documentation.
· The program office then should develop a plan to create/augment the documentation to meet that required level of detail.
· If contractor partnering is part of the sustainment plan, then the documentation updates should be targeted for completion during the first six months of the "contractor partnering" period.

LP 65. Stable software baseline; Most sustainment organizations will not accept software into sustainment until the software is stable. For software, the definition of stable can be a subjective one from several different perspectives. One organization may be willing to accept software as stable if it only fails once a week, while others would deem this rate of failure too high and would not accept the software. In other situations, software may be considered stable if no Category 1 or 2 Software Trouble Reports (STRs) exist.  Defining the stability of a system depends somewhat on its intended use, its mission criticality, and the potential consequences if the system fails. For instance, a system such as navigation software or command and control software whose failure could result in loss of life should have more stringent requirements for maintaining stability than one that is business software supporting actions that could be postponed for hours or even days. The program office should define the criteria for accepting a system as stable in the Software Transition Plan (STrP) (another sustainment entrance criteria). These criteria should at the very least identify the types of STRs allowed to be active in a system that is entering sustainment.

MT 5. working proactively with the SSA prior to transition, the PMO and SSA should agree on the extent of stability prior to transition, and which measures will be used to establish stability. These factors should be articulated in the STrP, SLA/MOU/MOA. PMO personnel and SSA should also collaboratively develop the Software Installation Plan prior to MS C.  This plan covers the software installation procedures at each user site, including preparations, user training, and conversion from existing systems. The SIP should include a system overview, an installation overview and description, site-specific information for software operations staff, schedules, installation and data update procedures, along with site-specific information for software users. 
Both the development organization and the sustainment organization need to be involved in creating the STrP. If a contractor is involved in development, that organization also needs to participate in the development and subsequent negotiation of the STrP. In addition, the contract should include tasks that address the contractor's role in the sustainment planning and transition process. 
The program office should ensure that while the program is being developed, sustainment tasks are not forgotten or removed from the development contractor's tasking. While the development contractor may not necessarily become the sustainment organization, the development contractor is responsible for developing and maintaining documentation that the sustainment organization will need. 
It is the program office's responsibility to ensure that the contractor does not create documentation that is proprietary or undeliverable. Even though it was canceled in 1998, the MIL-STD-·498, Section 5.13, "Preparing for Software Transition," contains good background and reference material in this area.

LP 66. Authority to Operate (ATO) Before a system can be considered operational in the field, and thus meet the criteria to enter sustainment, an Authority to Operate (ATO) must be issued. To attain and maintain an ATO, the program office must ensure compliance with DODI 8510.01, Risk Management Framework. Functional responsibilities and authority between the program office and the SSA with regard to RMF and Cybersecurity compliance should be discussed in the STrP and SLA/MOA/MOU.

Assessment Strategy: Quiz
30.1.1.22 For various phases of the acquisition program lifecycle, identify distinguish sources of data and IP that are relevant and should be part of the DMS. (CP9)
LP 55. A program’s DMS is relevant throughout the lifecycle and must evolve as the program progresses.
Assessment Strategy: Case

	BLOOM: 1
LEVEL 1: BLOOM: 4
LEVEL: 2


	30.1.2.4 Identify common issues to be aware of during transition (CLL056)
LP 67. The development organization is usually responsible for all support as a system (or system upgrade) is initially deployed to users. As the deployment phase ends and support is transitioned into sustainment under an SSA, the sustainment organization must be prepared for lingering user issues associated with using the system. 
At first, the users may be reluctant to use System Upgrades for many reasons: 
· It represents change and most people do not like change. 
· Second, the users are accustomed to the legacy system and while it may have faults, they know about them and know what to expect. 
· There is a learning curve and growing pains associated with becoming familiar with new software and hardware. Users expect and most likely need a lot of hand-holding substantial support to work through issues. 
· Even after users learn System Upgrade, they are accustomed to having someone at their beck and call to help them resolve issues. 
When System upgrades are transitioned to the sustainment organization, the amount of user support is usually reduced to a minimum and before the user is fully accustomed to the change. The sustainment organization may assume that the users are trained and are capable of working autonomously, while the users expect that the sustainment organization will provide the same leve1 of support that the development organization did. In order to avoid transitioning issues, users need to be informed and trained about how their support will change in sustainment. Planning and forethought can eliminate negative user perceptions and possible system downtime. In addition, developing a method to measure user satisfaction can allow the sustainment organization to measure and correct issues. If the sustainment is done by a contractor, this measure should be part of the contract performance metrics and rewards.

Any additional issues related to IA or RMF??? 

Assessment Strategy: Quiz
30.1.1.24 Given a specific DOD IT acquisition scenario, propose key components of a Software License Management plan (Kobren)
LP 57.
Assessment Strategy: Case

	BLOOM: 2
LEVEL: 1
BLOOM: 5
LEVEL: 3
ISA320, lesson 10?

	TLO 30.1.3 Given an IT acquisition scenario during the Operations and Sustainment (O&S) Phase, manage the optimal life-cycle sustainment approach for system software sustainment.30.1.2.5 Identify common issues to be aware of during transition (CLL056)
LP 78 The development organization is usually responsible for all support as a system (or system upgrade) is initially deployed to users. As the deployment phase ends and support is transitioned into sustainment, the sustainment organization must be prepared for lingering user issues associated with using the system. 
At first, the users may be reluctant to use System Upgrades for many reasons: 
· It represents change and most people do not like change. 
· Second, the users are accustomed to the legacy system and while it may have faults, they know about them and know what to expect. 
· There is a learning curve and growing pains associated with becoming familiar with new software and hardware. Users expect and most likely need a lot of hand-holding substantial support to work through issues. 
· Even after users learn System Upgrade, they are accustomed to having someone at their beck and call to help them resolve issues. 
When System upgrades are transitioned to the sustainment organization, the amount of user "hand-holding" is usually reduced to a minimum and before the user is fully accustomed to the change. The sustainment organization may assume that the users are trained and are capable of working autonomously, while the users expect that the sustainment organization will provide the same leve1 of support that the development organization did. In order to avoid transitioning issues, users need to be informed and trained about how their support will change in sustainment. Planning and forethought can eliminate negative user perceptions and possible system downtime. In addition, developing a method to measure user satisfaction can allow the sustainment organization to measure and correct issues. If the sustainment is done by a contractor, this measure should be part of the contract performance metrics and rewards.

LP X Any issues related to IA or RMF???
BLOOM: 2
LEVEL: 1


	30.1.3.1 Define the Product Support Strategy for software reliant systems. (Bob)
LP 68. The Product Support Strategy is the business and technical approach to design, acquire, and field the product support package to execute the sustainment strategy. It begins as a broad concept and evolves into a detailed implementation plan documented in the LCSP. For software reliant systems, this strategy must include sustainment considerations inherent to software stewardship including data right, intellectual property, code management, software maintenance, license management, service desk interface and management, the identification and empowerment of an SSA to provide PDSS and several other related factors.

Assessment Strategy: QUIZ
30.1.2.6 Given a scenario and a list of overarching IT tasks, identify those that senior leadership must address before or during the transition planning period. (CP11)
LP 79. Assumptions, Dependencies, Constraints: Record the assumptions, dependencies, and constraints identified as part of the software development and predeployment planning for continuing validity. 

LP 80. Operational Readiness: Identify the physical locations of all components as well as the readiness of the product to be deployed.

LP 81. Data Creation/Conversion: Understand the activities for creation of any required supporting physical databases and population of those databases with initial data.

LP 82. Phased Rollout: Evaluate the steps for phased rollout using appropriate rollback and contingency planning steps based on a current risk analysis.

LP 83. Training and Documentation: Ensure that plans are established for preparing and conducting training for all stakeholders on the use of the product.

LP 84. Transition to Support: Identify the resources required to support the operational product once deployed and the interrelationships of those resources to the operational product.

LP 85. Notification of Deployment: Identify the stakeholders and other groups requiring notification of the successful release of a product as well as the method of notifying all stakeholders.

LP 86. Operations and Maintenance Planning: Evaluate whether the necessary steps are in place to transition to a new maintenance schema to support the new product.

LP 87. Release Planning: Designate a release manager to handle all aspects of evaluating the status of configuration items, and understand that maintaining the Configuration Management Database is key to successful deployments, especially large-scale ones.
Rationale: Learners need to know how to assess all of the components that should be considered when first planning to transition a capability under development to the user community. 
Assessment Strategy: Quiz

	BLOOM: 1
LEVEL 1 BLOOM: 3
LEVEL: 2



	30.1.3.2 Identify key terminology for software sustainment. (CLL056)	Comment by image: Might move this to the first section?

Add ‘release’, ‘patch’ and other related terms.
LP 69. Software sustainment is defined as “The processes, procedures, people, material, and information required to support, maintain, and operate the software aspects of a system” (Software Engineering Institute working definition). Software Sustainment addresses other issues not always an integral part of maintenance such as documentation, operations, deployment, security, configuration management, training (users and sustainment personnel), help desk, COTS product management, and technology refresh. Successful software sustainment consists of more than modifying and updating source code. It also depends on the experience of the sustainment organization, the skills of the sustainment team, the adaptability of the customer, and the operational domain of the team. Thus, software maintenance as well as operations should be considered part of software sustainment. The Software Engineering Institute has developed a report under DoD contract on “Sustaining Software Intensive Systems”, found at http://www.sei.cmu.edu/reports/06tn007.pdf. (IPSE Guidebook, 2011)

LP 70. Software maintenance is defined as “The process of modifying a software system or component after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment” (IEEE Standard Glossary of Software Engineering Terminology). Software maintenance consists of correcting faults, improving performance or other attributes, and adapting software to a changing organization and technical environment. To be complete, there is usually a fourth category of maintenance activities focused on anticipated problems, or preventive maintenance. (IPSE Guidebook, 2011)

LP 71. Corrective maintenance is defined as reactive modification (or repairs) of a software product performed after delivery to correct discovered problems. Included in this category is emergency maintenance, which is an unscheduled modification performed to temporarily keep a software product operational pending corrective maintenance.

LP 72. Adaptive maintenance is defined as modification of a software product performed after delivery to keep a software product usable in a changed or changing environment. For example, the operating system might be upgraded and some changes to the software may be necessary.

LP 73. Perfective maintenance is defined as modification of a software product after delivery to provide enhancements for users, improvement of program documentation, and recoding to improve software performance, maintainability, or other software attributes.

LP 74. Preventative maintenance is defined as modification of a software product after delivery to detect and correct latent faults in the software product before they become operational faults. Some organizations may consider preventative maintenance a subset of Perfective maintenance.

LP 75. Software Configuration Management (SCM) is defined as the task of tracking and controlling changes in the software. SCM is a formal engineering discipline that, as part of overall system configuration management, provides the methods and tools to identify and control the software throughout its development and use. From "IEEE Standard for Software Configuration Management Plans" (IEEE Std 828-2005)

LP 76. Software Operations and Sustainment (O&S) costs include software maintenance & modifications. This includes the labor, material, and overhead costs incurred after deployment in supporting the update, maintenance and modification, integration, and configuration management of software.

LP 77. Software Data Rights are defined as the standard license rights in computer software that a licensor grants to the Government are unlimited rights, Government purpose rights, or restricted rights. The standard license in computer software documentation conveys unlimited rights. Those rights are defined in the clause at FAR 252.227-7014, Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.  

LP 78. Software Documentation. The software development library should contain a controlled collection of software, documentation, other intermediate and final software products, and associated tools and procedures used to facilitate the orderly development and subsequent support of software.

LP 79. Software Support Environment. A host computer system and other related equipment and procedures located in a facility that provides a total support capability for the software of a target computer system (or a set of functionally and physically related target computer systems). The environment enables the performance of a full range of services including: performance evaluation, system and software generation, development and testing of changes, simulation, emulation, training, software integration, configuration management, and operational distribution for the software.

LP 80. Software Testing (Validation and Verification). Planning for verification and validation of software begins at onset of development. During verification, the work product (the ready part of the software being developed and accompanying documentation) is reviewed, examined personally by one or more persons in order to discover the defects. Verification and validation processes go hand in hand, but the validation process starts after the verification process ends (after coding of the product ends). During the validation process, test plans, test suites, and test cases are developed, which are used during the various phases of validation.

LP 81. Software Support Activity (SSA) A Software Support Activity assumes the role of providing post deployment life cycle support for modifications or upgrades made to a system's software following the system's initial fielding. System modifications and upgrades include multi-system changes, block changes, preplanned product improvements, repair of deficiencies reported by the user, and other types of system change packages. 

	LP 82. Post Deployment Software Support (PDSS) include those software support activities that occur after the deployment of the system. “The management of the software development process and the implementation of a process that ensures software supportability are among two of the most difficult challenges facing the Program Manager in management of software-intensive systems. The Program Manager should effectively address the issues of software supportability, the software test environment, and other equipment, material, and documentation, including data rights that are required to provide PDSS for those end users identified in the SDP or in other documents similar to the Computer Resources Life Cycle Management Plan. Successful PDSS planning should assist the Program Manager in controlling software life-cycle costs.” (DAG 4.1.3.1 (check this))



LP 83. Software reuse is when a segment of source code is able to be used again to add new functionalities with slight or no modification. Reuse reduces implementation time. 
A reusable component may be code, but the bigger benefits of reuse come from a broader and higher-level view of what can be reused. Software specifications, designs, tests cases, data, prototypes, plans, documentation, frameworks, and templates are all candidates for reuse.

LP 84. Refactoring is defined as is the process of restructuring existing computer code – changing the factoring – without changing its external behavior. Refactoring improves nonfunctional attributes of the software. Advantages include improved code readability and reduced complexity; these can improve source code maintainability and create a more expressive internal architecture or object model to improve extensibility. If done extremely well, code refactoring may also resolve hidden, dormant, or undiscovered computer bugs or vulnerabilities in the system by simplifying the underlying logic and eliminating unnecessary levels of complexity. If done poorly it may fail the requirement that external functionality not be changed, and/or introduce new bugs.

LP 85. Reengineering is defined as the process of examining and altering software to implement a desired modification. Reengineering consists of 2 steps. First, reverse engineering is applied to to understand the current software system and represent it in a new form. Second, forward engineering is applied, implementing and integrating the new desired functionality, giving rise to a new software system (Grubb & Takang, 2003). 	Comment by image: Is there a better IEEE definition?

LP 86. Capability Maturity Model Integrated (CMMI) is defined as management model that emphasizes continuous improvement rather than meeting a standard. There are two types of representations in CMMI® models: staged and continuous.

Assessment Strategy: QUIZ
30.1.2.7 Given a deployment or transition plan, identify at least two criteria that a successful transition must address. (CP11)
LP 88. Identify the critical criteria for a transition or deployment plan.

LP 89. Survey the user community as early as possible to obtain their insight into what they believe are the greatest impediments in effectively and efficiently deploying and transitioning the new system.
Assessment Strategy: Quiz

	BLOOM: 1
LEVEL 1: BLOOM: 3
LEVEL: 2


	30.1.3.3 Identify software sustainment planning considerations. (Bob; CLL056)
LP 87. Previously, there were several planning considerations for software sustainment that were contained in the Computer Resources Life Cycle Management Plan (CRLCMP). The CRLCMP is no longer required in the DoD (although some services may still require its use). At a minimum, these factors should be addressed in sustainment planning and described in the Computer Resources Support (CRS) section in the Lifecycle Sustainment Plan (LCSP). These factors include:
· Mission critical computer hardware/ software operation and support 
· Management reports development and maintenance 
· Disaster recovery planning and execution 
· Computer resource working group standup and management 
· Computer programs and software baselines management 
· Computer programs and software :modifications management 
· Software licenses management 
· Software and hardware obsolescence management 
· Defense information Switch Network (DIS'N) or other network connectivity requirements determination and management 
· Specifications determination 
· Flow/logic diagrams determination 
· Computer Software Configuration Item (CSCI) definitions determination 
· CSCI test descriptions 
· CSCI operating environments 
· CSCI user/maintainer manuals 
· CSCI computer code 
· Automated Identification Technology :management 
· Electronic Data Interchange (EDI) management 
· Service Level Agreements ( SLAs) management 

LP 88. Additional planning considerations include:
· Logistics Assessments; Computer Resources and Software Support, maintenance planning and management, design interface, sustainment engineering, manpower personnel and training, and overarching Product Support Management concerns should be considered early in the program for specific logistics assessment criteria relative to computer and software support.
· Organic and commercial support considerations; your program must consider potential organic and commercial sources for sustainment support. Programs may decide to use organic support in the form of a Software Support Activity (SSA) for some or all of its software support. It .is critical to identify the activities they will be performing and codify that in a Service Level Agreement (SLA), Memorandum of Understanding (MOU) or Memorandum of Agreement (MOA). Once those functions are identified, the PMO must obtain the data rights necessary to perform this support. It is equally important to establish teaming and partnering relationships with the SSAs early in the program to include participation in software testing (verification and validation). If the PMO elects (or is forced due to commercial/COTS use) supportability planning then must include potential licensing and warranty considerations (best accomplished through a BCA). Regardless of the method, sustainment planning must include Help Desk procedures and information flow (failure trend analysis), Change Control Board considerations and stakeholder participation.  Performance measures should be considered early and established during transition for public and private partners.
· Software Sustainment and Product Improvement Planning; consider developing a Software Sustainment and Product Improvement checklist*. This example checklist (taken from the Air Force’s Guidelines for Successful Acquisition and Management (GSAM) of Software Intensive Systems) is provided to assist you in understanding the sustainment of your project that should be examined during the acquisition phase and throughout the life cycle.
MT 6. The DoD spent $31Billion on IT products and services (including licenses) in 2014. In 2014, the DoD procured licenses for over 900 software applications (Adobe, Microsoft, Oracle, IBM, etc). Developing a proactive license identification and management strategy early in the system development process can yield tremendous cost avoidance downstream. An effective license management strategy will ensure that programs avoid purchasing too many licenses that result in unused software and/or too few licenses that result in noncompliance with license terms, which can lead to additional fees (GAO 14-625). In April 2011, two businesses were fined nearly $500k for using unlicensed versions of Microsoft, Symantec, Corel and Autodesk software (Foster, http://www.allbusiness.com/software-licensing-what-you-dont-know-can-hurt-you-15636003-1.html).
*source: Lapham, M..A, Sustaining Software-Intensive Systems. . Technical Note: CMU/ SEI-2006-TN-007, May 2006 (page 26)

Assessment Strategy: QUIZ
30.1.2.8 Given an incomplete transition plan and a list of potential transition plan components, apply the correct components to the proper position in the transition plan. (CP11)
LP 90. Assumptions, Dependencies, Constraints: Evaluate the assumptions, dependencies, and constraints identified as part of the software development and predeployment planning for continuing validity.

LP 91. Operational Readiness: Identify the physical locations of all components as well as the readiness of the product to be deployed.

LP 92. Data Creation/Conversion: Understand the activities for creation of the physical database and population of that database with initial data.

LP 93. Phased Rollout: Evaluate the steps for phased rollout using appropriate rollback and contingency planning steps based on a current risk analysis.

LP 94. Training and Documentation: Ensure that plans are established for preparing and conducting training for all stakeholders on the use of the product. 

LP 95. Transition to Support: Identify the resources required to support the operational product once deployed and the interrelationships of those resources to the operational product.

LP 96. Notification of Deployment: Identify the stakeholders and other groups requiring notification of the successful release of a product as well as the method of notifying all stakeholders.

LP 97. Operations and Maintenance Planning: Evaluate whether the necessary steps are in place to transition to a new maintenance schema to support the new product.

LP 98. Release Planning: Designate a release manager to handle all aspects of evaluating the status of configuration items, and understand that maintaining the Configuration Management Database is key to successful deployments, especially large-scale ones.
Rationale: Learners need to know how to assess all of the components that should be considered when creating a transition or deployment plan. 
Assessment Strategy: Case

	BLOOM: 1
LEVEL 1: 

	30.1.3.4 Identify common challenges with performing software sustainment. (Bob)
LP 89. Software maintenance is different from hardware maintenance in that to support it, a "re-development" environment must be created. The software support environment, in essence, is the same as the development environment.

LP 90. Various software maintenance support tasks include;
· Defining and understanding change requirements (15%)
· Reviewing documentation (5%, assuming the previous documentation is up to date)
· Tracing logic (25%) (Tracing the logic and reviewing documentation are considered ‘understanding the product’.  If documentation is not up to date or complexity is high, this can be 50% or more of the total effort)
· Implementing the change (20%)
· Testing and debugging (30%)
· Updating the documentation (5%)

MT 7. Tracing the logic and reviewing documentation are considered ‘understanding the product’.  If documentation is not up to date or complexity is high, this can be 50% or more of the total sustainment effort)
Source: Grubb & Takang, 2003

Assessment Strategy: QUIZ
30.1.2.9 Given a brief report on the successful outcome(s) of an IT acquisition Milestone C review, explain and document how all components will be fielded to the unit, option(s) for equipment flow, and fielding location(s). (CP11)
LP 99. Plan and coordinate release communication, preparation and training.

LP 100. Validate compliance of release package for implementation.

LP 101. Arrange the deployment and transition efforts to make certain the effort is appropriately scaled and commensurate with the organizations’ resources, skills, and current workload.
Assessment Strategy: Case

	BLOOM: 1
LEVEL 1 BLOOM: 5
LEVEL: 3


	30.1.3.5 Given an IT acquisition scenario, apply the 1 percent rule for software sustainment. (Bob)
MT 8. Software code grows approximately 1 percent per month due to 1) correcting defects, 2) adding new capabilities, 3) enhancing current capabilities, and 4) refactoring (optimizing) the code to increase performance (Capers Jones Research).

MT 9. Based on the 1 percent rule of thumb, it is important to understand the types of defects discovered, prioritize those defects and fix the priority 1, 2 and 3 defects ASAP.  Costs and schedule to fix high priority defects gets higher the longer you wait to fix them.

Assessment Strategy: CASE
30.1.2.10 Given a supportability strategy and fielding/deployment plan, evaluate that the scope of the deployment and transition planning efforts includes all aspects of the deployment, transition to full operational use, and phase out of any affected legacy systems. (CP11)
LP 102. Describe and recommend any organizational infrastructure improvements that can accelerate the deployment and transition effort or may be may be needed to overcome impediments in the current working.

LP 103. Appraise the priorities for migrating users of the existing systems.

LP 104. Identify and assess high-risk deployment and transition issues first since their solution may have the greatest impact on the development effort environment. 
Assessment Strategy: Case

	BLOOM: 3
LEVEL 2: 

ISA201 BLOOM: 6
LEVEL: 3
ISA320, lesson 10?

	30.1.3.6 Differentiate between software maintenance and software sustainment. (CLL056)
LP 91. Software maintenance is defined as the process of modifying a software system or component after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment. (IEEE Standard Glossary).  Software maintenance typically falls into four categories; corrective, adaptive, perfective, and preventative.

LP 92. Software sustainment includes the processes, procedures, people, material and information required to support, maintain and operate the software capabilities of a system.  Software sustainment is one part of software maintenance. Software sustainment includes software maintenance as well as other key sustainment areas such as documentation, operations, deployment, security, configuration management, training (users and sustainment personnel), help desk, COTS product management, and technology refresh. 
Assessment Strategy: QUIZ

	BLOOM: 1
LEVEL 1

	30.1.3.7 Differentiate between software and hardware maintenance. (CLL056)
LP 93. Hardware is directly impacted by the laws of physics.

LP 94. Software is not directly impacted by the laws of physics.

MT 10. While software does not wear out in the traditional sense, it does ‘deteriorate’ over time.  Like hardware, new software typically has a fairly high failure rate until the bugs are worked out (robust testing and code scanning can dramatically reduce this). Once the initial bugs are resolved, failure rates are dramatically reduced. Theoretically, software failures would stay at that low level, identified by the 'infant mortality' failure curve. However, once in O&S (during PDSS) it undergoes recursive patching to resolve latent defects, increase security, or insert additional user requirements – essentially the forms of maintenance identified earlier.  These changes effectively ‘reintroduce’ infant mortality as the code is continually modified. What’s more, these changes also increase the complexity of the software, increasing maintenance even more.  The effect is that over time software applications tend to follow the ‘bathtub’ curve for failures as iterative patches are introduced and complexity increases. In essence, hardware deteriorates for lack of maintenance, but software deteriorates because of maintenance (Andrews, n.d.).
Source: Richard Andrews, n.d. “Computer Resources Support; Designing Supportable Software” article.

Assessment Strategy: QUIZ
30.1.3.1 Define the Product Support Strategy for software reliant systems. (Bob)
LP 105 The Product Support Strategy is the business and technical approach to design, acquire, and field the product support package to execute the sustainment strategy. It begins as a broad concept and evolves into a detailed implementation plan documented in the LCSP.
Assessment Strategy: QUIZ

	BLOOM: 1
LEVEL 1: BLOOM: 1
LEVEL 1: ISA101, CLL056

	[bookmark: _GoBack]30.1.3.8 Identify challenges with sustaining COTS intensive systems (Legacy CLL056)	Comment by image: Related to the sw sustainment question above, but in this case can also consider HW implications and warranty management/BCA.	Comment by Robert Skertic: Please don't use intensive as OSD has that word reserved for Cost purposes; I don't want to confuse folks; you can say COTS reliant...
LP 95. Issues related to COTS intensive systems that present significant risk during sustainment include: 
· Choosing a sustainment organization (SSA); A sustainment organization requires a different skill set in maintaining an integrated COTS solution developed for the warfighter. How well the sustainment organization has prepared (equipped and organized) itself for handling COTS specific maintenance issues has a direct bearing on the success of the sustainment effort. While DoD directives indicate an increase in and preference for using COTS software products, the sustainment support organizations for these types of systems may not be equipped to provide the level of support required for COTS-intensive systems. Support planning may entail specific agreements with the OEM/vendor to provide services. These requirements may be inherent to the license and should be considered with each vendor. Considerations include how they handle software assurance/security, application update process and frequency, Help Desk support considerations (availability, accessibility, response metrics, etc), availability of documentation and training. Sustainment support organizations may exhibit the following deficiencies, which need to be considered and addressed in the appropriate agreements (contractual, or SLA/MOU/MOA depending on the nature of the support organization): 
· Assume that annual code refresh cycles are adequate. 
· Method of configuration management is primarily hardware-focused. 
· Minimal, if any, vendor management plans to ensure key functionality remains available in COTS products being used. 
· Rarely use any formal evaluation criteria to determine or confirm when a system is ready to enter sustainment. 
· System Obsolescence and Technology Refresh planning; COTS-based systems are composed of one or more COTS products. As shown in the figure below (reference figure on slide 6-13 of CLL056), each COTS software product lifecycle includes updates, refreshes, and eventual obsolescence. This life cycle is not based on the users' requests or budgetary cycles, but rather on marketplace demands and COTS software vendors' business plans. In fact, most COTS software products undergo a major change with a substantially new version being released at least every two years. In addition, the technology on which COTS software relies is constantly advancing, which requires the program office to maintain an orderly hardware and software refresh plan. Without careful planning and thought in designing a COTS-intensive system, the redesign, development, and retesting efforts due to the differences in configuration and tailoring of the replacement COTS products versus the original COTS products can be substantial. It is essential for organizations to create and maintain a thorough COTS management plan that addresses these issues and provides clear plans to incorporate updates and new releases of COTS software products. This plan should be documented in the Systems Engineering Plan (related to the design and integration effort) the Life Cycle Sustainment Plan (related to the sustainment effort), and the Configuration Management. The evolution of the system must account for how all the COTS software components work together and how changes to one component can affect the others. Adequate development tools, training and skills, and parallel testing and production environments are needed to integrate and test updates and new releases.
Source: Lapham, M.A, Sustaining Software-Intensive Systems. Technical Note: CMU/ SEI-2006-T'N-007, May 2006 (page 20-21)
· Technology Refresh; There are several factors that drive the need to conduct technology refresh. Juxtaposed considerations include the rapid pace of technology advancement which drives early product obsolescence as well as the almost continuous need for systems to be upgraded to handle the volume of data and the increased interfaces between systems being integrated in the battlefield. The performance capabilities of many legacy systems are just not up to today’s bandwidth, graphics imaging, diverse integration, advanced sensor capabilities and automated system demands of the modern battlefield.
· Source Code Escrow; Many organizations buy COTS-based systems or have COTS-based systems integrated and delivered by a third-party organization. In these instances, the source code may be owned by the COTS software vendor or perhaps the third-party integrator. Problems can arise if the COTS vendor goes out of business or no longer exists due to a business merger or acquisition. If the customer, which may be the program office or the sustainment organization, does not have rights to the source c ode, sustainment of the system is impossible. In addition, access to the source code alone is not sufficient; access rights need to include detailed information regarding the software development environment in which the components were developed. One way to counteract this issue is to ensure that there are escrow clauses in any contracts with COTS software vendors or system integrators. Escrow clauses require the vendor to place a copy of the code in escrow for release to the customer under certain circumstances that are defined in the contract, for example, if the vendor goes out of business.  
· Vendor License Management License management can pose several issues to the sustainment organization, depending on how the licensing is handled. In large organizations, a centralized approach to license management may make the most sense for economies of scale and overall holistic system view. However, not all organizations are equipped to use a centralized approach and may assume that each individual system user is responsible for managing his or her license(s). The plan for license management should be considered early and supported by a business case analysis (if appropriate) to identify cost efficiencies for enterprise versus per-seat licensing. Once this strategy is identified, the license management approach must be considered in program lifecycle cost estimates early in the program. During system development, product licenses are sometimes managed by the system integrator. The transition of license management tasks to the sustainment organization needs to be jointly planned by the program office and sustainment organization and articulated in the appropriate contracts or SLA/MOA/MOU. The associated cost for maintaining the licenses needs to be specified in fiscal plans for the organizational unit designated with ownership of the licenses.
· COTS-aggregate System Architectures; Software architecture is "the structure or structures of the system, which comprise software elements, the externally visible properties of those element s and the relationships among them" (Bass, Clements & Kazman, 2003). Software architectures define the context in which software elements will be designed and acquired. During system development, third-party integrators or development organizations may sometimes capitalize on informal relationships with COTS software vendors to acquire system specific capabilities. The resulting capabilities may not be in the official version of the product and there is no guarantee that these "extra" features will be maintained as the product evolves, nor covered by the existing manuals and training normally inherent to COTS procurements. Some COTS software vendors charge ongoing license fees to support the special version of the product or the custom features that are not part of the product baseline. This can become costly and may undermine many of the long-term benefits of using COTS software products. Over time, the customized version can significantly diverge from the supported product and from the original architecture of the system. The complexity of supporting each COTS product on a different timetable further complicates sustainment. Another architecture-related issue to consider during sustainment planning is the interchangeability of different COTS software products. The system architecture should be designed such that the system as a whole is insulated from COTS product interfaces. If this is done, when the COTS product changes, there should not be a ripple effect of changes to the interfaces. In addition, consideration needs to be given to COTS products that perform the same or similar functions so that options are identified. For example, sometime during a systems' life cycle, a COTS product may need to be replaced for fiscal or functional reasons. Programs should ensure that alternative products are available to provide the required functionality within the architectural constraints. If the system depends on one specific COTS product that has no acceptable alternatives, performing future upgrades and sustainment could be increasingly difficult or even impossible. Finally, in order to track and influence which capabilities are included in COTS software products, the sustainment organization, like the program office before them, must be prepared to participate in the COTS software vendors' user groups. If the sustainment organization or the program office doesn't have sufficient clout to force a vendor to change a product (which is increasingly likely with COTS usage), a larger coalition among the services could be formed to convince the vendor to implement a certain change if others in the user group are also interested in the capability. User group participation also gives the program office or sustainment organization an opportunity to become familiar with the vendor's product roadmap, so that it has early warning about intended future product changes that could impact the system.
Bass, L., Clements, P., & Kazman, R. {2003) . Software architecture in practice. ( 2 ed. ) . Addison-Wesley Professional.

MT 11. COTS software (and hardware) should not be modified unless absolutely necessary; the resulting unique configuration is no longer COTS and introduces a number of additional sustainment concerns related to supportability, configuration management, etc.

Assessment Strategy: Quiz
30.1.3.2 Identify key terminology for software sustainment. (CLL056)	Comment by image: Might move this to the first section?

Add ‘release’, ‘patch’ and other related terms.
LP 106 Software sustainment is defined as “The processes, procedures, people, material, and information required to support, maintain, and operate the software aspects of a system” (Software Engineering Institute working definition). Software Sustainment addresses other issues not always an integral part of maintenance such as documentation, operations, deployment, security, configuration management, training (users and sustainment personnel), help desk, COTS product management, and technology refresh. Successful software sustainment consists of more than modifying and updating source code. It also depends on the experience of the sustainment organization, the skills of the sustainment team, the adaptability of the customer, and the operational domain of the team. Thus, software maintenance as well as operations should be considered part of software sustainment. The Software Engineering Institute has developed a report under DoD contract on “Sustaining Software Intensive Systems”, found at http://www.sei.cmu.edu/reports/06tn007.pdf. (IPSE Guidebook, 2011)

LP 107 Software maintenance is defined as “The process of modifying a software system or component after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment” (IEEE Standard Glossary of Software Engineering Terminology). Software maintenance consists of correcting faults, improving performance or other attributes, and adapting software to a changing organization and technical environment. To be complete, there is usually a fourth category of maintenance activities focused on anticipated problems, or preventive maintenance. (IPSE Guidebook, 2011)

LP 108 Corrective maintenance is defined as reactive modification (or repairs) of a software product performed after delivery to correct discovered problems. Included in this category is emergency maintenance, which is an unscheduled modification performed to temporarily keep a software product operational pending corrective maintenance.

LP 109 Adaptive maintenance is defined as modification of a software product performed after delivery to keep a software product usable in a changed or changing environment. For example, the operating system might be upgraded and some changes to the software may be necessary.

LP 110 Perfective maintenance is defined as modification of a software product after delivery to provide enhancements for users, improvement of program documentation, and recoding to improve software performance, maintainability, or other software attributes.

LP 111 Preventative maintenance is defined as modification of a software product after delivery to detect and correct latent faults in the software product before they become operational faults. Some organizations may consider preventative maintenance a subset of Perfective maintenance.

LP 112 Software Configuration Management (SCM) is defined as the task of tracking and controlling changes in the software. SCM is a formal engineering discipline that, as part of overall system configuration management, provides the methods and tools to identify and control the software throughout its development and use. From "IEEE Standard for Software Configuration Management Plans" (IEEE Std 828-2005)

LP 113 Software Operations and Sustainment (O&S) costs include software maintenance & modifications. This includes the labor, material, and overhead costs incurred after deployment in supporting the update, maintenance and modification, integration, and configuration management of software.

LP 114 Software Data Rights are defined as the standard license rights in computer software that a licensor grants to the Government are unlimited rights, Government purpose rights, or restricted rights. The standard license in computer software documentation conveys unlimited rights. Those rights are defined in the clause at FAR 252.227-7014, Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.  

LP 115 Software Documentation. The software development library should contain a controlled collection of software, documentation, other intermediate and final software products, and associated tools and procedures used to facilitate the orderly development and subsequent support of software.

LP 116 Software Support Environment. A host computer system and other related equipment and procedures located in a facility that provides a total support capability for the software of a target computer system (or a set of functionally and physically related target computer systems). The environment enables the performance of a full range of services including: performance evaluation, system and software generation, development and testing of changes, simulation, emulation, training, software integration, configuration management, and operational distribution for the software.

LP 117 Software Testing (Validation and Verification). Planning for verification and validation of software begins at onset of development. During verification, the work product (the ready part of the software being developed and accompanying documentation) is reviewed, examined personally by one or more persons in order to discover the defects. Verification and validation processes go hand in hand, but the validation process starts after the verification process ends (after coding of the product ends). During the validation process, test plans, test suites, and test cases are developed, which are used during the various phases of validation.

LP 118 Software Support Activity (SSA) A Software Support Activity assumes the role of providing post deployment life cycle support for modifications or upgrades made to a system's software following the system's initial fielding. System modifications and upgrades include multi-system changes, block changes, preplanned product improvements, repair of deficiencies reported by the user, and other types of system change packages. 

	LP 119 Post Deployment Software Support (PDSS) include those software support activities that occur after the deployment of the system. “The management of the software development process and the implementation of a process that ensures software supportability are among two of the most difficult challenges facing the Program Manager in management of software-intensive systems. The Program Manager should effectively address the issues of software supportability, the software test environment, and other equipment, material, and documentation, including data rights that are required to provide PDSS for those end users identified in the SDP or in other documents similar to the Computer Resources Life Cycle Management Plan. Successful PDSS planning should assist the Program Manager in controlling software life-cycle costs.” (DAG 4.1.3.1 (check this))



LP 120 Software reuse is when a segment of source code is able to be used again to add new functionalities with slight or no modification. Reuse reduces implementation time. 
A reusable component may be code, but the bigger benefits of reuse come from a broader and higher-level view of what can be reused. Software specifications, designs, tests cases, data, prototypes, plans, documentation, frameworks, and templates are all candidates for reuse.

LP 121 Refactoring is defined as is the process of restructuring existing computer code – changing the factoring – without changing its external behavior. Refactoring improves nonfunctional attributes of the software. Advantages include improved code readability and reduced complexity; these can improve source code maintainability and create a more expressive internal architecture or object model to improve extensibility. If done extremely well, code refactoring may also resolve hidden, dormant, or undiscovered computer bugs or vulnerabilities in the system by simplifying the underlying logic and eliminating unnecessary levels of complexity. If done poorly it may fail the requirement that external functionality not be changed, and/or introduce new bugs.

LP 122 Reengineering is defined as 

LP 123 Capability Maturity Model Integrated (CMMI) is defined as management model that emphasizes continuous improvement rather than meeting a standard. There are two types of representations in CMMI® models: staged and continuous.

Assessment Strategy: QUIZ

	BLOOM: 2
LEVEL 1:
BLOOM: 1
LEVEL 1: ISA101, CLL056

	30.1.3.9 Describe effective user support requirements (Legacy CLL056)
LP 96. Help Desk; Initial deployment of a system is usually accomplished by the development organization. As part of this initial deployment, this organization may resolve user issues, questions, and problems in the form of a help desk. To enable this activity, the program office must establish and implement performance measures to determine the health of (1) the system, and (2) the supportability infrastructure.
Users of the system become accustomed to the level of support that is provided. During the transition to sustainment the users' help desk support may be transitioned to a different organization. Performance measures that have been established should transition as well and could be updated/modified as required.
The level of support the users receive from the help desk must be maintained or improved (through iterative monitoring, analysis and controlling) during the transition to and throughout sustainment.
Several issues may arise during the transition time frame : 
· The amount of "hand-holding" expected by the users 
· The mechanics of contacting the help desk 
· Overall user satisfaction 

MT 12. In order to ensure performance is not degraded and affordability goals are maintained, PMOs are encouraged to establish an iterative process to review help desk metrics.  Establishing and monitoring post deployment performance metrics are a foundational component of life cycle management.  Program office personnel must conduct root cause analysis to determine if there are any emerging SW or HW deficiencies, as well as any issues with training or operator/maintainer manuals and processes.

MT 13. If the government establishes a help desk to support their hardware and software products there are several resources available to assist them with performance monitoring. Several potential Key Performance Indicators (KPIs) for help desk success include;
· Cost per contact
· Customer Satisfaction
· Representative Utilization Rate
· First Contact Resolution Rate
· First Level Resolution Rate
· Representative Satisfaction Rate
· Aggregate Service Desk Performance
· New tickets opened
· Existing tickets resolved
· Reply and Wait Times
· Backlog
· Ticket distribution (among tiers)
· Etc.
It is incumbent on the program office to determine which behaviors they believe are valuable to their success, and identify methods to collect and analyze the data. A BCA is a good avenue to initiate this analysis.

LP 97. User documentation; Documentation for users is just as important to a successful transition to sustainment as the system documentation is to the sustainment organization. 
User documentation usually takes the form of Technical Orders (TOs). TOs should be created and placed under configuration management before the transition to sustainment. 
TOs are usually a deliverable to the sustainment organization, but in some instances a separate organization maintains them. In the case of multi-service-oriented systems, different organizations may maintain different sets of TOs. 
In any case, the configuration management of the user documentation must ensure that it is accurate across all versions, no matter who is maintaining the documents.

MT 14. Inadequate documentation may result in increased sustainment costs and reduced availability, materialized through increased PQDRs and increased help desk burden.

LP 98. User training; The development of user training materials is another area that is sometimes neglected during system development. Many program offices fall into the trap that training is something that can be deferred until later. This deferral can lead to the creation of inadequate training materials and a lack of coordinated training as the system enters sustainment. This deficiency may ultimately manifest in degraded system performance (and availability) as systems begin to fail to meet user’s expectations and report system performance ‘shortfalls’ through the help desk or through Product Quality Deficiency Reports (PQDRs).
Other symptoms of inadequate user training include no formal training for operators, no "train the trainer" program, and for multi-service systems, each service being responsible for its own training. In many cases, if the system is not officially operational, training for it will not be in the official government training pipeline. As a result, the help desk is burdened with the task of attempting to compensate for the missing training. An indicator of this occurring results from the analysis of help desk ticket for trends that can be allocated to inadequate training.
The program office should determine and plan who will provide user training for all system roles. The plan needs to include the impact of sustainment changes on user training and support. In addition, the government trainers need to know that the system is operational or will soon be so that the system can be added to the government school house pipeline to be included in the normal training curriculum and the development/ maintenance of that curriculum. The training groups within different military organizations are responsible for creating and maintaining training for operational systems. The training group 1is another stakeholder that needs to be informed of the system status so they can perform their training mission.

MT 15. Inadequate training may result in increased sustainment costs and reduced availability, materialized through increased PQDRs and increased help desk burden.

MT 16. Similar to documentation, training is 'living' and must be considered for updates anytime the software is updated -- particularly if the software updates in any way change functionality, alter the GUI or affect maintenance procedures. Iteratively assessing the trends from the help desk reports may also indicate if a training shortfall exists.

MT 17. Development of the training approach should be conducted in consultation with appropriate training organizations for each service, and will include appropriate operator and maintainer training. This could also be informed by the results of appropriate supportability analyses (FMECA/FTA/RCM/LORA/MTA) throughout system development. Using the information gained through the supportability analyses, a comprehensive Job Task Analysis can identify discrete tasks and skill sets required for operator and maintainer requirements. This should be summarized in the Manpower and Training Plan prior to MS C. 

Assessment Strategy: Quiz
30.1.3.3 Identify software sustainment planning considerations. (Bob; CLL056)
LP 124. Previously, there were several planning considerations for software sustainment that were contained in the Computer Resources Life Cycle Management Plan (CRLCMP). The CRLCMP is no longer required in the DoD (although some services may still require its use). At a minimum, these factors should be addressed in sustainment planning and described in the Computer Resources Support (CRS) section in the Lifecycle Sustainment Plan (LCSP). These factors include:
· Mission critical computer hardware/ software operation and support 
· Management reports development and maintenance 
· Disaster recovery planning and execution 
· Computer resource working group standup and management 
· Computer programs and software baselines management 
· Computer programs and software :modifications management 
· Software licenses management 
· Software and hardware obsolescence management 
· Defense information Switch Network (DIS'N) or other network connectivity requirements determination and management 
· Specifications determination 
· Flow/logic diagrams determination 
· Computer Software Configuration Item (CSCI) definitions determination 
· CSCI test descriptions 
· CSCI operating environments 
· CSCI user/maintainer manuals 
· CSCI computer code 
· Automated Identification Technology :management 
· Electronic Data Interchange (EDI) management 
· Service Level Agreements ( SLAs) management 

LP 125 Additional planning considerations include:
· Logistics Assessments; Computer Resources and Software Support, maintenance planning and management, design interface, sustainment engineering, manpower personnel and training, and overarching Product Support Management concerns should be considered early in the program for specific logistics assessment criteria relative to computer and software support.
· Organic and commercial support considerations; your program must consider potential organic and commercial sources for sustainment support. Programs may decide to use organic support in the form of a Software Support Activity (SSA) for some or all of its software support. It .is critical to identify the activities they will be performing and codify that in a Service Level Agreement (SLA), Memorandum of Understanding (MOU) or Memorandum of Agreement (MOA). Once those functions are identified, the PMO must obtain the data rights necessary to perform this support. It is equally important to establish teaming and partnering relationships with the SSAs early in the program to include participation in software testing (verification and validation). If the PMO elects (or is forced due to commercial/COTS use) supportability planning then must include potential licensing and warranty considerations (best accomplished through a BCA). Regardless of the method, sustainment planning must include Help Desk procedures and information flow (failure trend analysis), Change Control Board considerations and stakeholder participation.  Performance measures should be considered early and established during transition for public and private partners.
· Software Sustainment and Product Improvement Planning; consider developing a Software Sustainment and Product Improvement checklist*. This example checklist (taken from the Air Force’s Guidelines for Successful Acquisition and Management (GSAM) of Software Intensive Systems) is provided to assist you in understanding the sustainment of your project that should be examined during the acquisition phase and throughout the life cycle.
MT 6. The DoD spent $31Billion on IT products and services (including licenses) in 2014. In 2014, the DoD procured licenses for over 900 software applications (Adobe, Microsoft, Oracle, IBM, etc). Developing a proactive license identification and management strategy early in the system development process can yield tremendous cost avoidance downstream. An effective license management strategy will ensure that programs avoid purchasing too many licenses that result in unused software and/or too few licenses that result in noncompliance with license terms, which can lead to additional fees (GAO 14-625). In April 2011, two businesses were fined nearly $500k for using unlicensed versions of Microsoft, Symantec, Corel and Autodesk software (Foster, http://www.allbusiness.com/software-licensing-what-you-dont-know-can-hurt-you-15636003-1.html).
*source: Lapham, M..A, Sustaining Software-Intensive Systems. . Technical Note: CMU/ SEI-2006-TN-007, May 2006 (page 26)
Assessment Strategy: QUIZ

	BLOOM: 2
LEVEL 1:
BLOOM: 1
LEVEL 1: ISA101, CLL056

	30.1.3.10 Describe the Rationale for Software Sustainment (Legacy CLL056)
LP 99. As today's systems become increasingly reliant on software, the issues surrounding sustainment become increasingly complex. The risks of ignoring sustainment issues can potentially undermine the stability, enhancement, and longevity of systems in the field. The growth rate over time started out as relatively linear until the 1980s, but has since changed to an exponential growth rate, with a much faster increase of the number of lines of code over time. 

LP 100. The growth rate over time started out as linear for the first 15 years, but has since changed to an exponential growth rate, with a much faster increase of the number of lines of code over time. Significantly more coding is completed during the maintenance and upgrade of our systems than during initial development. Maintenance & Upgrades accounted for about 20 million lines of code, whereas all the other systems combined accounted for about 18 million lines of code. In 2011, Maintenance & Upgrades accounted for about 54 million lines of code, whereas all the other systems combined accounted for about 38 million lines of code.

LP 101. Once the software is developed, the ability to continuously support and maintain major software intensive systems is a paramount mission requirement. Supportability is critical because there is always an inevitable need to: 
· Correct latent defects 
· Modify the system to incorporate new requirements 
· Enhance the existing system to add capability 
· Alter it to increase performance 
The ability to accommodate change is an integral requirement of major software-intensive systems. When unsupportable systems have been fielded, considerable time and funds had to be expended to provide the required support, or the system had to be abandoned altogether. It is far more cost-effective to address supportability as requirements are defined, the system is designed, and a plan for its operational life is developed. Much like cyber, supportability planning should be ‘baked in’ vice ‘bolted on’. Start it early, do not wait until near transition to start considering supportability.

Assessment Strategy: Quiz
30.1.3.4 Identify common challenges with performing software sustainment. (Bob)
LP 126 Software maintenance is different from hardware maintenance in that to support it, a "re-development" environment must be created. The software support environment, in essence, is the same as the development environment.

LP 127 Various software maintenance support tasks include;
· Defining and understanding change requirements (15%)
· Reviewing documentation (5%, assuming the previous documentation is up to date)
· Tracing logic (25%) (Tracing the logic and reviewing documentation are considered ‘understanding the product’.  If documentation is not up to date or complexity is high, this can be 50% or more of the total effort)
· Implementing the change (20%)
· Testing and debugging (30%)
· Updating the documentation (5%)

MT 7 Tracing the logic and reviewing documentation are considered ‘understanding the product’.  If documentation is not up to date or complexity is high, this can be 50% or more of the total effort)
Source: GSAM 3.0, May 2000, CH 12 (something more relevant?) Grubb & Takang, 2003
Assessment Strategy: QUIZ

	BLOOM: 2
LEVEL 1:
BLOOM: 1
LEVEL 1: ISA101, CLL056

	30.1.3.11 Identify test measures to ensure computer resources are effective in the operational environment after the system is delivered. (Kobren)
LP 102. There are several potential test parameters and performance measures that the program office should consider implementing through their service desk. Beginning with initial testing to ensure the sustainment infrastructure is in place and robust, these metrics may include many of the same metrics identified in the previous ELO regarding service desk support.  These metrics include;
· Cost per contact
· Customer Satisfaction
· Representative Utilization Rate
· First Contact Resolution Rate
· First Level Resolution Rate
· Representative Satisfaction Rate
· Aggregate Service Desk Performance
· New tickets opened
· Existing tickets resolved
· Reply and Wait Times
· Backlog
· Ticket distribution (among tiers)
· Etc.
It is incumbent on the program office to determine which behaviors they believe are valuable to their success, and identify methods to collect and analyze the data. A BCA is a good avenue to initiate this analysis and identify potential performance measures.
The program office should establish an iterative approach to receive regular reports regarding the performance indicators they establish as meaningful.  Any measures that exhibit recurring negative trends should be further analyzed to identify the underlying root cause.

Assessment Strategy: Quiz
30.1.3.5 Given an IT acquisition scenario, apply the 1 percent rule for software sustainment. (Bob)
MT 8 Software code grows approximately 1 percent per month due to 1) correcting defects, 2) adding new capabilities, 3) enhancing current capabilities, and 4) refactoring (optimizing) the code to increase performance (Capers Jones Research).

MT 9 Based on the 1 percent rule of thumb, it is important to understand the types of defects discovered, prioritize those defects and fix the priority 1, 2 and 3 defects ASAP.  Costs and schedule to fix high priority defects gets higher the longer you wait to fix them.
Assessment Strategy: CASE

	BLOOM: 2
LEVEL 1:BLOOM: 3
LEVEL 2: ISA201, CLL056

	30.1.3.12 Describe computer resources disposal considerations (Kobren)
LP 103. There are several considerations related to IT Hardware disposal. Information systems capture, process, and store information using a wide variety of media. This information is not only located on the intended storage media but also on devices used to create, process, or transmit this information. These media may require special disposition in order to mitigate the risk of unauthorized disclosure of information and to ensure its confidentiality. Efficient and effective management of information that is created, processed, and stored by an information technology (IT) system throughout its life, from inception through disposition, is a primary concern of an information system owner and the custodian of the data. With the use of increasingly sophisticated encryption, an attacker wishing to gain access to an organization’s sensitive information is forced to look outside the system itself for that information. One avenue of attack is the recovery of supposedly deleted data from media. These residual data may allow unauthorized individuals to reconstruct data and thereby gain access to sensitive information. Sanitization can be used to thwart this attack by ensuring that deleted data cannot be easily recovered. 

MT 18: When storage media are transferred, become obsolete, or are no longer usable or required by an information system, it is important to ensure that residual magnetic, optical, electrical, or other representation of data that has been deleted is not easily recoverable. Sanitization refers to the general process of removing data from storage media, such that there is reasonable assurance that the data may not be easily retrieved and reconstructed. As an alternative to sanitization, consideration should be given to removing and destroying computer hard drives and other data storage medium to protect sensitive information and PII.

LP 104. There are also several considerations for proper software disposal. They include three techniques commonly used for media sanitization. These three techniques include overwriting, degaussing, and destruction. Overwriting and degaussing are the methods recommended for disposition of sensitive automated information. (Users of classified systems may also have to be concerned with data remanence. Remanence refers to the residual information left behind once media has been in some way erased.) Security officers should be consulted for appropriate guidance. 
Personnel must understand the following essential elements related to software disposal: 
· Media containing sensitive information should not be released without appropriate sanitization; 
· File deletion functions usually can be expected to remove only the pointer to a file (i.e., the file is often still recoverable); 
· When data is removed from storage media, every precaution should be taken to remove duplicate versions that may exist on the same or other storage media, back-up files, temporary files, hidden files, or extended memory; 
· Media in surplus equipment should be sanitized. 
(IPSE Guidebook, 2011) 
NIST Special Publication 800-88 also covers areas related to security and privacy in cloud computing.

Assessment Strategy: Quiz
30.1.3.6 Differentiate between software maintenance and software sustainment. (CLL056)
LP 128 Software maintenance is defined as the process of modifying a software system or component after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment. (IEEE Standard Glossary).  Software maintenance typically falls into four categories; corrective, adaptive, perfective, and preventative.

LP 129 Software sustainment includes the processes, procedures, people, material and information required to support, maintain and operate the software capabilities of a system.  Software sustainment is one part of software maintenance. Software sustainment includes software maintenance as w ell as other key sustainment areas such as documentation, operations, deployment, security, configuration management, training (users and sustainment personnel) , help desk, COTS product management, and technology refresh. 
Assessment Strategy: QUIZ

	BLOOM: 2
LEVEL 1:
BLOOM: 1
LEVEL 1: ISA101, CLL056

	30.1.3.13 Identify eight drivers of software change during sustainment (Legacy CLL056)
LP105. There are many factors that result in the requirement to perform software maintenance. The following are eight fundamental drivers of this change: 
1. Defect corrections -Fixing errors in design and coding 
2. Threats -Modifying the software to react to new threats 
3. Policy and doctrine -Modifying the software as a result of changes to policy and doctrine 
4. Safety -Modifying the software to improve safety 
5. Interoperability -Modifying interfaces to stay interoperable with associated systems 
6. Hardware changes -Modifying software to interface or work with hardware upgrades 
7. Technology insertion -Improving software to incorporate new technologies 
8. Functional changes -Modifying the functionality of the software based on user requests 

Assessment Strategy: Quiz
30.1.3.7 Differentiate between software and hardware maintenance. (CLL056)
LP 130 Hardware is directly impacted by the laws of physics.

LP 131 Software does is not directly impacted by the laws of physics.

MT 10 – talk about how software fails, including the infant mortality that is reintroduced with every patch. (one of the SW sustainment articles from SEI)
Assessment Strategy: QUIZ

	BLOOM: 2
LEVEL 1: 
BLOOM: 1
LEVEL 1: ISA101, CLL056

	30.1.3.14 Identify Software sustainment considerations that should be included in Post Implementation Reviews / In Service Reviews (Jason)
LP 106. Post Implementation Reviews occur after fielding. The Government Performance and Results Act (GPRA) Modernization Act of 2010 requires that Federal Agencies compare actual program results with established performance objectives. DODI 5000.02 identify this information requirement as occurring at a PIR, with a PIR report generated shortly after IOC is achieved. DAG 7.9.2 discusses the PIR in detail. PIR considerations related to software include assessing software related functionality to answer the question “Did we (the service) get what we needed?" This provides a contrast to the test and evaluation measurements of key performance parameters that answer the question, "Did we get what we asked for?" This would imply that the PIR should assess, if possible, the extent to which the DoD's investment decision-making processes were able to capture the warfighter's/user’s initial intent from the ICD/CDD.  The PIR should also address whether the warfighter/user needs changed during the time the system was being acquired. The results of the PIR can also aid in refining requirements for subsequent increments. Recommendations may be made to correct errors, improve user satisfaction, or improve system performance to better match warfighter/business needs. The PIR team should also determine whether different or more appropriate outcome-based performance measures should be developed to enhance the assessment of future spirals or similar IT investment projects.

LP 107. Similar to PIRs, In Service Reviews are multidisciplined assessment to characterize the in-service health of the deployed system and enabling system elements (training, user manuals, documentation, etc.). The ISR provides feedback to the Program Manager on how well the system is delivering the capability to the warfighter, with acceptable operational performance. In addition, the feedback substantiates in-service support budget priorities. DAG section 4.2.17 discusses ISRs in detail. While PIRs are conducted once around IOC, ISRs are intended to reoccur throughout the lifecycle (typically annually). Software sustainment considerations during ISR include assessing established performance indicators and conducting trend analysis as appropriate. The ISR should result in a plan of corrective action for all issues recommended by the program team as warranting resolution. Areas of particular interest usually include:
· System problems, which are categorized and support the operating and support requirements determination process
· Required budgets are established to address all system problems in all priority categories
· Current levels of system operational risk and system readiness are quantified and related to current operations and systems and procurement budgets
· Future levels of system operational risk and system readiness are quantified and related to future operations and systems and procurement budgets

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL 1:
BLOOM: 2
LEVEL 1:


	30.1.3.15 Analyze prevention programs for counterfeit material as well as malicious hardware/software. (Kobren)
LP 108. Within recent years, there has been a significant increase in the volume of counterfeit electronic parts entering the DOD supply chain, posing significant performance, reliability and safety risks to the organization. To counter these threats, the program office must take active steps to;
· Assist purchasing in procuring parts from reliable sources,
· Assure authenticity and conformance of procured parts,
· Control parts identified as counterfeit,
· And report counterfeit parts to other potential users and Government Investigative authorities.
The Defense Federal Acquisition Regulation Supplement (DFARS): “Detection and Avoidance of Counterfeit Electronic Parts” (DFARS Case 2012–D055) Final Rule was published in the Federal Register on May 6, 2014. The rule “amends the DFARS to partially implement section 818 of the National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2012, and section 833 of the NDAA for FY 2013, both statutes relating to the detection and avoidance of counterfeit electronic parts. These statutes require the issuance of DFARS regulations addressing contractor responsibilities for detecting and avoiding the use or inclusion of counterfeit electronic parts or suspect counterfeit electronic parts, the use of trusted suppliers, and requirements for contractors to report counterfeit electronic parts and suspect counterfeit electronic parts.”
Simply put, counterfeit parts pose potential risks to the DoD supply chain, parts availability, configuration management, and system reliability, among others, and therefore requires cognizance and continued vigilance on the part of both government and industry. Moreover, parts obsolescence and diminishing manufacturing sources & material shortages (DMSMS) are also of concern because they can create vulnerabilities in the supply chain. In response, DoD has taken actions to implement both proactive obsolescence and DMSMS mitigation and a risk-based approach to counterfeit prevention via early detection, supplier involvement, internal inspection and legal and contractual action as required. In addition to issuing the "Detection and Avoidance of Counterfeit Electronic Parts" (DFARS Case 2012-D055) final rule, this includes the Department proactively:
· Issuing Overarching DoD Counterfeit Prevention Guidance on March 16, 2012
· Issuing a new SD-22 Diminishing Manufacturing Sources and Material Shortages (DMSMS): A Guidebook of Best Practices and Tools for Implementing a Robust DMSMS Management Program in 2012, with another update currently in work
· Issuing DoD Instruction 4140.67, “Counterfeit Prevention Policy” in April 2013, establishing a risk-based approach to counterfeit prevention.
· Developing workforce training that includes two web-based continuous learning modules on the subject entitled CLL 032 “Preventing Counterfeit Parts from Entering the DoD Supply Chain” and CLL 062 “Counterfeit Prevention Awareness”

LP 109. Malicious hardware and software prevention is closely tied to the counterfeit and intellectual property protection measures discussed above. The term, "malicious", refers specifically to acts intentionally committed to cause damage or harm to the equipment itself, operation of the equipment, or the collection of information intended for future harm or damage. Malicious alterations of Commercial Off the Shelf (COTS) electronic parts pose major concern in terms of their reliability and trusted field operation. It is extremely difficult to discover such alterations, also referred to as "hardware Trojans" using conventional structural or functional testing strategies. The DoD, as well as most manufacturers of electronics in the United States, are currently funding research and development initiatives to address this problem.
Per DODI 5200.39, "Critical Program Information (CPI) Protection Within the Department of Defense", it is DoD policy:
· To provide uncompromised and secure military systems to the Warfighter by performing comprehensive protection of CPI through the integrated and synchronized application of CI, Intelligence, Security, systems engineering, and other defensive countermeasures to mitigate risk. Failure to apply consistent protection of CPI may result in the loss of confidentiality, integrity, or availability of CPI, resulting in the impairment of the Warfighter's capability and DoD's technological superiority;
· To mitigate the exploitation of CPI, extend the operational effectiveness of military systems through application of appropriate risk management strategies, employ the most effective protection measures, to include system assurance and anti-tamper, and document the measures in a Program Protection Plan (PPP) (see Glossary and Reference (f));
· To conduct comparative analysis of defense systems' technologies and align CPI protection activities horizontally throughout the Department of Defense;
· To identify CPI early in the technology development, acquisition, and sustainment process; refine at each milestone or as directed by the Milestone Decision Authority (MDA); and to initiate and maintain the appropriate protection of CPI throughout its military life cycle;
· To require all RDA programs with CPI to submit a PPP for review and approval by the appropriate MDA or science and technology (S&T) equivalent per Reference (e);
· To assure federally funded products of fundamental research remain unrestricted to the maximum extent possible according to National Security Decision Directive 189 (Reference (j));
· To minimize the chance that the Department's warfighting capability will be impaired due to the compromise of elements or components being integrated into DoD systems by foreign intelligence, foreign terrorist, or other hostile elements through the supply chain or system design;
· To require that contracts supporting RDA programs where CPI has been identified shall contain contractual terms requiring the contractor to protect the CPI to the standards articulated in this Instruction.

Assessment Strategy: Case	Comment by image: This case could be a component of the BCA case exercise if it s further grown and developed?

	BLOOM: 4
LEVEL 2: 

(ISA201)BLOOM: 2
LEVEL 1:


	30.1.3.16 Evaluate warranty approach for COTS equipment (Jason)	Comment by image: Does this belong here since this is “SW Sustainment” This is kinda more of a development/planning consideration related to hardware?
LP 110. Warranty analysis is a key consideration to an optimized sustainment strategy that includes COTS equipment. A warranty BCA should be conducted to identify the ROI for potential warranty approaches. 

Assessment Strategy: Case
30.1.3.11 Identify test parameters and metrics to ensure computer resources are effective and supportable in the operational environment after the system is delivered. (Help Desk?) (Kobren)
LP 139. There are several potential test parameters and metrics that the program office should consider, including…
Assessment Strategy: Quiz

	BLOOM: 4
LEVEL 2: 

ISA201

	30.1.3.17 Given a Product Support BCA and supportability strategy, evaluate Product Support Package for optimized software sustainment considerations (Jason)
LP 111. A comprehensive product support package for software systems should consider the numerous facets described above. Key areas include
· Initiate planning early to facilitate cost effective procurement of required information and assets.
· Identification and resourcing of SSAs, including the planning of the key seven factors;
1) What are the projected costs to fix/update the SI to be developed in O&S?  CE Parametric Modeling of potential SSAs is needed.  
2) Is the software architecture designed with open interfaces to ensure plug and play updating with new module? 
3) Are data rights in place to ensure we can update/fix bugs? 
4) What tools do our SSA need to fix/update the software (We need the developers SW Dev Environment)? 
5) How is the developed data managed and stored so the SSA knows how to manage and store data during O&S? 
6) Is the code being developed planning on using secure coding practices? This impacts the O&S phase in that if the code was not developed securely, it will be more easily attacked.  SSA needs to know this so they have a feel for what to look for when attacked; if secure coding practices used, then that is one less thing for the SSA to investigate when attacked.  
7) What is the proposed Security Architecture of the SI being built?  SSA needs to know how it is designed to better thwart O&S threats.
· Code ownership and management
· License management
· Trouble resolution processes for hardware and software, including help desk procedures.
· Appropriate acquisition approach considering data rights and technical data required for sustainment.
· Appropriate use of BCAs to inform business decisions.
· Identifying and establishing practices to monitor appropriate performance indicators throughout O&S.

Assessment Strategy: Case
30.1.3.12 Describe computer resources hardware and software disposal considerations and practices (Kobren)
LP 140. There are several considerations related to IT Hardware disposal. Information systems capture, process, and store information using a wide variety of media. This information is not only located on the intended storage media but also on devices used to create, process, or transmit this information. These media may require special disposition in order to mitigate the risk of unauthorized disclosure of information and to ensure its confidentiality. Efficient and effective management of information that is created, processed, and stored by an information technology (IT) system throughout its life, from inception through disposition, is a primary concern of an information system owner and the custodian of the data. With the use of increasingly sophisticated encryption, an attacker wishing to gain access to an organization’s sensitive information is forced to look outside the system itself for that information. One avenue of attack is the recovery of supposedly deleted data from media. These residual data may allow unauthorized individuals to reconstruct data and thereby gain access to sensitive information. Sanitization can be used to thwart this attack by ensuring that deleted data cannot be easily recovered. 
MT 17: When storage media are transferred, become obsolete, or are no longer usable or required by an information system, it is important to ensure that residual magnetic, optical, electrical, or other representation of data that has been deleted is not easily recoverable. Sanitization refers to the general process of removing data from storage media, such that there is reasonable assurance that the data may not be easily retrieved and reconstructed. As an alternative to sanitization, consideration should be given to removing and destroying computer hard drives and other data storage medium to protect sensitive information and PII.
LP 141. There are also several considerations for proper software disposal. They include three techniques commonly used for media sanitization. These three techniques include overwriting, degaussing, and destructionOverwriting and degaussing are the methods recommended for disposition of sensitive automated information. (Users of classified systems may also have to be concerned with data remanence. Remanence refers to the residual information left behind once media has been in some way erased.) Security officers should be consulted for appropriate guidance. 
Personnel must understand the following essential elements related to software disposal: 
· Media containing sensitive information should not be released without appropriate sanitization; 
· File deletion functions usually can be expected to remove only the pointer to a file (i.e., the file is often still recoverable); 
· When data is removed from storage media, every precaution should be taken to remove duplicate versions that may exist on the same or other storage media, back-up files, temporary files, hidden files, or extended memory; 
· Media in surplus equipment should be sanitized. 
(IPSE Guidebook, 2011)
Assessment Strategy: Quiz

	BLOOM: 6
LEVEL 3: 

ISA320




	
	

	MAJOR TAKEAWAYS (MT) and Learning Points (LP) with REFERENCES and CONTENT (Subject Matter Expert (SME))30.1.3.13 Identify eight drivers of SW change (in sustainment?) (Legacy CLL056)	Comment by image: I have not yet populated the below until I receive consensus on the above content.
LP142. There are many factors that result in the requirement to perform software maintenance. The following are eight fundamental drivers of this change: 
9. Defect corrections -Fixing errors in design and coding 
10. Threats -Modifying the software to react to new threats 
11. Policy and doctrine -Modify1ing the software as a result of changes to policy and doctrine 
12. Safety -Modifying the software to improve safety 
13. Interoperability -Modifying interfaces to stay interoperable with associated systems 
14. Hardware changes -Modifying software to interface or work with hardware upgrades 
15. Technology insertion -Improving software to incorporate new technologies 
16. Functional changes -Modifying the functionality of the software based on user requests 

Assessment Strategy: Quiz

	BLOOM: 2
LEVEL 1: 


	This section is written by the SME.  This section focuses on answering “What the Students Need to Know” about this topic?

NOTE: Subject Matter Experts (SME) generally do not understand TLO/ELO/BLOOM/Course Mappings, but they do understand MAJOR TAKEAWAYS of their TOPIC; This section should be filled out based on the numbered MAJOR TAKEAWAYS (MT); This will allow DAU Instructional Systems Designers (ISD) to create and link TLO/ELO/BLOOM/Course Mappings to each MT.

Numbering Convention:  MT #.  Example, First MT is MT 1., second MT is MT2., etc.

Example:

[bookmark: _Toc370304138][bookmark: _Toc370367932][bookmark: _Toc372555118]MT 1. The DoD 5000 series is the mandatory management policy for all DoD acquisition programs.

Reference DoD Directive 5000.01, “The Defense Acquisition System,” November 20, 2007, paragraph 1.2.  Along with reference (b), provides management principles and mandatory policies and procedures for managing all acquisition programs.  Reference paragraph 2.2. The policies in this Directive apply to all acquisition programs.

Reference DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” December 6, 2013, paragraph 2. APPLICABILITY.  This instruction applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities within the DoD (referred to collectively in this instruction as the “DoD Components”).  Reference paragraph 3.  POLICY.  The overarching management principles and mandatory policies that govern the Defense Acquisition System are described in Reference (a).  This instruction provides the detailed procedures that guide the operation of the system.

LP 1.1 The DoD 5000 series consists of the DoDD 5000.01, DoDI 5000.02 and the Defense Acquisition Guidebook (DAG).

Reference DoD Directive 5000.01, “The Defense Acquisition System,” November 20, 2007.

Reference DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” December 6, 2013.

Reference Defense Acquisition Guidebook, https://dag.dau.mil/Pages/Default.aspx  
MAJOR TAKEAWAYS (MT) and Learning Points (LP) with REFERENCES and CONTENT (Subject Matter Expert (SME))30.1.3.19 Analyze warranty approach and determine optimal warranty strategy for COTS equipment (Jason)
LP X
Case30.1.3.14 Identify Software sustainment considerations that should be included in Post Implementation Reviews and/or In Service Reviews (Jason)
LP 143. Post Implementation Reviews occur after fielding. PIR considerations related to software include
LP 144. In Service Reviews are Software sustainment considerations during ISR include
Assessment Strategy: Qui
	BLOOM: 2
LEVEL 1:


	List of ReferencesThis section is written by the SME

30.1.3.15 Demonstrate how program outcome based metrics impact and are impacted by computer resources requirements within the performance based life cycle product support environment. (Help Desk?) (Kobren)
LP X. 
Assessment Strategy: Quiz

	BLOOM: 3
LEVEL 2:


	<List References here>
DoD Directive 5000.01, “The Defense Acquisition System,” November 20, 2007
DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” December 6, 2013
Defense Acquisition Guidebook, https://dag.dau.mil/Pages/Default.aspxList of References30.1.3.16 Analyze and describe prevention programs for counterfeit material, malicious hardware and software and unauthorized technology transfer. (Detection and Mitigation considerations: SE/ISSM detects and mitigates, Logistics participates to ensure training and documentation are updated as required? SCRM considerations?) (Kobren)
LP 145 LP 146. 
Assessment Strategy: Case

	BLOOM: 4
LEVEL 2: 


	
	BLOOM: 4
LEVEL 2: 


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	

	

	

	



