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	Competency 19: IT Measurement and Analysis

	

	Competency Element:

	19.1 Defines and prioritizes decision-related information requirements, identifies applicable measures (e.g., requirements volatility, key personnel turnover, etc.), and utilizes measurement results within the acquisition context to objectively plan, evaluate, and manage IT system development and sustainment.

	Acquisition Workforce IT Qualification Standard Product (DAU)

	· IT Management metrics/measures.  Identify quantitative methods and measures to assess and track program IT system development and software progress against a baseline (planned vs. actual)
Note:  Recommend wording changes to: 
· Identify and utilize a tailored set of IT acquisition measures that addresses prioritized decision information needs across the system life cycle.

	Acquisition Workforce IT Qualification Standard Tasks related to Product (DAU)

	· Develop relevant measures and metrics for an IT and software intensive project to address cost, schedule and technical parameters by identifying and prioritizing information needs.
· Select appropriate measures to address relevant information needs that meet the stakeholders needs.
· Perform the measurement by collecting and processing measurement data that provides the program manager insight into the IT program development.
· Record and store the measure and analysis results in a measurement data base by common IT and SW information categories (SEE Amplifying Steps Below).
· Evaluate the measure by analyzing the measurement data collected and processed.
· Identify processes for disseminating analyzed data with appropriate mitigation strategies.
· Apply the results of the measure to mitigate IT development risk and to facilitate the Program Manager’s decision making.
Note:  Recommend wording changes to: 
· Develop and prioritize critical decision information requirements relevant to an IT project based on project objectives, risks, and pertinent acquisition, management, and technical factors.
· Identify and select appropriate measures to address relevant information needs across the IT program life cycle.
· Collect and process measurement and context relevant IT management and technical data on a systemic basis.
· Analyze the collected data to directly support IT program cost, schedule, technical, and performance related decisions.
· Normalize and aggregate data as appropriate to support enterprise level information requirements.
· Record and store the measurement data and analysis results in an accessible data repository structured to align with IT and program specific information categories.
· Continuously evaluate the measurement process and results, and modify the measurement process to address changing information requirements and inherent measurement opportunities.
· Identify processes and constructs for disseminating and communicating the measurement results to key stakeholders and decision makers.
· Integrate the measurement analysis results with other program information to support decisions that mitigate IT development risk and optimize the achievement of program and enterprise objectives.
Note:  These qualification tasks encompass the learning objectives of both Competency 19.1 and Competency 19.2.  The ELO’s and associated major takeaways detailed below apply only to the tasks  pertinent to Competency 19.1.  These include: 1) the identification and prioritization of decision information requirements, 2) the identification of appropriate management and technical measures to support the defined information requirements, and the appropriate utilization of the measurement analysis results to mitigate program IT risks and to support the achievement of program objectives.

	AWQI References (DAU)

	· [bookmark: OLE_LINK3][bookmark: OLE_LINK4]Practical Software and Systems Measurement
· DoDI 8510.01 - Risk Management Framework (RMF) for DoD Information Technology

	· DoDD 5000.01, 7 Nov 2007
· DoDI 5000.02, 26 Nov 2013
· DAG, Chapters 4 and 7 (Oct 2012)
· OMB Circular A-11 Part 7, Section 300:  Planning, Budgeting, Acquisition, and Management of Capital Assets

	Assumptions (DAU)

	· Curriculum’s foundation is based on the latest DoDI 5000.02, the DAG, and software and systems measurement and analysis best practices.
· Competency Element 19.1 focuses on the IT acquisition decision maker at both the program and enterprise levels. The TLO’s/ELO’s defined for Competency Element 19.1 emphasize the identification of key information needs and the use of measurement derived information to support program level decision making.  Enterprise level measurement and analysis constructs are addressed as an extension of program level learning objectives.
· The scope of IT measurement and analysis is considerable.  As such, the structures of both Competency Elements 19.1 and 19.2, per the incorporated TLOs and ELOs, have been defined to provide the fundamental knowledge required to design, implement, and apply an effective measurement process to support objective program decision making.  This fundamental knowledge provides a baseline for measurement and analysis within multiple program contexts (i.e., different program life cycle phase, diverse functional application domains, different critical issues and constraints, multiple technical environments, etc.).  The 19.1 and 19.2 TLOs/ELOs are intended to be allocated to other IT curricula and courses dependent on the degree of measurement and analysis content that is required.
The implemented measurement and analysis curriculum content will include specific context extensions of the fundamental measurement and analysis guidance defined by the 19.1 and 19.2 TLOs/ELOs. These context extensions will be developed to address the objectives of the course and current DoD emphasis (i.e., changes in acquisition policy, equal focus on weapons and MAIS systems, new IT technologies, emphasis on the sustainment portion of the system life cycle, and enterprise level information/measurement requirements.

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM

	TLO 19.1.1 Identify the characteristics of an effective IT measurement and analysis program.

NOTE: COMPETENCY INTERFACES - PRI 1:  7 (Capability Planning), 10 (Software Development Methods), 16 (IT Contracting), 18 (Software/Systems Life-Cycle Management), 26 (Cybersecurity)
COURSES:  IRM 101, IRM 202, IRM 304, SAM 301
· CONTINUOUS LEARNING MODULES:  CLB 023, CLE 060, CLL 001, CLL 056, CLM 017
	BLOOM: 2


	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)
	BLOOM/COURSE

	ELO 19.1.1.1 Explain the value of an effective IT measurement and analysis program. 

· MT 1: Measurement is a mandatory input into the IT program decision process.  
· MT 2: Software development progress cannot be visualized without measurement.
· MT 3: Measurement provides objective information to support:
a. internal and external program communication
b. tracking of the status of defined program objectives
c. early identification and correction of program issues and performance shortfalls
d. informed business, technical, and program portfolio trade-off decisions
e. justification of program decisions
· MT 4: Measurement results must be used to realize any value from the IT measurement and analysis program
· MT 5: DoD policy infers the use of objective, measurement derived information.

Assessment Strategy: Quiz
	BLOOM: 2
IRM101

	ELO 19.1.1.2 Identify the top level requirements for an effective IT measurement and analysis program.

· MT 6: The measures applied on a given program are driven by what the decision maker needs to know -   information needs/information requirements.  
a. information needs change both over time and with key program events
b. application of a static list of pre-defined measures does not therefore satisfy critical decision information needs. 
c. there are multiple decision makers on a complex IT program - the key ones being the program manager and the enterprise manager
· MT 7: The program technical and management processes and infrastructures define what can actually be measured
a. different measures can satisfy the same information need
b. process and infrastructure changes cannot be “forced” by pre-defining a measurement requirement
c. the IT measurement program must be configured to address the unique technical and business characteristics of the program and/or enterprise.
· MT 8: Measurement results must be interpreted within the context of the program environment
a. measurement results are only a part of the decision process
b. there are many reasons why the numbers look the way that they do
c. there are few “absolutes” - definitive good/bad interpretations based on an expected measurement result - there are no “magic numbers”
d. measurement results must be used “correctly”
· MT 9: Program decision makers must be committed to the generation and use of fact-based information
a. measurement requires management involvement to succeed
b. communication of the measurement results is critical resources must be identified and allocated
Assessment Strategy: Quiz
	BLOOM: 2
IRM101

	ELO 19.1.1.3 Identify the fundamental practices that enable a viable IT measurement and analysis process.

· MT 10: Measurement is a supporting information process applied across the acquisition and system life cycles.
a. measurement and analysis (M&A) provides insight into the program’s acquisition and technical functions
b. the measurement and analysis process supports resource estimation, program planning, and performance assessment
c. the measurement and analysis process quantifies the management and technical interrelationships across the program
· MT 11: The measurement process must be flexible - it must be adaptable to support changing program information needs, newly identified risks and objectives, program mandates, and event driven information requirements.
a. what the decision maker needs to know and what can actually be measured changes over the life cycle of the program
· MT 12: The measurement process includes an independent analysis function.
a. there may be multiple levels of analysis (i.e., program and enterprise levels) that address different types of decision information needs
· MT 13: Measurement data must be collected and analyzed at a level of detail sufficient to identify and isolate program risks and performance issues.
· MT 14: Measures must be clearly traceable to the information needs and the decisions they are implemented to support.
· MT 15: No one measure (silver bullet) can adequately describe the status of a software development; you must “paint the picture” using the appropriate measures based on the information needs
· MT 16: Users of the measurement process (program and enterprise decision makers), must understand what the data                                    represents and must know how to validly interpret the analysis results

Assessment Strategy: Quiz
	BLOOM: 2
IRM101

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM

	TLO 19.1.2 Given a scenario, define an effective IT measurement and analysis program.
	BLOOM: 5

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)
	BLOOM/COURSE

	ELO 19.1.2.1 Identify program IT decision information requirements.

· MT 17: What a decision maker needs to know is driven by program/enterprise objectives, risks, and acquisition/technical mandates.
a. the DoD IT environment changes rapidly:  acquisition process changes, security/risk mandates, resource constraints, technology impacts, life-cycle focus, etc. - making defensible IT decisions is critical to program success. 
b. the project environment also changes rapidly - there are different decisions that must be made as the program progresses along its life cycle - and different risks and problems that must be addressed
c. the current set of prioritized information requirements define what measures are implemented and the focus of the measurement analysis
d. with limited program resources, measurement efforts must be focused on the critical information requirements - these change over the course of the program
· MT 18: There are different “types” of information needs.  In general these include: 1) describing IT process and product characteristics, 2) assessing the accomplishment of programmed activities and the achievement of pre-defined thresholds, 3) quantifying the changes in outcomes due to a previous action(s), and 4) assessing the adequacy of the performance of the IT process or product.
a. the different “types” of information needs are supported by different measures and different analysis techniques
b. measurement and analysis helps to define objective activity and performance expectations (thresholds) as well as helps to track execution performance against these expectations
· MT 19: Program and systems IT performance parameters and associated information needs are highly interrelated
a. decisions that result in a change in one area almost always impact another - strong cause and effect relationships exist
b. the key performance parameters include: 1) system size and capability, 2) program resources and cost, 3) development and maintenance schedule and progress, and 4) product quality program decisions must consider these relationships - the measurement and analysis process helps to quantify them

Assessment Strategy: Case Study
	BLOOM: 3
IRM202

	ELO 19.1.2.2 Create a set of program IT measures that are linked to the program decision information                                 requirements.

MT 20: A key aspect of the measurement process is defining and aligning the objective measures that support the decision maker’s information needs
MT 21: The measures that are actually implemented are a synthesis of user information needs and the ability to generate the measurement data.  The implemented measurement set is directly influences by the instantiated program technical and management processes.
MT 22: The decision maker needs to establish an “audit trail” between what is measured and the decisions that are made - this is the basis for “fact-based”, justifiable decisions.
a. every decision maker in the program structure has a unique set of information needs
b. the same measurement data can be analyzed in different ways to address different information needs
MT 23: There is a well defined approach that shows how measured IT attributes (e.g., product size, development effort, etc.) are converted into an auditable information product that directly supports IT program decisions.
a. program IT information needs are categorized into general categories (e.g., schedule/progress, resources/cost, product size/functionality, product quality, etc.).  These provide a basis for what almost all programs commonly need to measure
b. Information requirements unique to the specific program (e.g., technical performance, security compliance, etc.), are then integrated with the common information requirements to establish a set of program information needs
c. initial measurement requirements are assessed for implementation feasibility based on the program’s established management and technical processes
d. measures are implemented based on the aligned priorities of the decision information needs
MT 24: This process iterates across the program life cycle

Assessment Strategy: Case Study
	BLOOM: 3
IRM202

	ELO 19.1.2.3 Apply the measurement results to support critical IT program decisions.

· MT 25: The measurement process supports three primary types of information needs across the IT program life cycle - program estimation and planning, program feasibility assessments, and acquisition/system performance evaluation.
a. the focus of the measurement process shifts across these three types depending on life-cycle phase, program acquisition/development/maintenance strategies, and programmed tasks and activities
b. different measurement constructs and analysis techniques are used to generate the required information
· MT 26: Measurement analysis focuses on taking the measured IT parameter results and transforming them, through the use of various constructs, into information products that relate directly to one or more information needs
a. all information products are based on the measurement of key program/system attributes at a low level - base measures
b. base measures are systematically combined, using consistently defined relationships, to quantify an IT activity or product.  The measurement result is then compared against established decision criteria, and presented as a measurement indicator
c. the measurement indicator conveys the measurement results to the decision maker - it usually compares the measured results to pre-established thresholds that determine the need for action
d. integrated analysis combines multiple indicators and focuses on the cause and effect relationships inherent between IT performance parameters - integrated analysis helps to identify and correct performance factor inconsistencies
· MT 27: Measurement derived information must be coupled with program context information to interpret the numbers correctly.
a. measurement information products need to be understood and “usable” by both program and enterprise decision makers.  
b. decision makers must understand the measures presented to them and the associated data and analysis.  They have to be able to evaluate the limitations of the measurement results.
c. most program decisions are supported by multiple measures (tightly coupled attributes) and different types of information - there is no single measure that indicates IT program performance - there is no single number that indicates “good” or “bad”.
· MT 28: The decision maker may not always be able to make “fact-based” decisions - there are inherent limitations with every program environment.

Assessment Strategy: Case Study
	BLOOM: 3
[bookmark: _GoBack]IRM202

	ELO 19.1.2.4 Explain how the program IT measurement process can be extended to support enterprise level                     decision information needs.

· MT 29: At the enterprise level, there are measurement process differences in the decision objectives, information needs, analytical techniques, communication structures, scope of application, and implementation complexity.
· MT 30: Project and enterprise performance are interdependent - enterprise performance is based on the valid aggregation of the performance of multiple programs - the enterprise portfolio.
· MT 31: Enterprise measurement must focus not only on the integrity of the program source data, but also on the validity of the data and information aggregation structures.
· MT 32: There must be a suitable enterprise information infrastructure available to support the generation, aggregation, and communication of enterprise measurement results 
· MT 33: Enterprise measurement analysis and results interpretation are more complex. 

Assessment Strategy: Case Study
	BLOOM: 2
IRM304

	ELO 19.1.2.5 Given a scenario, evaluate the effectiveness of an IT measurement and analysis program.

· MT 26: Measurement analysis focuses on taking the measured IT parameter results and transforming them, through the use of various constructs, into information products that relate directly to one or more information needs
all information products are based on the measurement of key program/system attributes at a low level - base measures
a. base measures are systematically combined, using consistently defined relationships, to quantify an IT activity or product.  The measurement result is then compared against established decision criteria, and presented as a measurement indicator
b. the measurement indicator conveys the measurement results to the decision maker - it usually compares the measured results to pre-established thresholds that determine the need for action
c. integrated analysis combines multiple indicators and focuses on the cause and effect relationships inherent between IT performance parameters - integrated analysis helps to identify and correct performance factor inconsistencies
· MT 27: Measurement derived information must be coupled with program context information to interpret the numbers correctly.
a. measurement information products need to be understood and “usable” by both program and enterprise decision makers.  
b. decision makers must understand the measures presented to them and the associated data and analysis.  They have to be able to evaluate the limitations of the measurement results.
c. most program decisions are supported by multiple measures (tightly coupled attributes) and different types of information - there is no single measure that indicates IT program performance - there is no single number that indicates “good” or “bad”.
· MT 28: The decision maker may not always be able to make “fact-based” decisions - there are inherent limitations with every program environment.

Assessment Strategy: Case Study
	BLOOM: 5
SAM301

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE.

	MAJOR TAKEAWAYS (MT) with REFERENCES and CONTENT (Subject Matter Expert (SME))

	MT 1: Measurement is a mandatory input into the IT program decision process.  
MT 2: Software development progress cannot be visualized without measurement.

REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com) Practical Software and System Measurement (PSM) is a DoD sponsored initiative that has developed measurement and analysis guidance, models, and constructs to support the implementation of effective measurement processes for DoD IT projects, programs, and enterprises.  The PSM product set addresses the foundational measurement process concepts, activities, and disciplines, as well as guidance extensions for specific measurement instances.  The PSM guidance is the basis for the DAU measurement and analysis curriculum content.  The baseline material is presented in DAU CLE-060.

CONTENT: IT Measurement and Analysis is a structured process that provides objective information to support decisions made at the project, program, and enterprise levels.  Measurement and analysis is a supporting information process that interfaces directly with the acquisition, technical, and program management processes and activities inherent in a program or enterprise.  The measurement and analysis process is driven by the “information needs” of the decision makers at multiple levels within the organization - what the decision makers “need to know”.  
REF: DoDD 5000.01 May 12, 2003; Current as of November 20, 2007, DoDI 5000.02, November 25, 2013 (Mandatory for all DoD Acquisition Programs)
CONTENT: Department of Defense Directive 5000.01 and Department of Defense Directive 5000.02 both call for the use of measurement in the acquisition of DoD IT systems.  The guidance provided in these documents is derived from both statute (Title 40 – Clinger-Cohen Act, etc.) and policy.  Measurement requirements focus on technical performance, cost performance, risk management, and cumulative performance against plan (progress) at major acquisition decision milestones as well as throughout the program life cycle.  Specific instances requiring measurement are identified, including information assurance, determination of software maturity, test readiness, etc.  The curriculum content defined by Competency 19.1 and Competency 19.2 addresses the definition and implementation of a measurement process required to be in compliance with DoDD 5000.01, May 12, 2003; Current as of November 20, 2007, DoDI 5000.02, November 25, 2013 guidance.
REFERENCE:  Defense Acquisition Guidebook, Chapters 4 and 7 (as of Oct 9, 2012)
CONTENT: The Defense Acquisition Guidebook (DAG) provides more detailed guidance with respect to the measurement requirements addressed in DoDD 5000.01, May 12, 2003; Current as of November 20, 2007 and DoDI 5000.02, November 25, 2013 .  Measurement and analysis requirements include multiple technical and process performance and effectiveness measures, IT process improvement measures, and system test and evaluation related measures.  From a resource perspective, measurement guidance is embedded in the cost estimation requirements, earned value management, and related economic analysis requirements.  Measurement is also a key part of risk management and analysis.  Chapters 4 and 7 respectively address systems engineering and information system acquisition.  SE measurement guidance is focused on system performance and measures to support program evaluation against established TEMP requirements.  The information system acquisition emphasis is focused on information assurance/cybersecurity measures, system performance, and interoperability.  The DAG guidance addresses where measurement is required with respect to the acquisition of IT systems.  It is focused at the project/program level.  The DAG identifies many of the unique requirements and measurement instances that must be addressed by the measurement and analysis process.

MT 3: Measurement provides objective information to support:
a. internal and external program communication
b. tracking of the status of defined program objectives
c. early identification and correction of program issues and performance shortfalls
d. informed business, technical, and program portfolio trade-off decisions
e. justification of program decisions
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: IT Measurement and Analysis is a structured process that provides objective information to support decisions made at the project, program, and enterprise levels.  Measurement and analysis is a supporting information process that interfaces directly with the acquisition, technical, and program management processes and activities inherent in a program or enterprise.  The measurement and analysis process is driven by the “information needs” of the decision makers at multiple levels within the organization - what the decision makers “need to know”.  

MT 4: Measurement results must be used to realize any value from the IT measurement and analysis program
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: Common Sense.

MT 5: DoD policy mandates the use of objective, measurement derived information.
REF: DoDD 5000.01, May 12, 2003; Current as of November 20, 2007, DoDI 5000.02, November 25, 2013  (Mandatory for all DoD Acquisition Programs)
CONTENT: Department of Defense Directive 5000.01 and Department of Defense Directive 5000.02 both call for the use of measurement in the acquisition of DoD IT systems.  The guidance provided in these documents is derived from both statute (Title 40 – Clinger-Cohen Act, etc.) and policy.  Measurement requirements focus on technical performance, cost performance, risk management, and cumulative performance against plan (progress) at major acquisition decision milestones as well as throughout the program life cycle.  Specific instances requiring measurement are identified, including information assurance, determination of software maturity, test readiness, etc.  The curriculum content defined by Competency 19.1 and Competency 19.2 addresses the definition and implementation of a measurement process required to be in compliance with DoDD 5000.01, May 12, 2003; Current as of November 20, 2007, DoDI 5000.02, November 25, 2013  guidance.
REFERENCE:  Defense Acquisition Guidebook, Chapters 4 and 7 (as of Oct 9, 2012)
CONTENT: The Defense Acquisition Guidebook (DAG) provides more detailed guidance with respect to the measurement requirements addressed in DoDD 5000.01, May 12, 2003; Current as of November 20, 2007 and DoDI 5000.02, November 25, 2013.  Measurement and analysis requirements include multiple technical and process performance and effectiveness measures, IT process improvement measures, and system test and evaluation related measures.  From a resource perspective, measurement guidance is embedded in the cost estimation requirements, earned value management, and related economic analysis requirements.  Measurement is also a key part of risk management and analysis.  Chapters 4 and 7 respectively address systems engineering and information system acquisition.  SE measurement guidance is focused on system performance and measures to support program evaluation against established TEMP requirements.  The information system acquisition emphasis is focused on information assurance/cybersecurity measures, system performance, and interoperability.  The DAG guidance addresses where measurement is required with respect to the acquisition of IT systems.  It is focused at the project/program level.  The DAG identifies many of the unique requirements and measurement instances that must be addressed by the measurement and analysis process.

MT 6: The measures applied on a given program are driven by what the decision maker needs to know -   information needs/information requirements.  
a. information needs change both over time and with key program events
b. application of a static list of pre-defined measures does not therefore satisfy critical decision information needs. 
c. there are multiple decision makers on a complex IT program - the key ones being the program manager and the enterprise manager
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: IT Measurement and Analysis is a structured process that provides objective information to support decisions made at the project, program, and enterprise levels.  Measurement and analysis is a supporting information process that interfaces directly with the acquisition, technical, and program management processes and activities inherent in a program or enterprise.  The measurement and analysis process is driven by the “information needs” of the decision makers at multiple levels within the organization - what the decision makers “need to know”.  

MT 7: The program technical and management processes and infrastructures define what can actually be measured
a. different measures can satisfy the same information need
b. process and infrastructure changes cannot be “forced” by pre-defining a measurement requirement
c. the IT measurement program must be configured to address the unique technical and business characteristics of the program and/or enterprise.
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: The IT measurement and analysis process is based on proven principles, practices, and activities that link quantitative measures of program and enterprise processes and products to defined and prioritized information requirements.  Since these requirements are dynamic, the measurement and analysis process is designed to adapt to changing decision related information needs.  The measurement and analysis process is integrated into the unique technical and management processes and infrastructures that exist within the program or organization.  The measures that are actually specified for a given program/enterprise at any point are defined by what can be generated within the existing business and technical process infrastructures.  Analysis and interpretation of the measurement data is based on the context of the program or organization, the objectives, assumptions, and constraints that characterize the decisions being made in a particular acquisition/technical environment.

MT 8: Measurement results must be interpreted within the context of the program environment
a. measurement results are only a part of the decision process
b. there are many reasons why the numbers look the way that they do
c. there are few “absolutes” - definitive good/bad interpretations based on an expected measurement result - there are no “magic numbers”
d. measurement results must be used “correctly”
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: The IT measurement and analysis process is based on proven principles, practices, and activities that link quantitative measures of program and enterprise processes and products to defined and prioritized information requirements.  Since these requirements are dynamic, the measurement and analysis process is designed to adapt to changing decision related information needs.  The measurement and analysis process is integrated into the unique technical and management processes and infrastructures that exist within the program or organization.  The measures that are actually specified for a given program/enterprise at any point are defined by what can be generated within the existing business and technical process infrastructures.  Analysis and interpretation of the measurement data is based on the context of the program or organization, the objectives, assumptions, and constraints that characterize the decisions being made in a particular acquisition/technical environment.

MT 9: Program decision makers must be committed to the generation and use of fact-based information
a. measurement requires management involvement to succeed
b. communication of the measurement results is critical
c. resources must be identified and allocated
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: Each program/enterprise measurement and analysis process is built on a common set of structured activities and disciplines.  These include: 1) measurement planning, which encompasses the identification and prioritization of the information needs and the selection and definition of appropriate measures that support those information needs, 2) performing measurement, which encompasses data collection and management, measurement analysis, and the communication of the relevant decision support information to the pertinent decision makers, and 3), evaluating the measurement process, which addresses the adaptation of the implemented measures and analysis focus to address changing information needs and the opportunity to measure new and revised processes and products as the program/organization matures.

MT 10: Measurement is a supporting information process applied across the acquisition and system life cycles.
a. measurement and analysis (M&A) provides insight into the program’s acquisition and technical functions
b. the measurement and analysis process supports resource estimation, program planning, and performance assessment
c. the measurement and analysis process quantifies the management and technical interrelationships across the program
REFERENCE:  DoDD 5000.01, May 12, 2003; Current as of November 20, 2007, DoDI 5000.02, November 25, 2013
CONTENT: Department of Defense Directive 5000.01 and Department of Defense Directive 5000.02 both call for the use of measurement in the acquisition of DoD IT systems.  The guidance provided in these documents is derived from both statute (Title 40 – Clinger-Cohen Act, etc.) and policy.  Measurement requirements focus on technical performance, cost performance, risk management, and cumulative performance against plan (progress) at major acquisition decision milestones as well as throughout the program life cycle.  Specific instances requiring measurement are identified, including information assurance, determination of software maturity, test readiness, etc.  The curriculum content defined by Competency 19.1 and Competency 19.2 addresses the definition and implementation of a measurement process required to be in compliance with DoDD 5000.01, DoDI 5000.02 guidance.
REFERENCE:  Defense Acquisition Guidebook, Chapters 4 and 7 (as of Oct 9, 2012)
CONTENT: The Defense Acquisition Guidebook (DAG) provides more detailed guidance with respect to the measurement requirements addressed in DoDD 5000.01, May 12, 2003; Current as of November 20, 2007 and DoDI 5000.02, November 25, 2013.  Measurement and analysis requirements include multiple technical and process performance and effectiveness measures, IT process improvement measures, and system test and evaluation related measures.  From a resource perspective, measurement guidance is embedded in the cost estimation requirements, earned value management, and related economic analysis requirements.  Measurement is also a key part of risk management and analysis.  Chapters 4 and 7 respectively address systems engineering and information system acquisition.  SE measurement guidance is focused on system performance and measures to support program evaluation against established TEMP requirements.  The information system acquisition emphasis is focused on information assurance/cybersecurity measures, system performance, and interoperability.  The DAG guidance addresses where measurement is required with respect to the acquisition of IT systems.  It is focused at the project/program level.  The DAG identifies many of the unique requirements and measurement instances that must be addressed by the measurement and analysis process.

MT 11: The measurement process must be flexible - it must be adaptable to support changing program information needs, newly identified risks and objectives, program mandates, and event driven information requirements.
· what the decision maker needs to know and what can actually be measured changes over the life cycle of the program
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: As a program moves from acquisition phase to acquisition phase, the information needs change and this drives the need for new performance measurements that are tailored to that phase.

MT 12: The measurement process includes an independent analysis function.
· there may be multiple levels of analysis (i.e., program and enterprise levels) that address different types of decision information needs
MT 13: Measurement data must be collected and analyzed at a level of detail sufficient to identify and isolate program risks and performance issues.
MT 14: Measures must be clearly traceable to the information needs and the decisions they are implemented to support.
MT 15: No one measure (silver bullet) can adequately describe the status of a software development; you must “paint the picture” the appropriate measures based on the information needs
MT 16: Users of the measurement process (program and enterprise decision makers), must understand what the data represents and must know how to validly interpret the analysis results.
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: IT Measurement and Analysis is a structured process that provides objective information to support decisions made at the project, program, and enterprise levels.  Measurement and analysis is a supporting information process that interfaces directly with the acquisition, technical, and program management processes and activities inherent in a program or enterprise.  The measurement and analysis process is driven by the “information needs” of the decision makers at multiple levels within the organization - what the decision makers “need to know”.  

MT 17: What a decision maker needs to know is driven by program/enterprise objectives, risks, and acquisition/technical mandates.
a. the DoD IT environment changes rapidly:  acquisition process changes, security/risk mandates, resource constraints, technology impacts, life-cycle focus, etc. - making defensible IT decisions is critical to program success. 
b. the project environment also changes rapidly - there are different decisions that must be made as the program progresses along its life cycle - and different risks and problems that must be addressed
c. the current set of prioritized information requirements define what measures are implemented and the focus of the measurement analysis
d. with limited program resources, measurement efforts must be focused on the critical information requirements - these change over the course of the program
MT 18: There are different “types” of information needs.  In general these include: 1) describing IT process and product characteristics, 2) assessing the accomplishment of programmed activities and the achievement of pre-defined thresholds, 3) quantifying the changes in outcomes due to a previous action(s), and 4) assessing the adequacy of the performance of the IT process or product.
a. the different “types” of information needs are supported by different measures and different analysis techniques
b. measurement and analysis helps to define objective activity and performance expectations (thresholds) as well as helps to track execution performance against these expectations
MT 19: Program and systems IT performance parameters and associated information needs are highly interrelated
a. decisions that result in a change in one area almost always impact another - strong cause and effect relationships exist
b. the key performance parameters include: 1) system size and capability, 2) program resources and cost, 3) development and maintenance schedule and progress, and 4) product quality
c. program decisions must consider these relationships - the measurement and analysis process helps to quantify them
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT:  The common set of measurement and analysis activities are supported by a proven set of principles, practices and implementation models and constructs.  These are based on measurement best practice derived from multiple measurement instantiations on actual DoD weapons system and MAIS programs, as well as from PEO and other enterprise measurement and analysis implementations.  These are documented in the Practical Software and Systems Measurement guidance.

The measurement and analysis process, when implemented in accordance with the principles, practices, implementation models, and constructs addressed above, provides a specific DoD IT program or enterprise with a foundational asset for generating objective decision information.  Each measurement and analysis process, however, must be uniquely configured to meet the specific characteristics and requirements of the particular program or organization.  In this configuration process, the foundational measurement and analysis process activities are tailored with respect to the applied measures, analysis constructs, information infrastructure interfaces, communication of results, and other factors.  The key variables that drive the unique tailoring of the implemented measurement process for a given program or enterprise include:
a. the scope/size of the application of the measurement and analysis process - project, program, or enterprise
b. variations in the nature of the decisions that are to be supported by the measurement results - legislation, regulation, policy, etc. mandates
c. system functional domain characteristics - weapons system, MAIS system, technical characteristics, etc.
d. life cycle phase (project, program, portfolio) - development, maintenance
e. technical approach and technology - new development, commercial product integration, technical methodologies, etc.
f. key areas of DoD interest - information assurance/cybersecurity, IT technology innovations, system sustainment, etc.
g. business process infrastructure - financial systems, applied business practices, etc.
h. others
REF:  DoDI 8510.01, March 12, 2014 - Risk Management Framework (RMF) for DoD Information Technology
CONTENT: DoDI 8510.01 transitions the DoD certification and acceptance information assurance process to the NIST Risk Management Framework (RMF) defined in NIST SP 800-37.  The RMF will be applicable to DoD IT system acquisitions under implementation guidance documented in NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems.  RMF implementation, under both the DIACAP and the revised Assessment and Authorization (A&A) processes, requires process and product measures to evaluate the security of DoD IT systems.  The specific process activities and information requirements, as well as the technical characteristics of the IT system(s), will support the definition and implementation of appropriate information security measures within the measurement and analysis framework.

MT 20: A key aspect of the measurement process is defining and aligning the objective measures that support the decision maker’s information needs
MT 21: The measures that are actually implemented are a synthesis of user information needs and the ability to generate the measurement data.  The implemented measurement set is directly influences by the instantiated program technical and management processes.
MT 22: The decision maker needs to establish an “audit trail” between what is measured and the decisions that are made - this is the basis for “fact-based”, justifiable decisions.
· every decision maker in the program structure has a unique set of information needs
· the same measurement data can be analyzed in different ways to address different information needs
MT 23: There is a well defined approach that shows how measured IT attributes (e.g., product size, development effort, etc.) are converted into an auditable information product that directly supports IT program decisions.
· program IT information needs are categorized into general categories (e.g., schedule/progress, resources/cost, product size/functionality, product quality, etc.).  These provide a basis for what almost all programs commonly need to measure
· Information requirements unique to the specific program (e.g., technical performance, security compliance, etc.), are then integrated with the common information requirements to establish a set of program information needs
· initial measurement requirements are assessed for implementation feasibility based on the program’s established management and technical processes
· measures are implemented based on the aligned priorities of the decision information needs
MT 24: This process iterates across the program life cycle
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT:  The common set of measurement and analysis activities are supported by a proven set of principles, practices and implementation models and constructs.  These are based on measurement best practice derived from multiple measurement instantiations on actual DoD weapons system and MAIS programs, as well as from PEO and other enterprise measurement and analysis implementations.  These are documented in the Practical Software and Systems Measurement guidance.

The measurement and analysis process, when implemented in accordance with the principles, practices, implementation models, and constructs addressed above, provides a specific DoD IT program or enterprise with a foundational asset for generating objective decision information.  Each measurement and analysis process, however, must be uniquely configured to meet the specific characteristics and requirements of the particular program or organization.  In this configuration process, the foundational measurement and analysis process activities are tailored with respect to the applied measures, analysis constructs, information infrastructure interfaces, communication of results, and other factors.  The key variables that drive the unique tailoring of the implemented measurement process for a given program or enterprise include:
a. the scope/size of the application of the measurement and analysis process - project, program, or enterprise
b. variations in the nature of the decisions that are to be supported by the measurement results - legislation, regulation, policy, etc. mandates
c. system functional domain characteristics - weapons system, MAIS system, technical characteristics, etc.
d. life cycle phase (project, program, portfolio) - development, maintenance
e. technical approach and technology - new development, commercial product integration, technical methodologies, etc.
f. key areas of DoD interest - information assurance/cybersecurity, IT technology innovations, system sustainment, etc.
g. business process infrastructure - financial systems, applied business practices, etc.
h. others
REF:  DoDI 8510.01, March 12, 2014 - Risk Management Framework (RMF) for DoD Information Technology
CONTENT: DoDI 8510.01, March 12, 2014 transitions the DoD certification and acceptance information assurance process to the NIST Risk Management Framework (RMF) defined in NIST SP 800-37.  The RMF will be applicable to DoD IT system acquisitions under implementation guidance documented in NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems.  RMF implementation, under both the DIACAP and the revised Assessment and Authorization (A&A) processes, requires process and product measures to evaluate the security of DoD IT systems.  The specific process activities and information requirements, as well as the technical characteristics of the IT system(s), will support the definition and implementation of appropriate information security measures within the measurement and analysis framework

MT 25: The measurement process supports three primary types of information needs across the IT program life cycle - program estimation and planning, program feasibility assessments, and acquisition/system performance evaluation.
· the focus of the measurement process shifts across these three types depending on life-cycle phase, program acquisition/development/maintenance strategies, and programmed tasks and activities
· different measurement constructs and analysis techniques are used to generate the required information
MT 26: Measurement analysis focuses on taking the measured IT parameter results and transforming them, through the use of various constructs, into information products that relate directly to one or more information needs
· all information products are based on the measurement of key program/system attributes at a low level - base measures
· base measures are systematically combined, using consistently defined relationships, to quantify an IT activity or product.  The measurement result is then compared against established decision criteria, and presented as a measurement indicator
· the measurement indicator conveys the measurement results to the decision maker - it usually compares the measured results to pre-established thresholds that determine the need for action
· integrated analysis combines multiple indicators and focuses on the cause and effect relationships inherent between IT performance parameters - integrated analysis helps to identify and correct performance factor inconsistencies
MT 27: Measurement derived information must be coupled with program context information to interpret the numbers correctly.
· measurement information products need to be understood and “usable” by both program and enterprise decision makers.  
· decision makers must understand the measures presented to them and the associated data and analysis.  They have to be able to evaluate the limitations of the measurement results.
· most program decisions are supported by multiple measures (tightly coupled attributes) and different types of information - there is no single measure that indicates IT program performance - there is no single number that indicates “good” or “bad”.
MT 28: The decision maker may not always be able to make “fact-based” decisions - there are inherent limitations with every program environment.
REFERENCE:  Practical Software and Systems Measurement  (www.psmsc.com)
CONTENT: The IT measurement and analysis process is based on proven principles, practices, and activities that link quantitative measures of program and enterprise processes and products to defined and prioritized information requirements.  Since these requirements are dynamic, the measurement and analysis process is designed to adapt to changing decision related information needs.  The measurement and analysis process is integrated into the unique technical and management processes and infrastructures that exist within the program or organization.  The measures that are actually specified for a given program/enterprise at any point are defined by what can be generated within the existing business and technical process infrastructures.  Analysis and interpretation of the measurement data is based on the context of the program or organization, the objectives, assumptions, and constraints that characterize the decisions being made in a particular acquisition/technical environment.

MT 29: At the enterprise level, there are measurement process differences in the decision objectives, information needs, analytical techniques, communication structures, scope of application, and implementation complexity.
MT 30: Project and enterprise performance are interdependent - enterprise performance is based on the valid aggregation of the performance of multiple programs - the enterprise portfolio.
MT 31: Enterprise measurement must focus not only on the integrity of the program source data, but also on the validity of the data and information aggregation structures.
MT 32: There must be a suitable enterprise information infrastructure available to support the generation, aggregation, and communication of enterprise measurement results 
MT 33: Enterprise measurement analysis and results are more complex to interpret. 
REF: OMB Circular A-11 Part 7, Section 300:  Planning, Budgeting, Acquisition, and Management of Capital Assets
CONTENT: OMB Circular A-11 Part 7 (OMB-300), requires that performance measures be implemented and results reported for major DoD information technology investments.  In addition, OMB has established a Federal Information Technology Dashboard to promote accountability by making federal IT investments more transparent.  The mandated measurement and reporting requirements apply to both the program and enterprise management levels, and focus on cost performance, system functional performance, acquisition activity and progress, risk management, and contract management.  The DAU measurement and analysis course content provides the knowledge required to implement the OMB measurement and reporting requirements under OMB-300.  The OMB-300 derived information needs establish a unique instance for the tailoring and implementation of the measurement process for both a single IT system acquisition and the management of an enterprise IT capital asset portfolio.
REF: Practical Software and Systems Measurement (www.psmsc.com) 
CONTENT:  Practical Software and System Measurement (PSM) is a DoD sponsored initiative that has developed measurement and analysis guidance, models, and constructs to support the implementation of effective measurement processes for DoD IT projects, programs, and enterprises.  The PSM product set addresses the foundational measurement process concepts, activities, and disciplines, as well as guidance extensions for specific measurement instances.  The PSM guidance is the basis for the DAU measurement and analysis curriculum content.  The baseline material is presented in DAU CLE-060.

NOTES ON HOW DAU SHOULD TEACH IT MEASUREMENT AND ANALYSIS

The design of the overall DAU IT measurement and analysis curriculum must address not only the foundational measurement and analysis process and its constituent principles, practices, activities and constructs, but also the specific measurement and analysis instances defined by the variables described above.  In addition, the scope and level of the particular IT courses where the measurement and analysis material is incorporated must be considered.  For example, the measurement and analysis curriculum content for IRM 304 (material, measurement and analysis examples, scenarios, etc.) should address a large scale MAIS development program and/or a DoD acquisition enterprise organization responsible for a portfolio of ERP systems.  Conversely, the measurement and analysis material included in SAM 301 should focus on the development and sustainment of a DoD weapons system.

Given the variation and scope of the measurement and analysis information that must be conveyed across the DAU IT course set, and the OSD defined measurement and analysis competencies that must be satisfied, the overall measurement and analysis curriculum deployment strategy is defined as follows:
· The definition, implementation, and use of a foundational measurement and analysis process, in accordance with best practices, are encompassed in the learning objectives of Competency 19.1 and Competency 19.2.  
· Competency 19.1 focuses on the foundational measurement and analysis knowledge required by IT program and enterprise decision makers.  The 19.1 curriculum objectives and content address the characteristics of an effective measurement and analysis process implementation as well as the use of measurement to support program and enterprise acquisition and technical decisions.
· Competency 19.2 focuses on the knowledge required by the measurement analyst and/or the measurement and analysis process manager.  The 19.2 curriculum objectives and content address the underlying measurement and analysis process activities and supporting models and constructs. 
· The TLOs/ELOs and respective measurement and analysis content for both 19.1 and 19.2 are intended to be allocated to specific DAU courses as applicable.  The foundational measurement and analysis content will be consistent across all interfacing courses.  The TLOs/ELOs that are included for a particular course will be dependent on the level of the course.
· Specific measurement and analysis curriculum content will be developed as learning modules based on the specific objectives of the course as defined by the nature and emphasis of the measurement and analysis variables defined above.  (i.e., specific measurement guidance, measurement examples, scenarios, case studies, etc. will be developed to support those courses which emphasize information assurance).
In effect, the foundational measurement and analysis material will be common to all course content to the applicable level, and the unique, variable driven measurement and analysis material will be modularized for insertion into the appropriate DAU courses to address specific measurement requirements.
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