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	Competency 1: IT Legal, Policy, and Regulatory Environment

	

	Competency Element(s):

	1.1  Applies and/or assesses laws, policies, regulations, directives and guidance impacting the management and acquisition of DoD IT (e.g., USC Title 40 - Clinger Cohen Act, DoDI 5000.02) to ensure the efficient and effective management of IT systems.

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE.

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	1-1-1 Conduct an assessment of applicable key provisions of current laws, policies, regulations, directives and guidance and create a list impacting the management and acquisition of DoD IT programs assigned.

1. Review and identify current laws, policies, regulations, directives and guidance applicable to management and acquisition of DoD IT programs. 
2. Identify a list of applicable provisions impacting assigned programs.
3. Recommend incorporation of applicable provisions into the acquisition documentation Report applicable provisions.

1-1-2 In accordance with applicable laws, policies, regulations, directives and guidance, document compliance with the Clinger-Cohen Act and other identified compliance requirements.
1. Assess the state of program compliance with CCA utilizing the current law, policies, regulations, directives and guidance.
2. Assess the state of program compliance with other applicable laws, policies, regulations, directives and guidance.
3. Identify areas of non-compliance and recommend appropriate action to decision authority.

	AWQI References (DAU)

	· 5 U.S.C. 552 and 552a
· 6 U.S.C. 485
· 29 U.S.C. 794d
· Chapters 31, 35 and 36 of Title 44, U.S.C.
· Title 40 U.S.C. Subtitle III 
· E-Government Act
· GPRA Modernization Act of 2010
	· EO 13231
· EO 13526
· EO 13556
· EO 13576
· OMB Circular A-11
· OMB Circular A-123
· OMB Circular A-130
	· HSPD 7
· HSPD 12
· OPM ECQ 1
· DoDD 5000.01
· DODI 5000.02 Encl 1, 11 and 12
· Defense Acquisition Guidance

	Assumptions (DAU)

	Only IT-related U.S. Laws, Federal Government and DoD directives, instructions, policies and guidelines are identified here.

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 1.1.1 Identify applicable United States laws and DoD directives that govern management of IT systems.
	BLOOM: 2 

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)

	ELO 1.1.1.1 Given a list of U.S. Laws and Federal Government directives, summarize four key points affecting acquisition of IT systems. 

MT1.1. The President can make Executive decisions that have the power of U.S. law that effect DoD IT policy.  For example, Executive Order (E.O.) 13636 on Cybersecurity.

MT1.2. The Office of Management and Budget (OMB) exercises direct spending control over DoD IT acquisitions via OMB Circular A-11 and OMB Circular A-130.

MT1.3. The main IT-related U.S. Laws that impact DoD IT acquisition are Title 5 on Federal Government and Agency Performance Plans; Title 10 on the management of Major Automated Information System (MAIS) Programs; Title 29 on the management of Electronic Information Technology; Title 40 on the management and acquisition of Information Technology (Clinger-Cohen Act (CCA); Title 44 on Federal Information Security (Cybersecurity)

MT1.4. The key law directing the management of DoD IT acquisition is Title 40, U.S. Code, Subtitle III, Information Technology Management (Clinger-Cohen Act (CCA)).

MT1.5. The annual National Defense Authorization Act (NDAA) enacts laws that directly impact DoD IT acquisition.

Assessment Strategy: QUIZ
	BLOOM: 2
Level 1 (ISA101)

	ELO 1.1.1.2 Identify DoD key information and software policy and regulations. 

MT 2.1. DoDD 5000.01 and DoDI 5000.02 are the main, mandatory DoD acquisition policies and procedures that include IT acquisition and other IT-related requirements like an Enterprise or Joint Integrated Architecture.

MT2.2. DoDD 5144.02 identifies the DoD CIO responsibilities.

MT2.3. The DoD (Directives and Instructions) 8000 Series covers all INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY policy and procedures.

MT2.4. The DoD 8300 series defines Information Infrastructure Design and Engineering.  

MT2.5. DoDD 8320.02 defines the DoD Data Strategy.  DoDI 8330.01 defines the requirements for Interoperability of Information Technology (IT), Including National Security Systems (NSS).

MT2.6. National Security Systems (NSS) are all systems used to defend the United States (Weapons systems, C4ISR Systems, Combat Support Systems to include Information Technology and Telecommunication Systems) as defined in Title 44, Section 3542(b).  NSS does not include routine administrative business systems.

MT2.7. The DoD 8500 series dictates Information Infrastructure Protection and Safeguards (e.g., DoDI 8500.01 on Cybersecurity and DoDI 8510.01 on Risk Management Framework (RMF)).

MT2.8. CJCSI 3170 and JCIDS Manual defines the process to collect and manage IT system requirements. 

Assessment Strategy: QUIZ
	BLOOM: 1
Level 1 (ISA101)

	ELO 1.1.1.3 Identify the requirements of Title 40, Clinger-Cohen Act (CCA).

MT3.1. Compliance with Title 40/CCA is STATUTORY for all programs that acquire IT.

MT3.2. Compliance means satisfying all eleven requirements required by CCA Compliance table found in DoDI 5000.02.

MT3.3.  All programs must gain CCA Compliance approval from their Milestone Decision Authority (MDA) to exit each program milestone.

Assessment Strategy: QUIZ
	BLOOM: 1
Level 1 (ISA101)

	ELO 1.1.1.4 Identify the responsibilities of a Chief Information Officer (CIO).

MT4.1.  The DoD CIO responsibilities include developing a DoD Enterprise Architecture and developing, maintaining and implementing a cyber-secure IT network throughout DoD.

Assessment Strategy: QUIZ
	BLOOM: 2
Level 1 (ISA101)

	
	

	ELO 1.1.1.5 Discuss the impact of Title 40/CCA on acquisition of Information Technology (IT). 

MT5.1. Compliance with Title 40/CCA is STATUTORY for all programs that acquire IT.

MT5.2. Compliance means satisfying all eleven requirements required by CCA Compliance table found in DoDI 5000.02.

Assessment Strategy: CASE
	BLOOM: 2
Level 2 (ISA201)

	ELO 1.1.1.6 Apply the eleven (11) compliancy requirements of Title 40/CCA to a given DoD IT system.

MT6.1.  All programs must gain CCA Compliance approval from their Milestone Decision Authority (MDA) to exit each program milestone.

Assessment Strategy: CASE
	BLOOM: 3
Level 2 (ISA201)

	ELO 1.1.1.7 Document the requirements for project/program reporting listed in OMB Circular A-11 Section 55. 

MT7.1.  OMB Circular A-11, Section 55 documents each Program’s IT mission investments via the “Major IT Business Case” and “Major IT Business Case Detail” reports (used to be called Exhibit 300).  Also, Section 55 documents the enterprise’s IT mission investments via the “Agency IT Portfolio Summary” and “Agency Cloud Spending Summary” reports  (used to be called Exhibit 53) which are rollups of their subordinate program’s “Major IT Business Case” and “Major IT Business Case Detail” reports.

Assessment Strategy: Facilitated Discussion (Special Instructions in ELO NOTE Needed)
	BLOOM: 3 
Level 2 (ISA201)

	ELO 1.1.1.8 Given an acquisition scenario, identify the laws and policies requiring the use of Enterprise Architecture tools and concepts.

[bookmark: _Toc288035873][bookmark: _Toc289177402][bookmark: _Toc292186174]MT8.1. Title 40, Subtitle III, Clinger-Cohen Act (CCA) mandates the use of enterprise architectures as dictated by CCA Compliance Action #8. Ensure that the acquisition is consistent with the DoD Information Enterprise policies and architecture, to include relevant standards.

MT8.2. DoDI 5000.02 mandates the use of Enterprise and Solution architectures for all DoD Programs.

Assessment Strategy: Facilitation
	BLOOM: 1
Level 2 (ISA201)

	ELO 1.1.1.9 Identify the laws and policies requiring the use of software assurance.

MT9.1. FY13 NDAA, Section 933 mandates the use of software assurance tools and practices on all DoD “covered systems.”  A “covered system” includes all NSS, all non-NSS Mission Assurance Category I (MAC 1) business and administrative systems.

MT9.2. DoDI 5000.02 mandates the use of software assurance for all DoD Programs as described in each program’s Program Protection Plan (PPP).

[bookmark: _GoBack]Assessment Strategy: Facilitation
	BLOOM: 1
Level 2 (ISA201)

	ELO 1.1.1.10 Given a DoD acquisition scenario, apply laws and DoD directives to ensure successful IT systems management throughout the acquisition life cycle.

MT10.1. DoDD 5000.01 and DoDI 5000.02 are the main, mandatory DoD acquisition policies and procedures that include IT acquisition and other IT-related requirements like an Enterprise or Joint Integrated Architecture.

MT10.2. The DoD (Directives and Instructions) 8000 Series covers all INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY policy and procedures.

Assessment Strategy: CASE
	BLOOM: 3
Level 2 (ISA201)

	
	

	ELO 1.1.1.11 Given an IT acquisition Scenario, recommend the applicable statutes, policies, regulations, guidance, and best practices to effectively incorporate Enterprise Architecture into an IT acquisition.

MT11.1. DoDD 5000.01 and DoDI 5000.02 are the main, mandatory DoD acquisition policies and procedures that include IT acquisition and other IT-related requirements like an Enterprise or Joint Integrated Architecture.

MT11.2. Title 40, Subtitle III, Clinger-Cohen Act (CCA) mandates the use of enterprise architectures as dictated by CCA Compliance Action #8. Ensure that the acquisition is consistent with the DoD Information Enterprise policies and architecture, to include relevant standards.

Assessment Strategy: CASE
	BLOOM: 5
Level 3 (ISA301)

	
	

	ELO 1.1.1.12 Presented with a DoD law or directive and a DoD acquisition vignette, analyze  the potential  impact of the given law/directive  on the management of software systems.

MT12.1. DoDI 5000.02 mandates the use of Enterprise and Solution architectures for all DoD Programs.

MT12.2. DoDI 5000.02 mandates the use of software assurance for all DoD Programs as described in each program’s Program Protection Plan (PPP).

Assessment Strategy: CASE
	BLOOM: 4
Level 3 (ISAA320)

	ELO 1.1.1.13 Given descriptive information and appropriate software acquisition management reference materials, assess the effect of executive branch, legislative branch and departmental level policy and legal initiatives on software acquisition management. 

MT13.1. The annual National Defense Authorization Act (NDAA) enacts laws that directly impact software acquisition processes.

Assessment Strategy: CASE

	BLOOM: 5
Level 3 (ISA320)

	MAJOR TAKEAWAYS (MT) with REFERENCES and CONTENT (Subject Matter Expert (SME))

	MT1.1.  The President can make Executive decisions that have the power of U.S. law that effect DoD IT policy.  For example, Executive Order (E.O.) 13636 on Cybersecurity.

Executive Orders (http://en.wikipedia.org/wiki/President_of_the_United_States )
United States Presidents issue executive orders to help officers and agencies of the executive branch manage the operations within the federal government itself. Executive orders have the full force of law[1] when they take authority from a power granted directly to the Executive by the Constitution, or are made in pursuance of certain Acts of Congress that explicitly delegate to the President some degree of discretionary power (delegated legislation). Like statutes or regulations promulgated by government agencies, executive orders are subject to judicial review, and may be struck down if deemed by the courts to be unsupported by statute or the Constitution. Major policy initiatives usually require approval by the legislative branch, but executive orders have significant influence over the internal affairs of government, deciding how and to what degree laws will be enforced, dealing with emergencies, waging war, and in general fine policy choices in the implementation of broad statutes.

MT1.2.  The Office of Management and Budget (OMB) exercises direct spending control over DoD IT acquisitions via OMB Circular A-11 and OMB Circular A-130.

Reference: http://www.whitehouse.gov/omb/circulars_default/ 

OMB Circular A-11 – Budget Guidance: Purpose: Provides an overview of the budget process. It discusses the basic laws that regulate the budget process and the terms and concepts you need to know to understand the budget process and this Circular. Describes requirements under GPRA Modernization Act and the Administration's approach to performance management including a) requirements for agency strategic plans, annual performance plans and reports on a central website; b) Agency Priority Goals and Cross-Agency Priority Goals; c) reviews of agency performance; d) Federal Program Inventory; and e) elimination of unnecessary agency plans and reports. (Sections numbered 200 through 290); 

SECTION 55—INFORMATION TECHNOLOGY INVESTMENTS: 
 Renames exhibits 53 and 300 as follows: 
- Exhibit 53A is the Agency IT Portfolio Summary 
- Exhibit 53C is the Agency Cloud Spending Summary 
- Exhibit 300A is the Major IT Business Case 
- Exhibit 300B is the Major IT Business Case Detail 

Introduces a New Agency IT Infrastructure Spending Summary (for PY only); expands Cloud Computing to include Provisioned IT Services by DME and O&M; and requires agency CIOs and CFO/budget Officer approval of the Agency IT Portfolio Summary prior to submission to OMB.

Section 55.1 Overview: Agencies must submit information on their respective information technology (IT) investment portfolios,
using the required formats, as applicable, as stated in the FY 2016 IT Budget – Capital Planning Guidance. This section provides general guidance related to reporting on IT and the templates used to collect that information. Section 25.5 provides electronic links to the definitions and specific reporting instructions and exhibits related to budgeting for investments in IT.

55.2 Why must I report on information technology investments? The required information allows the agency and the Office of Management and Budget (OMB) to review and evaluate each agency's IT spending and to compare IT spending across the Federal Government. Agencies must provide required data on total IT funding using the formats specified in the FY 2016 IT Budget – Capital Planning Guidance. IT funding information should be consistent with the overall agency budget submission (see section 51.19), your agency enterprise architecture (EA), your agency’s Agency IT Portfolio Summary, and your agency’s Major IT Business Case submissions. IT investment costs must include funding from all Federal budgetary resources (e.g., direct appropriation, collections, and transfers). Investment costs and performance information must be formulated and reported in order to support the Clinger-Cohen Act's requirement that the OMB Director shall submit to Congress a report on the net program performance benefits achieved as a result of major capital investments made by executive agencies in information systems and how the benefits relate to the accomplishment of the goals of the executive agencies.

[bookmark: 1]OMB Circular A-130 – Preparation, Submission and Execution of the Budget: Purpose: This Circular establishes policy for the management of Federal information resources. OMB includes procedural and analytic guidelines for implementing specific aspects of these policies as appendices.

MT1.3. The main IT-related U.S. Laws that impact DoD IT acquisition are Title 5 on Federal Government and Agency Performance Plans; Title 10 on the management of Major Automated Information System (MAIS) Programs; Title 29 on the management of Electronic Information Technology; Title 40 on the management and acquisition of Information Technology (Clinger-Cohen Act (CCA); Title 44 on Federal Information Security (Cybersecurity)

Title 5, Chapter 3, Section 1115, Federal Government and Agency Performance Plans (GPRA Modernization Act of 2010)
Title 10, Subtitle A General Military Law, Part IV Service, Supply and Procurement, Chapter 144A Major Automated Information Systems Programs
Title 29, Chapter 16, Subchapter V, Paragraph 794d, Electronic Information Technology (Section 508 accessibility)
Title 40, Subtitle III, Information Technology Management (Clinger-Cohen Act)
Title 44, Chapter 35, Subchapter I – Fed Info Policy, II – Info Sec, III – Info Sec

MT1.4. The key law directing the management of DoD IT acquisition is Title 40, U.S. Code, Subtitle III, Information Technology Management (Clinger-Cohen Act (CCA)).

Title 40, Subtitle III, Information Technology Management (Clinger-Cohen Act)

The Information Technology Management Reform Act (ITMRA) (Division E) and the Federal Acquisition Reform Act (FARA) (Division D) were signed into law as part of the National Defense Authorization Act (NDAA) for Fiscal Year 1996. The ITMRA and FARA were subsequently designated the Clinger Cohen Act of 1996 (CCA), encompassing both.  In 2002, the 107th Congress under Subsec. (b). Pub. L. 107–217 substituted “subtitle III of title 40” for “division E of the Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.)”.

ITMRA establishes in law, Chief Information Officers (CIO) for Federal agencies. CIOs are responsible for providing advice and assistance to agency heads on IT acquisition and IRM. The CIO is responsible for developing, maintaining and facilitating the implementation of a sound and integrated IT architecture. The architecture is an integrated framework for evolving or maintaining existing IT and acquiring new IT. The agency heads shall identify in the agency's IRM plan (required by the Paperwork Reduction Act (PRA)), major IT acquisition programs that have significantly deviated from their respective cost, performance or schedule goals. Agency heads shall ensure IT performance measurements are prescribed for acquisition and use and that they measure how well IT supports agency programs. CIOs are to monitor performance of IT programs, evaluate the performance of those programs based on measures, and advise agency heads on continuing, modifying or terminating the programs or projects. Agency heads are to establish policies and procedures that (1) ensure information systems are designed, developed, maintained and used effectively; and (2) ensure program performance data are provided on a reliable, consistent and timely basis.

MT1.5. The annual National Defense Authorization Act (NDAA) enacts laws that directly impact DoD IT acquisition.

MT2.1/10.1/11.1. DoDD 5000.01 and DoDI 5000.02 are the main, mandatory DoD acquisition policies and procedures that include IT acquisition and other IT-related requirements like an Enterprise or Joint Integrated Architecture.

Reference DoD Directive 5000.01, “The Defense Acquisition System,” November 20, 2007, paragraph 1.2.  Along with reference (b), provides management principles and mandatory policies and procedures for managing all acquisition programs.  Reference paragraph 2.2. The policies in this Directive apply to all acquisition programs.

[bookmark: _Toc370304140][bookmark: _Toc370367934][bookmark: _Toc372555120]Reference DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” January 7, 2015, paragraph 2. APPLICABILITY.  This instruction applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities within the DoD (referred to collectively in this instruction as the “DoD Components”).  Reference paragraph 3.  POLICY.  The overarching management principles and mandatory policies that govern the Defense Acquisition System are described in Reference (a).  This instruction provides the detailed procedures that guide the operation of the system.

MT2.2. DoDD 5144.02 identifies the DoD CIO responsibilities.

Reference DoDD 5144.02, DoD Chief Information Officer (DoD CIO), November 21, 2014, 1. PURPOSE. Under the authority vested in the Secretary of Defense by section 113 of Title 10, United States Code (U.S.C.) (Reference (a)), this directive: a. Assigns the responsibilities, functions, relationships, and authorities of the DoD CIO, pursuant to sections 2222-2224 of Reference (a), section 11315 of Title 40, U.S.C. (Reference (b)), and sections 3102, 3506, and 3544 of Title 44, U.S.C. (Reference (c)). b. Reissues DoD Directive (DoDD) 5144.02 (Reference (d)). Any reference in any law, rule, regulation, or issuance to the Assistant Secretary of Defense for Networks and Information Integration (ASD(NII)) will be deemed to be a reference to the DoD CIO, unless otherwise
specified by the Secretary of Defense. c. Authorizes the DoD CIO, as a Principal Staff Assistant (PSA) reporting directly to the
Secretary of Defense, to establish DoD policy in DoD issuances within the responsibilities, functions, and authorities assigned in this directive, in accordance with DoD Instruction (DoDI) 5025.01 (Reference (e)).

MT2.3/10.2. The DoD (Directives and Instructions) 8000 Series covers all INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY policy and procedures.

“THE DoD ISSUANCE NUMBERING SYSTEM,” Chief, Directives Division (DD), under the Director, Washington Headquarters Services Services, assigns numbers to DoD issuances based on the established subject groups and sub groups provided in the enclosure, and the recommendations of DoD Component heads with equity in a particular issuance.  8000 INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY

MT2.4. The DoD 8300 series defines Information Infrastructure Design and Engineering.  

“THE DoD ISSUANCE NUMBERING SYSTEM,” Chief, Directives Division (DD), under the Director, Washington Headquarters Services Services, assigns numbers to DoD issuances based on the established subject groups and sub groups provided in the enclosure, and the recommendations of DoD Component heads with equity in a particular issuance.  8000 INFORMATION MANAGEMENT AND INFORMATION TECHNOLOGY; 8300-8399 Information Infrastructure Design and Engineering

MT2.5. DoDI 8320.02 defines the DoD Data Strategy.  DoDI 8330.01 defines the requirements for Interoperability of Information Technology (IT), Including National Security Systems (NSS).

DoDI 8320.02, “Sharing Data, Information, and Information Technology (IT) Services in the Department of Defense,” August 5, 2013: Establishes policies, assigns responsibilities, and prescribes procedures for securely sharing electronic data, information, and IT services and securely enabling the discovery of shared data throughout the DoD in accordance with DoDD 8000.01 (Reference (d)), Department of Defense Chief Information Officer (DoD CIO) Memorandum (Reference (e)), and DoD CIO
Memorandum (Reference (f)).

DoDI 8330.01, “Interoperability of Information Technology (IT), Including National Security Systems (NSS),” May 21, 2014: 
(1) Establishes policy, assigns responsibilities, and provides direction for certifying the interoperability of IT and NSS pursuant to sections 2222, 2223, and 2224 of Title 10, United States Code (Reference (c)). 
(2) Establishes a capability-focused, architecture-based approach for interoperability analysis. 
(3) Establishes the governing policy and responsibilities for interoperability requirements development, test, certification and prerequisite for connection of IT, including NSS (referred to in this instruction as “IT”). 
(4) Defines a doctrine, organization, training, materiel, leadership and education, personnel, facilities, and policy (DOTMLPF-P) approach to enhance life-cycle interoperability of IT. 
(5) Establishes the requirement for enterprise services to be certified for interoperability.

MT2.6. National Security Systems (NSS) are all systems used to defend the United States (Weapons systems, C4ISR Systems, Combat Support Systems to include Information Technology and Telecommunication Systems) as defined in Title 44, Section 3542(b).  NSS does not include routine administrative business systems.

U.S. Code Title 44, Section 3542(b)(2)(A) The term "national security system" means any information system (including any telecommunications system) used or operated by an agency or by a contractor of an agency, or other organization on behalf of an agency -
(i) the function, operation, or use of which -
(I) involves intelligence activities;
(II) involves cryptologic activities related to national security;
(III) involves command and control of military forces;
(IV) involves equipment that is an integral part of a weapon or weapons system; or
(V) subject to subparagraph (B), is critical to the direct fulfillment of military or intelligence missions; or
[bookmark: 44USC3542](ii) is protected at all times by procedures established for information that have been specifically authorized under criteria established by an Executive order or an Act of Congress to be kept classified in the interest of national defense or foreign policy.
(B) Subparagraph (A)(i)(V)(above) does not include a system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

MT2.7. The DoD 8500 series dictates Information Infrastructure Protection and Safeguards (e.g., DoDI 8500.01 on Cybersecurity and DoDI 8510.01 on Risk Management Framework (RMF)).

DoDI 8500.01, “Cybersecurity,” March 14, 2014: Reissues and renames DoD Directive (DoDD) 8500.01E (Reference (a)) as a DoD Instruction (DoDI) pursuant to the authority in DoDD 5144.02 (Reference (b)) to establish a DoD cybersecurity program to protect and defend DoD information and information technology (IT).

DoDI 8510.01, “Risk Management Framework (RMF) for DoD Information Technology (IT),” 12 March 2014: Implements References (c) through (f) by establishing the RMF for DoD IT (referred to in this instruction as “the RMF”), establishing associated cybersecurity policy, and assigning responsibilities for executing and maintaining the RMF. The RMF replaces the DoD Information Assurance Certification and Accreditation Process (DIACAP) and manages the lifecycle cybersecurity risk to DoD IT in accordance with References (g) through (k).

MT2.8. CJCSI 3170 and JCIDS Manual defines the process to collect and manage IT system requirements. 

CJCSI 3170.01H, “JOINT CAPABILITIES INTEGRATION AND DEVELOPMENT SYSTEM,” 10 January 2012: Purpose. In support of references a and b, this instruction establishes the Joint Capabilities Integration and Development System (JCIDS) as the process
used by the Joint Requirements Oversight Council (JROC) to fulfill its advisory responsibilities to the Chairman of the Joint Chiefs of Staff in identifying, assessing, validating, and prioritizing joint military capability requirements. This instruction provides a broad framework for the detailed JCIDS process activities described in reference c. This Instruction is not intended to standalone — readers are encouraged to become familiar with reference b before reviewing this Instruction.

JCIDS Manual, “Manual for the Operation of the Joint Capabilities Integration and Development System,” on NIPRNET - https://www.intelink.gov/wiki/JCIDS_Manual, on SIPRNET - http://www.intelink.sgov.gov/wiki/JCIDS_Manual

MT3.1/5.1. Compliance with Title 40/CCA is STATUTORY for all programs that acquire IT.

DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015, Enclosure 1, Table 2, CLINGER-COHEN ACT COMPLIANCE: STATUTORY for all programs that acquire IT; Regulatory for other programs.  Required for programs responding to urgent needs.  See section 3 in Enclosure 11 for amplifying guidance.  A summary of required actions is in Table 9 in this enclosure.

MT3.2/5.2. Compliance means satisfying all eleven requirements required by CCA Compliance table found in DoDI 5000.02.

DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015, Enclosure 1, Table 9, CCA Compliance.

MT3.3/6.1.  All programs must gain CCA Compliance approval from their Milestone Decision Authority (MDA) to exit each program milestone.

[bookmark: _Toc372555309][bookmark: _Ref371525179]DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015, Enclosure 11, Paragraph 3. CLINGER-COHEN ACT (CCA) COMPLIANCE.  Subtitle III of title 40 of U.S. Code (Reference (m)) (formerly known as Division E of CCA) (hereinafter referred to as “CCA”) applies to all IT investments, including NSS.

For all programs that acquire IT, including NSS, at any acquisition category (ACAT) level, the Milestone Decision Authority (MDA) will not initiate a program nor an increment of a program, or approve entry into any phase of the acquisition process that requires formal acquisition milestone approval, and the DoD Component will not award a contract for the applicable acquisition phase until:
(1) The sponsoring DoD Component or program manager has satisfied the applicable requirements of the CCA as shown in Table 9 in Enclosure 1 of this instruction; and
(2) The Program Manager has reported CCA compliance to the MDA and the DoD Component Chief Information Officer (CIO), or their designee. 

MT4.1.  The DoD CIO responsibilities include developing a DoD Enterprise Architecture and developing, maintaining and implementing a cyber-secure IT network throughout DoD.

DoDD 5144.02, “DoD Chief Information Officer (DoD CIO),” November 21, 2014, Paragraph 3: 

 3. RESPONSIBILITIES AND FUNCTIONS. The DoD CIO is the PSA and senior advisor to the Secretary of Defense for information technology (IT) (including national security systems and defense business systems), information resources management (IRM) and efficiencies. The DoD CIO is responsible for all matters relating to the DoD information enterprise, including communications; spectrum management; network policy and standards; information systems; cybersecurity; positioning, navigation, and timing (PNT) policy; and the DoD information enterprise that supports DoD command and control (C2). In this capacity, the DoD CIO: 
a. Develops DoD strategy and policy on the operation and protection of all DoD IT and information systems, including development and promulgation of enterprise-wide architecture requirements and technical standards, and enforcement, operation, and maintenance of systems, interoperability, collaboration, and interface between DoD and non-DoD systems. 
b. Serves as the Agency Chief Information Officer for the DoD with the responsibilities, duties, and qualifications, pursuant to section 11315 of Reference (b), and the additional responsibilities, pursuant to section 2223 of Reference (a). In performance of these duties, the DoD CIO will: 
(1) Develop, maintain, and manage the implementation of a sound, secure, and integrated DoD IT architecture, ensure the interoperability of IT throughout the DoD, and prescribe IT standards, including network and cybersecurity standards that apply throughout the DoD. their responsibilities, pursuant to section 2223 of Reference (a), and ensure compliance by all DoD Component CIOs with DoD policy under the purview of the DoD CIO. 
(3) Maintain a consolidated inventory of DoD mission-critical and mission-essential information systems, identify interfaces between these systems, and develop and maintain contingency plans for responding to disruptions in the operation of any of these information systems. 
(4) Monitor and evaluate the performance of DoD IT investments through applicable performance measurements and advise the Secretary of Defense, and advise relevant PSAs on investments under their purview, on whether to continue, modify, or terminate such investments. 
(5) Review and provide recommendations on the DoD IT budget requests and the management of information resources. 
(6) Provide for the elimination of duplicate DoD IT (including systems, applications, and infrastructure) within and between the DoD Components and interagency partners, and identify opportunities for improving IT efficiencies. (7) Develop and maintain, in coordination with the Under Secretary of Defense for Acquisition, Technology, and Logistics (USD(AT&L)), a process for maximizing the value of, and assessing and managing the risks related to, DoD IT acquisitions. Such a process will: 
(a) Be integrated with other key DoD decision support systems and processes that support capability identification; planning, programming, budgeting and execution; and acquisitions. (b) Provide for analyzing, selecting, monitoring, and evaluating DoD IT investments. 
(c) Be performance, cost, and results based.

MT7.1.  OMB Circular A-11, Section 55 documents each Program’s IT mission investments via the “Major IT Business Case” and “Major IT Business Case Detail” reports (used to be called Exhibit 300).  Also, Section 55 documents the enterprise’s IT mission investments via the “Agency IT Portfolio Summary” and “Agency Cloud Spending Summary” reports  (used to be called Exhibit 53) which are rollups of their subordinate program’s “Major IT Business Case” and “Major IT Business Case Detail” reports.

Reference: http://www.whitehouse.gov/omb/circulars_default/ 

OMB Circular A-11 – Budget Guidance: Purpose: Provides an overview of the budget process. It discusses the basic laws that regulate the budget process and the terms and concepts you need to know to understand the budget process and this Circular. Describes requirements under GPRA Modernization Act and the Administration's approach to performance management including a) requirements for agency strategic plans, annual performance plans and reports on a central website; b) Agency Priority Goals and Cross-Agency Priority Goals; c) reviews of agency performance; d) Federal Program Inventory; and e) elimination of unnecessary agency plans and reports. (Sections numbered 200 through 290); 

SECTION 55—INFORMATION TECHNOLOGY INVESTMENTS: 
 Renames exhibits 53 and 300 as follows: 
- Exhibit 53A is the Agency IT Portfolio Summary 
- Exhibit 53C is the Agency Cloud Spending Summary 
- Exhibit 300A is the Major IT Business Case 
- Exhibit 300B is the Major IT Business Case Detail 

Introduces a New Agency IT Infrastructure Spending Summary (for PY only); expands Cloud Computing to include Provisioned IT Services by DME and O&M; and requires agency CIOs and CFO/budget Officer approval of the Agency IT Portfolio Summary prior to submission to OMB.

Section 55.1 Overview: Agencies must submit information on their respective information technology (IT) investment portfolios,
using the required formats, as applicable, as stated in the FY 2016 IT Budget – Capital Planning Guidance. This section provides general guidance related to reporting on IT and the templates used to collect that information. Section 25.5 provides electronic links to the definitions and specific reporting instructions and exhibits related to budgeting for investments in IT.

55.2 Why must I report on information technology investments? The required information allows the agency and the Office of Management and Budget (OMB) to review and evaluate each agency's IT spending and to compare IT spending across the Federal Government. Agencies must provide required data on total IT funding using the formats specified in the FY 2016 IT Budget – Capital Planning Guidance. IT funding information should be consistent with the overall agency budget submission (see section 51.19), your agency enterprise architecture (EA), your agency’s Agency IT Portfolio Summary, and your agency’s Major IT Business Case submissions. IT investment costs must include funding from all Federal budgetary resources (e.g., direct appropriation, collections, and transfers). Investment costs and performance information must be formulated and reported in order to support the Clinger-Cohen Act's requirement that the OMB Director shall submit to Congress a report on the net program performance benefits achieved as a result of major capital investments made by executive agencies in information systems and how the benefits relate to the accomplishment of the goals of the executive agencies.

MT8.1/11.2. Title 40, Subtitle III, Clinger-Cohen Act (CCA) mandates the use of enterprise architectures as dictated by CCA Compliance Action #8. Ensure that the acquisition is consistent with the DoD Information Enterprise policies and architecture, to include relevant standards.

DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015, Enclosure 1, Table 9, CCA Compliance, Action#8.

MT8.2/12.1. DoDI 5000.02 mandates the use of Enterprise and Solution architectures for all DoD Programs.

[bookmark: _Toc372555311]DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015, Enclosure 11, Paragraph 5. DOD INFORMATION ENTERPRISE ARCHITECTURE.  The DoD Information Enterprise Architecture will underpin all information architecture development to realize the Joint Information Environment. Program Managers must develop solution architectures that comply with the DoD Information Enterprise Architecture, applicable mission area and component architectures, and DoD Component architecture guidance. A program’s solution architecture should define capability and interoperability requirements, establish and enforce standards, and guide security and cybersecurity requirements. The standards used to form the Standard Viewpoints of integrated architectures will be selected from those contained in the current approved version of the DoD IT Standards Registry within the Global Information Grid Technical Guidance Federation service (Reference (br)). The IT will be tested to measures of performance derived from the solution architecture.

MT9.1.  FY13 NDAA, Section 933 mandates the use of software assurance tools and practices on all DoD “covered systems.”  A “covered system” includes all NSS, all non-NSS Mission Assurance Category I (MAC 1) business and administrative systems.

FY13 NDAA, SEC. 933. IMPROVEMENTS IN ASSURANCE OF COMPUTER SOFTWARE PROCURED BY THE DEPARTMENT OF DEFENSE.
(a) BASELINE SOFTWARE ASSURANCE POLICY.—The Under Secretary of Defense for Acquisition, Technology, and Logistics, in
coordination with the Chief Information Officer of the Department of Defense, shall develop and implement a baseline software assurance policy for the entire lifecycle of covered systems. Such policy shall be included as part of the strategy for trusted defense systems of the Department of Defense.
(b) POLICY ELEMENTS.—The baseline software assurance policy under subsection (a) shall—
(1) require use of appropriate automated vulnerability analysis tools in computer software code during the entire lifecycle of a covered system, including during development, operational testing, operations and sustainment phases, and retirement;
(2) require covered systems to identify and prioritize security vulnerabilities and, based on risk, determine appropriate remediation strategies for such security vulnerabilities;
(3) ensure such remediation strategies are translated into contract requirements and evaluated during source selection (Use of Secure Coding Practices);
(4) promote best practices and standards to achieve software security, assurance, and quality; and
(5) support competition and allow flexibility and compatibility with current or emerging software methodologies.
(c) VERIFICATION OF EFFECTIVE IMPLEMENTATION.—The Under Secretary of Defense for Acquisition, Technology, and Logistics, in coordination with the Chief Information Officer of the Department of Defense, shall—
(1) collect data on implementation of the policy developed under subsection (a) and measure the effectiveness of such policy, including the particular elements required under subsection (b); and
(2) identify and promote best practices, tools, and standards for developing and validating assured software for the Department
of Defense.
(d) BRIEFING ON ADDITIONAL MEANS OF IMPROVING SOFTWARE ASSURANCE.—Not later than one year after the date of the enactment of this Act, the Under Secretary for Acquisition, Technology, and Logistics shall, in coordination with the Chief Information
Officer of the Department of Defense, provide to the congressional defense committees a briefing on the following:
(1) A research and development strategy to advance capabilities in software assurance and vulnerability detection.
(2) The state-of-the-art of software assurance analysis and test.
(3) How the Department might hold contractors liable for software defects or vulnerabilities.
(e) DEFINITIONS.—In this section:
(1) COVERED SYSTEM.—The term ‘‘covered system’’ means any Department of Defense critical information, business, or
weapons system that is—
(A) a major system, as that term is defined in section 2302(5) of title 10, United States Code;
(B) a national security system, as that term is defined in section 3542(b)(2) of title 44, United States Code; or
(C) a Department of Defense information system categorized as Mission Assurance Category I in Department
of Defense Directive 8500.01E that is funded by the Department of Defense.
(2) SOFTWARE ASSURANCE.—The term ‘‘software assurance’’ means the level of confidence that software functions as intended and is free of vulnerabilities, either intentionally or unintentionally designed or inserted as part of the software, throughout the life cycle.

MT9.2/12.2. DoDI 5000.02 mandates the use of software assurance for all DoD Programs as described in each program’s Program Protection Plan (PPP).

DoDI 5000.02, Enclosure 3, paragraph 13.b.,
Program managers will describe in their PPP the program’s Critical Program Information and mission-critical functions and components; the threats to and vulnerabilities of these items; the plan to apply countermeasures to mitigate associated risks; and planning for exportability and potential foreign involvement.  Countermeasures should include anti-tamper, exportability features, security (including cybersecurity, operations security, information security, personnel security, and physical security), secure system design, supply chain risk management, software assurance, anti-counterfeit practices, procurement strategies, and other mitigations in accordance with DoD Instruction 5200.39 (Reference (am)) and DoD Instruction 5200.44 (Reference (an)).  Program managers will submit the program’s Component CIO-approved Cybersecurity Strategy as part of every PPP.  Countermeasures mitigate or remediate vulnerabilities throughout the product life cycle, including design, development, developmental and operational testing, operations, sustainment, and disposal.  Program managers will incorporate automated software vulnerability analysis tools throughout the life cycle and ensure remediation of software vulnerabilities is addressed in PPPs, test plans, and contract requirements (as required by section 933 of P.L. 112-239, Reference (u)).

MT13.1. The annual National Defense Authorization Act (NDAA) enacts laws that directly impact software acquisition processes.

NDAA Section 804, 2003
NDAA Section 804, 2010
NDAA Section 932 and Section 933, 2011
NDAA Section 933, 2013
NOTE: Each year, Congress continues to add more guidance on Software acquisition processes that directly impact DoD Software Acquisition Management.
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