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	Competency 4: Product Support Business Case Analysis (BCA)

	

	Competency Element: 

	4.1 Applies and/or assesses the rationale and key parts of building a product support business case to support achievement of critical business objectives.

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE.

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	4-1-1 Perform a Business Case Analysis for a Defense Business System (DBS).
1. Upon receipt of an approved Problem Statement from the IRB, identify applicable laws, regulations, directives and policies to determine the depth and breadth of the BCA required to be developed.
2. Analyze the Problem statement to gain an understanding of the user’s business needs, constraints, assumptions, cost expectations, recommended solutions, and desired outcomes to be considered within the BCA’s content.
3. Identify specific directions within Acquisition Decision Memorandum (ADM) to determine if there are any specific directions from the MDA that have to be satisfied by contents of the BCA.
4. Identify potential solution sets within the Analysis of Alternatives (AoA) to determine the potential solution set to be considered within the BCA’s content.
5. Complete a Defense Business System Business Case Analysis as directed, IAW current guidance, and submit for approval to the Investment Review Board (IRB).
6. After approval by the IRB and MDA execute and update, as required, the approved Defense Business System BCA.

	AWQI References (DAU)

	· Interim DODI 5000.02, 25 Nov 2013
· Defense Acquisition Guidebook
· Fact Sheet on the Problem Statement available at:  https://www.milsuite.mil/book/docs/DOC-30337 (last accessed 13 Feb 2014)
· DBS Business Case Template available at:  https://www.milsuite.mil/book/groups/business-capability-lifecycle-bcl (last accessed 13 Feb 2014)
· USAF 63-101
· USA AR 70-1
· US Navy 5000.2E

	Assumptions (DAU)

	Curriculum’s foundation is based on the latest DODI 5000.02, the DAG, and the DoD Product Support BCA Guidebook – April 2011

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 4.1.1 Assess a Product Support Business Case Analysis (BCA) using the Department of Defense (DoD) Business Case Analysis (BCA) Guidebook and relevant policies and processes from an IT perspective.
	BLOOM: 3

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)

	ELO 4.1.1.1 Define Product Support BCA.

· MT1.1. The Product Support Business Case Analysis (BCA) is a structured methodology and document that aids decision making by identifying and comparing alternatives by examining the mission and business impacts (both financial and non-financial), risks, and sensitivities.
· MT1.2. Other names for a BCA are Economic Analysis, Cost-Benefit Analysis, and Benefit-Cost Analysis. Broadly speaking, a BCA is any documented, objective, value analysis exploring costs, benefits, and risks.

Assessment Strategy:  Quiz  
	BLOOM: 1
Level 1 (ISA101)


	ELO 4.1.1.2 Identify the purpose for a Product Support BCA.

· MT2.1. The main purpose of Product Support BCA is to provide a formal, structured process used as a tool to assess business improvement alternatives. 
· MT2.2. Another purpose of the Product Support BCA is to provide an enterprise-wide, holistic analysis of alternatives that forms the basis of understanding for a decision-maker.
· MT2.3. One principle application of the Product Support BCA guidebook is to assist the Product Support Manager (PSM) in identifying the product support strategy that achieves the optimal balance between Warfighter capabilities and affordability.
· MT2.4. Private sector companies use BCAs to determine the feasibility of developing new products or entering new markets. The private sector also uses BCAs to identify functional alternatives and present economical, technical, and other arguments for carrying out those alternatives to achieve stated business objectives. 
· MT2.5. The Software Engineer must ensure that the warfighter desired outcomes and requirements are obtained.  This ensures that the alternative we select provides the best value software solution and minimizes our rework.

Assessment Strategy:  Quiz  
	BLOOM: 1
Level 1 (ISA101)


	ELO 4.1.1.3 Identify Department of Defense (DoD) Product Support BCA policy and guidance.

· MT3.1. The Product Support Business Case Analysis (BCA) is a mandatory ANNEX to the mandatory Life-Cycle Sustainment Plan (LCSP) in DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015
· MT3.2. The Defense Acquisition Guidebook (DAG) provides guidance on how to product a Product Support Business Case Analysis

IRM101: Assessment Strategy:  Quiz  
	BLOOM: 1
Level 1 (ISA101)


	ELO 4.1.1.4 Interpret the meaning of 'best value' analysis as accomplished by Product Support BCAs.

· MT4.1. In a DoD context, "best value" means the alternative that optimizes system support and/or performance at the most reasonable cost. The "best value" alternative is not necessarily the least expensive alternative, but the one which provides the optimum desired outcome with the most efficient use of financial resources. 

Assessment Strategy:  Quiz  
	BLOOM: 1
Level 1 (ISA101)


	ELO 4.1.1.5 Identify the seven (7) major tasks the IT Professional provides to building a Product Support BCA.

· MT5.1. The Software Engineer supports the Systems Engineer in seven (7) ways, by ensuring that:

1)  Software Engineering Environment.  When computing the software cost estimate of each product alternative, it is important to understand the software development environment. 

2)  Open Systems Architecture (OSA). Adherence to OSA principles directly impacts the supportability of each product during the Operations and Support (O&S) phase.

3)  Intellectual Property (IP) Rights.  Ease of support during the O&S phase is directly impacted by whether the government has the rights to update the software in the project’s architecture.     

4)  Sharing Data, Information, and Information Technology (IT) Services.  Data, information, and IT services will be made visible, accessible, understandable, trusted, and interoperable throughout their lifecycles for all authorized users. Data governance rules must be clear for data element maintenance purposes.

NOTE: 
-Data means data elements/schema; data is usually metadata tagged.
-Information means any communication or representation of knowledge such as facts, data, or opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms. 
-IT services means an IT capability designed to provide awareness of, access to, and delivery of data or information made available for consumption by one or more users. Users can be an individual, organization, or machine.
DoD Directive 8000.01, “Management of the Department of Defense Information Enterprise,” February 10, 2009

5)  Software Development Environment.  The product support software development must replicate the original software development environment so the software applications can be improved easily

6)  Software Security Architecture.  The solution architecture for security should have been built in from the original design of each software item for ease of product support.

7)  Software Assurance.  The developers of the original software code must use secure coding practices to ensure ease of support during the O&S phase.

Assessment Strategy:  Quiz  
	BLOOM: 1
Level 1 (ISA101)


	ELO 4.1.1.6 Identify at least three benefits of doing the Product Support BCA.

· MT6.1. The Product Support BCA helps identify the best value solution for product support that balances warfighter requirements with product support necessities.
· MT6.2. The Product Support BCA provides a holistic approach to ensuring both quantitative and qualitative factors are considered in the final decision.  Examples of quantitative and qualitative variables include system availability, reliability, supportability, manageability, customer satisfaction and changeability to name a few. 
· MT6.3. Performing the Product Support BCA will impact the biggest cost savings area for the program’s life-cycle costs, the Operations and Support (O&S) phase.

Assessment Strategy:  Quiz
	BLOOM: 2
Level 1
 
    

	ELO 4.1.1.7 Identify three Information Technology (IT) areas that impact the best value benefits analysis of the Product Support BCA.

· MT7.1. Software Architecture: The product is not best value if it does not abide by the OSA principles that ensure the software is functionally modular and open for ease of maintenance and modernization. And, the software architecture must include the security architecture (build security in from the beginning).
· MT7.2. Supply Chain Management Strategy: The product is not best value if it has been developed in an unknown environment with a high risk of security vulnerabilities. Software Assurance considerations include secure-coding of the code and code analysis of code written by non-DoD developers.
· MT7.3. Intellectual Property (IP) Rights.  Ease of support during the O&S phase is directly impacted by whether the government has the rights to update the software in the project’s architecture.  If the government has limited rights to any software, it can be very costly to support that software.  Data escrow is a way to pay less money for obtaining the vendor’s software if the contractor goes bankrupt. 
· 
Assessment Strategy:  Quiz
	BLOOM: 1
Level 1
 
    

	ELO 4.1.1.8 Recall the important sections of the Product Support BCA to ensure Information Technology (IT) product support considerations are included.

· MT8.1. The initial focus of the Software Engineer should be on understanding each alternative, its Mission and Business Impacts, Risk Analysis and Mitigation Plans.  These are the sections where software-related product support impacts must be factored into the best value analysis.
· MT8.2. The Software Engineer needs to read the Executive Summary to ensure that the critical Information Technology factors have been considered.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1
 


	ELO 4.1.1.9 Recognize the IT inputs needed for software cost estimation.

· MT9.1. The Software Engineer is required to provide inputs about the software development environment to the Systems Engineer and Program Cost Estimator for cost estimation purposes. 
· MT9.2. The four software cost estimation techniques used are analogy, parametric, engineering and Expert Opinion (Delphi).
· MT9.3. The parametric estimate is where the software engineer provides the most insight into the alternative’s software development environment.  
· MT9.4. The parametric estimate is used when there is not enough cost data to obtain detailed estimates using other cost estimation techniques. 
· 
Assessment Strategy:  Quiz
	BLOOM: 1
Level 1
 


	ELO 4.1.1.10 Recognize that Open Systems Architecture (OSA) is a critical product support factor when developing a Product Support BCA.

· MT10.1. Using OSA principles ensures best value for product support during the O&S phase from a software application architecture perspective.
· 
Assessment Strategy:  Quiz
	BLOOM: 1
Level 1
 


	ELO 4.1.1.11 Recognize that Intellectual Property (IP) is a critical product support factor when developing a Product Support BCA.

· MT11.1. The Software Engineer ensures that the Intellectual Property (IP) Strategy provides the best value return for the government during the O&S phase.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1


	ELO 4.1.1.12 Recognize which software development products are needed for successful product support. 
· 
· MT12.1. The Software Engineer identifies which software support products are needed during the O&S phase and ensures they are accounted for in the Product Support BCA.
· MT12.2. The following are critical software development products needed for the O&S phase of acquisition (list is not all inclusive): Compilers, Debuggers and other software tools used to create and maintain the products software.  This also includes testing and training software.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1


	ELO 4.1.1.13 Recognize characteristics of a product’s ability to maintain interoperability during the Product Support phase.

· MT13.1. The product’s metadata must be published throughout the DoD Enterprise.
· MT13.2.The data, information and IT Services that support the data (like metadata discover), must be discoverable, searchable, and retrievable.

Assessment Strategy:  Quiz
	BLOOM: 1
Level 1


	ELO 4.1.1.14 Recognize the Software Engineer’s responsibility to ensure that software security is factored in when developing a Product Support BCA.

· MT14.1. The software engineer should emphasize the use of secure coding practices as much as possible to be included in the software development environment.
· MT14.2. The software engineer must ensure that proper software security features are designed into each product; we want security to be designed into the software architecture from the beginning, not bolted on later.
· 
Assessment Strategy:  Quiz
	BLOOM: 1
Level 1


	
	

	ELO 4.1.1.15 Given the acquisition lifecycle, identify  at least one major activity related to the BCA that should occur at relevant acquisition milestones

· MT15.1. Product Support BCAs are living documents and must be updated at each acquisition milestone.
· MT15.2. A complete analysis of the product support strategy must be performed prior to each acquisition milestone to ensure the validity of the future support.

Assessment Strategy:  Case
	BLOOM: 2
Level 2

	ELO 4.1.1.16  Determine what should be assessed in IT areas when developing a PS BCA.

· MT16.1. There are many IT factors that impact a PS BCA.  Here are seven (7) areas that need to be considered:
1. Software Engineering Environment.  When computing the software cost estimate of each product alternative, it is important to understand the software development environment. 
2. Open Systems Architecture (OSA). Adherence to OSA principles directly impacts the supportability of each product during the Operations and Support (O&S) phase.
3. Intellectual Property (IP) Rights.  Ease of support during the O&S phase is directly impacted by whether the government has the rights to update the software in the project’s architecture.     
4. Sharing Data, Information, and Information Technology (IT) Services..  Ability to access the data required to support the product during the O&S phase is critical.  Data includes both data schema used to build the databases and data articles needed to support the software. 
5. Software Development Environment.  The product support software development must replicate the original software development environment so the software applications can be improved easily
6. Software Security Architecture.  The solution architecture for security should have been built in from the original design of each software item for ease of product support.
7. Software Assurance.  The developers of the original software code must use secure coding practices to ensure ease of support during the O&S phase.  

Assessment Strategy:  Case
	BLOOM 3
Level 2


	
	

	ELO 4.1.1.17 Given a scenario and the PS BCA Guidebook, evaluate a sample BCA for impact on the Product Support/Sustainment strategy from an IT perspective.

· MT17.1:  Product Support BCAs must be evaluated against the seven (7) Information Technology factors of 1) Software Engineering Environment for cost purposes; 2) Open Systems Architecture (OSA) compliance; 3) Intellectual Property (IP) rights for the government; 4) Sharing Data, Information, and Information Technology (IT) Services.; 5) Software product support environment; 6) Software Security Architecture; 7) Software Assurance of deployed software.

Assessment Strategy:  Case
	BLOOM: 5
Level 3

	
	

	MAJOR TAKEAWAYS (MT) with REFERENCES and CONTENT (Subject Matter Expert (SME))

	MT1.1:  The Product Support Business Case Analysis (BCA) is a structured methodology and document that aids decision making by identifying and comparing alternatives by examining the mission and business impacts (both financial and non-financial), risks, and sensitivities. 
REFERENCE:   DoD Product Support BCA Guidebook – April 2011

MT1.2: Other names for a BCA are Economic Analysis, Cost-Benefit Analysis, and Benefit-Cost Analysis. Broadly speaking, a BCA is any documented, objective, value analysis exploring costs, benefits, and risks. 

The Product Support BCA concludes with a recommendation and associated specific actions and an implementation plan to achieve stated organizational objectives and desired outcomes. 
REFERENCE:   DoD Product Support BCA Guidebook – April 2011

MT2.1. The main purpose of Product Support BCA is to provide a formal, structured process used as a tool to assess business improvement alternatives. 
MT2.2. Another purpose of the Product Support BCA is to provide an enterprise-wide, holistic analysis of alternatives that forms the basis of understanding for a decision-maker.
MT2.3. One principle application of the Product Support BCA guidebook is to assist the Product Support Manager (PSM) in identifying the product support strategy that achieves the optimal balance between Warfighter capabilities and affordability.
MT2.4. Private sector companies use BCAs to determine the feasibility of developing new products or entering new markets. The private sector also uses BCAs to identify functional alternatives and present economical, technical, and other arguments for carrying out those alternatives to achieve stated business objectives. 
MT2.5. The Software Engineer must ensure that the warfighter desired outcomes and requirements are obtained.  This ensures that the alternative we select provides the best value software solution and minimizes our rework.

REFERENCE:   DoD Product Support BCA Guidebook – April 2011

TABLE 1: Systems Engineering and Engineering Disciplines (Includes Software Engineering): This person validates that the alternatives under consideration are technologically plausible and comprehensive in nature to support the BCA’s purpose.

MT3.1: The Product Support Business Case Analysis (BCA) is a mandatory ANNEX to the mandatory Life-Cycle Sustainment Plan (LCSP).
REFERENCE: DoDI 5000.02, “Operation of the Defense Acquisition System,” 7 January 2015
MT3.2. The Defense Acquisition Guidebook (DAG) provides guidance on how to product a Product Support Business Case Analysis

MT4.1: In a DoD context, "best value" means the alternative that optimizes system support and/or performance at the most reasonable cost. The "best value" alternative is not necessarily the least expensive alternative, but the one which provides the optimum desired outcome with the most efficient use of financial resources.  

The Guidebook for Performance-Based Services Acquisition (PBSA) in the Department of Defense states "a source selection based on best value is an excellent strategy to follow when using performance-based contracting methods. One of the goals of PBSA is to achieve the highest degree of quality and efficiency at a reasonable price. While competition is critical to attaining these goals, the best-value offeror may not be at the lowest price. Best-value source selections allow for tradeoffs in evaluation factors that will consider award to other than the lowest-priced offeror."
Guidebook for Performant-Based Services Acquisition (PBSA), December 2000.

“Best value” means the expected outcome of an acquisition that, in the Government’s estimation, provides the greatest overall benefit in response to the requirement.
FAR Part 2.101 Definitions. “Best Value”

MT5.1: The Software Engineer supports the Systems Engineer in seven (7) ways, by ensuring that:

· 1) There is a good understanding of the software development environment for cost estimation purposes.
REFERENCE:   DoD Product Support BCA Guidebook – April 2011 Paragraph 2.4 Functions, Roles, and Responsibilities, Systems Engineer; Many references to software support required; Derived requirements for Software Engineer in support of Systems Engineer.
Paragraph: 4.2.3 Scope
Scope is the range of coverage encompassed by the BCA along with several dimensions such as time and functional areas of sustainment. A few examples include software, integrated training products, depot repair, technical publications, obsolescence management, and supply chain. Boundaries define the scope precisely and provide rules for data, organizational influences, and personnel. Other areas of concern that influence the boundaries the BCA should include: Time and schedule, Cost/Benefit, Organizations, Functions and positions, Geographical areas, sites, and locations, Technology, Peace vs. Wartime operating environment, Other categories that have a potential impact on the decision
Paragraph: 4.6.2.3. CAPE Guidance on Cost Estimation
… Continuing System Improvements: Cost of hardware and software modifications to keep the system operating and operationally current….
4.6.2.4. All Relevant Comparative Costs: Life Cycle Cost… Research and Development: Consists of development costs incurred from the beginning of the materiel solutions analysis phase through the end of the engineering and manufacturing development phase, and potentially into low rate initial production.  Typically includes costs of concept refinement, trade studies, advanced technology development, system design and integration, development, fabrication, assembly, and test of hardware and software for prototypes and/or engineering development models, system test and evaluation, system engineering and program management, peculiar and common support equipment, peculiar training equipment/initial training, technical publications/data, initial spares, and repair parts associated with prototypes and/or engineering development models….
Operations and Support: Consists of operating and sustainment costs incurred from the initial system deployment through the end of system operations. It includes all costs of operating, maintaining, and supporting a fielded system. Specifically, this consists of the costs (organic and contractor) of personnel, equipment, supplies, software, and services associated with operating, modifying, maintaining, supplying, training, and supporting a system in the DoD inventory. These costs may include interim contractor support when it is outside the scope of the production program and the acquisition program baseline. O&S costs include costs directly and indirectly attributable to the system (i.e., costs that would not occur if the system did not exist), regardless of funding source or management control. Direct costs refer to the resources immediately associated with the system or its operating unit. Indirect costs refer to the resources that provide indirect support to the system’s manpower or facilities. For example, the pay and allowances (reflected in composite standard rates) for a unit level maintenance technician would be treated as a direct cost, but the (possibly allocated) cost of medical support for the same technician would be an indirect cost.

REFERENCE: Department of Army Economic Analysis Manual, Feb 2001, many references to software and security software impacts to product support; See Paragraph 8-8. Software Life Cycle Cost Estimating and Appendix D, Major IT System Cost cell structure and definitions
Paragraph: 8-5. IT OIPT Cost Documentation Requirements.  This section provides types of documentation normally required in the preparation of an EA. The same information is required by USACEAC for the CCA preparation. Normally, this is summarized in the CARD. Where additional data is useful, the CARD will cross-reference documents where the data can be found.
a. Program Definition. This information is provided in the Mission Need Statement, the Operational Requirements Document, and the Capstone Requirements Document.
b. Software Requirements. Items to be considered are architecture, functionality, estimated lines of code (including software reuse opportunities), proposed development and fielding schedule, testing schedule; language for applications development; maintenance; requirements for Commercial Off-the-Shelf (COTS) software and the cost of modifications if required; and plans for software incremental improvements.
b. A software life cycle cost estimating methodology can be developed by collecting historical data on
systems similar to the one being modeled (analogy). This data is used to develop an empirical relationship
between the tasks to be performed and the resources required. Software life cycle cost models are available,
however, no one model accommodates all applications. The use of software life cycle cost models requires
a high degree of professional judgment and experience in using the applications. The accuracy with which a
model predicts cost is directly related to the similarity of the historical data input to the system being costed.
It is important to remember that a software life cycle cost estimate model cannot produce an estimate that is
more valid than the information provided.

8-8. Software Life Cycle Cost Estimating
a. Software life cycle costs account for a significant portion of the cost associated with IT systems.  The software life cycle phases are plans and requirements, product design, detailed design, code and unit test, integration, implementation, operation and maintenance, and phase out. The most critical of all the phases is the plans and requirements phase. A thorough analysis of the software development requirements during this phase is critical.

· 2) The proposed software architecture meets the requirements of Open Systems Architecture (OSA) standards for ease of support. 
REFERENCE: DoD OSA Contract Guidebook for Program Managers v1.1., March 2013

EXECUTIVE SUMMARY: This Open Systems Architecture Contract Guidebook provides contract language targeted at the needs of the Program Manager. This document contains the basic elements to capture the benefits of and open architecture and an open business model. The essence of Open Systems Architecture (OSA) is organized decomposition, using carefully defined execution boundaries, layered onto a framework of software and hardware shared services and a vibrant business model that facilitates competition.  OSA is composed of five fundamental principles:
1.	Modular designs based on standards, with loose coupling and high cohesion, that allow for independent acquisition of system components; 
2.	Enterprise investment strategies, based on collaboration and trust, that maximize reuse of proven system designs and ensure we spend the least to get the best;
3.	Transformation of the life cycle sustainment strategies for software intensive systems through proven technology insertion and product upgrade techniques;
4.	Dramatically lower development risk through transparency of system designs, continuous design disclosure, and Government, academia, and industry peer reviews;
5.	Strategic use of data rights to ensure a level competitive playing field and access to alternative solutions and sources, across the life cycle.
A mandate of OSA is that technical requirements be based to the maximum extent practicable on open standards. Where there are no standards, the OSA methodology creates them.  At a minimum, technical standards and related specifications, requirements, source code, metadata, interface control documents (ICDs), and any other implementation and design artifacts that are necessary for a qualified contractor to successfully perform development or maintenance work for the Government are made available throughout the life cycle.

· 
· 3) The Intellectual Property (IP) Strategy is used to identify appropriate software data rights for every software application in the solution architecture.  The data rights should be examined for best value agreements (part of the OSA requirement).
REFERENCE: DoDI 5000.02, “Operation of the Defense Acquisition System,” January 7, 2015, Table 2. Milestone and Phase Information Requriements, 

INTELLECTUAL PROPERTY (IP) STRATEGY: STATUTORY for major weapon systems and subsystems; Regulatory for other program types. The IP Strategy must be updated as appropriate to support and account for evolving IP considerations associated with the award and administration of all contracts throughout the system life cycle. Becomes part of the Life-Cycle. 

· 4) The software support tools required during the product support phase (after Initial Operational Capability (IOC) or Full Deployment (FD)) are identified.
REFERENCE: Department of Army Economic Analysis Manual, Feb 2001, many references to software and security software impacts to product support; See Paragraph 8-8. Software Life Cycle Cost Estimating and Appendix D, Major IT System Cost cell structure and definitions
8-8. Software Life Cycle Cost Estimating
a. Software life cycle costs account for a significant portion of the cost associated with IT systems.  The software life cycle phases are plans and requirements, product design, detailed design, code and unit test, integration, implementation, operation and maintenance, and phase out. The most critical of all the phases is the plans and requirements phase. A thorough analysis of the software development requirements during this phase is critical.
[bookmark: _GoBack]
5) Sharing Data, Information, and Information Technology (IT) Services.  Data, information, and IT services will be made visible, accessible, understandable, trusted, and interoperable throughout their lifecycles for all authorized users.  Data governance rules must be clear for data element maintenance purposes.


NOTE: 
-Data means data elements/schema; data is usually metadata tagged.
-Information means any communication or representation of knowledge such as facts, data, or opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms. 
-IT services means an IT capability designed to provide awareness of, access to, and delivery of data or information made available for consumption by one or more users. Users can be an individual, organization, or machine.
DoD Directive 8000.01, “Management of the Department of Defense Information Enterprise,” February 10, 2009

NOTE: What are the program’s data element rules (governance) for how data is described, cataloged, metadata tagged, adjudicated (when two data elements collide) and managed for software application availability (inputs into the KPP on Availability and KSA on Reliability)?
REFERENCE: DoDI 8320.02, “Sharing Data, Information, and Information Technology (IT) Services in the Department of Defense,” August 5, 2013, Paragraph “3. POLICY. It is DoD policy that: 
a. Data, information, and IT services are considered enablers of information sharing to the DoD. Data, information, and IT services will be made visible, accessible, understandable, trusted, and interoperable throughout their lifecycles for all authorized users. Authorized users include DoD consumers and mission partners, subject to law, policy, data rights, and security classifications. 
b. All DoD activities implement applicable standards and specifications as cited in the DoD IT Standards Registry (DISR) (accessible at https://gtg.csd.disa.mil), or any future DoD-designated registry for IT and data sharing standards. 
c. Authoritative data sources (ADSs) are registered in the DoD Data Services Environment (DSE) (accessible at https://metadata.ces.mil/dse). 
d. Resource impacts for implementing data, information, and IT services will be assessed and considered prior to issuing data sharing implementation direction and guidance. 
e. Disabled DoD employees or members of the public seeking information or services from the Department of Defense must have access to and use of information and data comparable to the access and use by individuals who are not disabled, unless an undue burden would be imposed, to the extent required by section 794d of Title 29, United States Code (Reference (h)).”

6) The software code is developed using secure coding practices.
REFERENCE: DoDI 5000.02, “Operation of the Defense Acquisition System,” January 7, 2015, ENCLOSURE 3, Paragraph: 11. SOFTWARE. The development and sustainment of software can be a major portion of the total system life-cycle cost and should be considered at every decision point in the acquisition life cycle. A phased software development approach using testable software builds and/or fieldable software increments enables the developers to deliver capability in a series of manageable, intermediate products to gain user acceptance and feedback for the next build or increment, and reduce the overall level of risk. The SEP should address the following: software unique risks; inclusion of software in technical reviews; identification, tracking, and reporting of metrics for software technical performance, process, progress, and quality; software safety and security considerations; and software development resources. Software assurance vulnerabilities and risk based remediation strategies will be assessed, planned for, and included in the Program Protection Plan (PPP).


· 7) That security is built into software architecture from the start. 
· REFERENCE: DoDI 8500.01, Cybersecurity, March 14, 2014, 
PARAGRAPH 4: INTEGRATION AND INTEROPERABILITY. 
…b. Integration. Cybersecurity must be fully integrated into system life cycles so that it will be a visible element of organizational, joint, and DoD Component architectures, capability identification and development processes, integrated testing, information technology portfolios, acquisition, operational readiness assessments, supply chain risk management, SSE, and operations and maintenance activities. 
c. Interoperability 
(1) Cybersecurity products (e.g., firewalls, file integrity checkers, virus scanners, intrusion detection systems, anti‐malware software) should operate in a net-centric manner to enhance the exchange of data and shared security policies.
(2) Semantic, technical, and policy interoperability will be used to integrate disparate cybersecurity products into a net-centric enterprise that can work together to create new intelligence and make and implement decisions at network speed. 
(3) Semantic, technical, and policy interoperability support products are designed to provide security for communications between different IT systems. Interoperable communications must be consistent with approved cryptographic design and current system implementation standards. The objective is to ensure the seamless and secure exchange of classified or sensitive information that is critical to the success of DoD mission goals and objectives. 
d. Standards-Based Approach. The DoD cybersecurity and cyberspace defense data strategy will enable semantic, technical, and policy interoperability through a standards-based approach that has been refined by many in industry, academia, and government. It is an information‐oriented approach (see for example the security content automation protocol (SCAP) discussion in NIST SP 800-126 (Reference (cp)). 
e. DoD Architecture Principles. Interoperability and effective management of security content will be achieved through adherence to DoD cybersecurity architectures as issued. All DoD Components must commit to these architectures to facilitate sharing of information necessary to achieve mission success while managing the risk inherent in interconnecting systems.

REFERENCE:  Operating and Support Cost Estimating Guide, OSD CAPE, March 2014, software impacts to product support

MT6.1. The Product Support BCA helps identify the best value solution for product support that balances warfighter requirements with product support necessities.
MT6.2. The Product Support BCA provides a holistic approach to ensuring both quantitative and qualitative factors are considered in the final decision.  Examples of quantitative and qualitative variables include system availability, reliability, supportability, manageability, customer satisfaction and changeability to name a few. 
MT6.3. Performing the Product Support BCA will impact the biggest cost savings area for the program’s life-cycle costs, the Operations and Support (O&S) phase.

REFERENCE:   DoD Product Support BCA Guidebook – April 2011

REFERENCE: PSM GUIDEBOOK, April 2011
Appendix I: Product Support Strategy Process “Fold-Out”
6. Product Support Value Analysis
Best Value analysis to optimize long-term life cycle costs and benefits. Would include:
Optimum level of support (System, Sub-system, or component level), evaluation of product support strategy considerations related to the 12 Integrated Product Support (IPS) Elements, Supply Chain Management strategy, Workload allocation strategy (including depot maintenance Core, 50/50, $3M Rule, and Public-Private Partnering (PPP) considerations), refinement of program data management strategy (DMS), strategies for continuous modernization and improving system reliability, availability and maintainability (RAM), and proactively addressing obsolescence, Diminishing Manufacturing Sources & Material Shortages (DMSMS), and corrosion issues.

MT7.1. Software Architecture: The product is not best value if it does not abide by the OSA principles that ensure the software is functionally modular and open for ease of maintenance and modernization. And, the software architecture must include the security architecture (build security in from the beginning).
MT7.2. Supply Chain Management Strategy: The product is not best value if it has been developed in an unknown environment with a high risk of security vulnerabilities. Software Assurance considerations include secure-coding of the code and code analysis of code written by non-DoD developers.
MT7.3. Data Management Strategy: The product is not best value if it is difficult to access or understand the data; The Data Management Strategy ensures that the data is easy to access, share, understand and manage.

SEE MT5.1 ABOVE

MT8.1. The initial focus of the Software Engineer should be on understanding each alternative, its Mission and Business Impacts, Risk Analysis and Mitigation Plans.  These are the sections where software-related product support impacts must be factored into the best value analysis.
MT8.2. The Software Engineer needs to read the Executive Summary to ensure that the critical Information Technology factors have been considered.

REFERENCE: PSM GUIDEBOOK, April 2011, Paragraph 1.1: Implementation Guidelines
 Ruthlessly separate needs from appetites
 Understand portfolio of alternatives
 Tie metrics directly to Warfighter outcomes

MT9.1. The Software Engineer is required to provide inputs about the software development environment to the Systems Engineer and Program Cost Estimator for cost estimation purposes. 
MT9.2. The four software cost estimation techniques used are analogy, parametric, engineering and Expert Opinion (Delphi).
MT9.3. The parametric estimate is where the software engineer provides the most insight into the alternative’s software development environment.  
MT9.4. The parametric estimate is used when there is not enough cost data to obtain detailed estimates using other cost estimation techniques. 

REFERENCE: O&S Cost Estimating Guide, OSD CAPE, MARCH 2014
5.3.2 Select Methods or Models 
A number of techniques may be employed to estimate the O&S costs of a weapon system. The suitability of a specific approach will depend to a large degree on the maturity of the program and the level of detail of the available data. Most O&S estimates are accomplished using a combination of five estimating techniques: 
• Parametric. The parametric technique uses regression or other statistical methods to develop Cost Estimating Relationships (CERs). A CER is an equation or algorithm used to estimate a given cost element using an established relationship with one or more independent variables. The relationship may be mathematically simple or it may involve a complex equation (often derived from regression analysis of historical systems or subsystems). CERs should be current, applicable to the system or subsystem in question, and appropriate for the range of data being considered. 
• Analogy. An analogy is a technique used to estimate a cost based on historical data for one (or occasionally two) analogous system(s).5 In this technique, a currently fielded system, similar in design and operation to the proposed system, is used as a basis for the analogy. The cost of the proposed system is then estimated by adjusting the historical cost of the current system to account for differences (between the proposed and current systems). Such adjustments can be made through the use of factors (sometimes called scaling parameters) that represent differences in size, performance, technology, reliability and maintainability, complexity, or other attributes. Adjustment factors based on 
quantitative data are usually preferable to adjustment factors based on judgments from subject-matter experts. 
• Engineering Estimate. This technique uses discrete estimates of labor and material costs for maintenance and other support functions. The system being estimated normally is broken down into lower-level subsystems and components, each of which is estimated separately. The component costs, with additional factors for integration, are then aggregated using simple algebraic equations to estimate the cost of the entire system (hence the common name “bottoms-up” estimate). For example, system maintenance costs could be calculated for each system component using data inputs such as system operating tempo, component mean time between maintenance action, component mean labor hours to repair, and component mean material cost per repair. Engineering estimates require extensive knowledge of a system’s (and its components’) characteristics and a significant amount of detailed data (sometimes obtained from the system prime contractor). These methods are normally employed for mature programs. 
• Extrapolation of Actual Costs. With this technique, actual cost experience or trends (from prototypes, engineering development models, and/or early production items) are used to project future costs for the same system. Such projections may be made at various levels of detail, depending on the availability of data. Such projections also may need to account for growth in reliability and maintainability (as discussed in Chapter 3). 
• Cost Factors. Cost factors are applicable to certain cost elements not related to weapon system characteristics. Often, cost factors are simple per capita factors that are applied to direct (i.e., unit-level) manpower to estimate indirect cost elements such as base operations, military medical care, or general training and education (not associated with a specific weapon system). 

In many instances, it is a common practice to employ more than one cost estimating method, so that a second method can serve as a cross-check to the preferred method. Analogy estimates are often used as cross-checks, even for mature systems.

MT10.1. Using OSA principles ensures best value for product support during the O&S phase from a software application architecture perspective.

SEE MT 5.1 ABOVE

MT11.1. The Software Engineer ensures that the Intellectual Property (IP) Strategy provides the best value return for the government during the O&S phase.

SEE MT 5.1 ABOVE

MT12.1. The Software Engineer identifies which software support products are needed during the O&S phase and ensures they are accounted for in the Product Support BCA.
MT12.2. The following are critical software development products needed for the O&S phase of acquisition (list is not all inclusive): Compilers, Debuggers and other software tools used to create and maintain the products software.  This also includes testing and training software.

SEE MT 5.1 ABOVE

MT13.1. The product’s metadata must be published throughout the DoD Enterprise.
MT13.2.The data, information and IT Services that support the data (like metadata discover), must be discoverable, searchable, and retrievable.

SEE MT 5.1 ABOVE

MT14.1. The software engineer should emphasize the use of secure coding practices as much as possible to be included in the software development environment.
MT14.2. The software engineer must ensure that proper software security features are designed into each product; we want security to be designed into the software architecture from the beginning, not bolted on later.

SEE MT 5.1 ABOVE

MT15.1. Product Support BCAs are living documents and must be updated at each acquisition milestone.
MT15.2. A complete analysis of the product support strategy must be performed prior to each acquisition milestone to ensure the validity of the future support.

[image: ]

REFERENCE:   DoD Product Support BCA Guidebook – April 2011 - Appendix C – Product Support BCA Timeline and Life Cycle

MT16.1. There are many IT factors that impact a PS BCA.  Here are seven (7) areas that need to be considered:
· 1) Software Engineering Environment.  When computing the software cost estimate of each product alternative, it is important to understand the software development environment. 
· 2) Open Systems Architecture (OSA). Adherence to OSA principles directly impacts the supportability of each product during the Operations and Support (O&S) phase.
· 3) Intellectual Property (IP) Rights.  Ease of support during the O&S phase is directly impacted by whether the government has the rights to update the software in the project’s architecture.  
· 4) Sharing Data, Information, and Information Technology (IT) Services.
· 5) Software Development Environment.  The product support software development must replicate the original software development environment so the software applications can be improved easily
· 6) Software Security Architecture.  The solution architecture for security should have been built in from the original design of each software item for ease of product support.
· 7) Software Assurance.  The developers of the original software code must use secure coding practices to ensure ease of support during the O&S phase.  

Reference: See MT 5.1 ABOVE.
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