Competency 33: IT Supply Chain Risk Management (SCRM)
Assumptions, Ground Rules, Notes

TLOs- 
· Measured thru ELOs. TLO’s are not directly measured, but rather are measured thru their associated ELOs (Butler)
Ref:  DAU Curriculum Development Guide pp 47-48, 133
· Form of TLOs.  Since TLOs “clearly state the after-instruction performance the learner must be able to demonstrate” these will include all three elements of a good instructional objective (condition, performance, and criteria), framed in operational (rather than classroom) terms.


ELOs
· Assessment and Instructional method agnostic.  ELOs, in general, should be written such that they do not unnecessarily restrict the instructional designers’ selection of instructional and assessment methods, but where possible allow more than one method associated with the associated Bloom/DAU level. As such, unless required to elevate the objective to a higher cognitive levels
· Only the performance statement is provided in most cases. 
·  The condition statement and the criteria statement will, if specified, likely limit design options and are not included in the ELOs.  
e.g. The student will identify market forces that limit the ability to purchase known secure off-the-shelf components and software” rather than The student, given a multiple choice question, will correctly Identify market forces that limit the ability to purchase known secure off-the-shelf components and software 90% of the time.”
Note:  It may be necessary to include the condition statement in order to elevate the objective to a higher cognitive level, e.g. Given an acquisition scenario and supply chain requirements, identify appropriate supply chain risk mitigations.
Refs:  DAU Curriculum Development Guide pp 134-138.

LPs
· Statements of fact/assertions.  LP’s will be in the form of a fact or an assertion.
· LPs are statements of fact—learning points/key elements—from the source material that , if learned, will contribute to satisfying the associated ELO.

MTs
· Statements of fact/assertions.  MT’s will be in the form of a fact or an assertion.
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	Competency 33: IT Supply Chain Risk Management (SCRM)

	

	Competency Element: 33.1

	· Effectively performs Supply Chain Management, the interconnected or interlinked aggregate of network, channel, and node businesses involved in the provision of product and service packages required by the end customers, as well as to increase trust and collaboration among supply chain partners.

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	· [SUBSTANTIVE COMMENT] Currently, there are no related AWQI IT Qualification standard products or tasks to reference in this paper. SEI
· [SUBSTANTIVE COMMENT] The competency definition above is copied verbatim from the DoD IT FIPT’s definition provided to SEI. It does not include the word “risk.” The DoD IT FIPT may want to consider adding the NIST definition of SCRM from Section 1.0 of the [NIST SP 800-161 SCRM] reference, e.g., “According to NIST, Information and Communication Technology (ICT) Supply Chain Risk Management (SCRM) is the process of identifying, assessing, and mitigating the risks associated with the global and 376 distributed nature of ICT product and service supply chains.” SEI
· [CLARIFICATION] Regarding the competency definition’s wording on “increases trust,” improvements in trust cannot be measured, but risk can be identified and mitigated, transferred, or accepted. SEI
· [CLARIFICATION] DoD can also influence suppliers within the context of the flexibility that the supplier builds into its products (e.g., Windows standardized desktop configurations), and to the extent that the responsibility to define these standards goes beyond a single acquisition. SEI
· [CLARIFICATION] Software assurance overlaps with SCRM in regards to obtaining off the shelf and open source software from trustworthy suppliers and protecting the software from unauthorized modification as it transits the supply chain. Butler
· [CLARIFICATION]  It is important to be clear on which guidance applies to NSS only. Butler
· [CLARIFICATION] Guidance uses the term ICS which includes IT.  As such, IT will not be used unless the material relates to IT only. Butler

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	Not Applicable (N/A)

	AWQI References (DAU)

	· Not Applicable (N/A) 
	· Not Applicable (N/A)
	· Not Applicable (N/A)

	Assumptions (DAU)

	

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 33.1.1: Given a Department of Defense (DoD) acquisition scenario, identify and evaluate Supply Chain Risk Management (SCRM) requirements. 
	BLOOM: 5

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)

	ELO 33.1.1.1: Define IT Supply Chain Risk Management.	Comment by Dr. G. Butler: Avoided whole ‘constituent parts discussion by placing detailed discussion of required supplemental/prerequisite knowledge in references/supporting section of paper.
· LP 1. IT Supply Chain Risk Management (IT SCRM) is the process of identifying, assessing, and mitigating the risks associated with the global and distributed nature of ICT product and service supply chains.
Note:  Fundamental to understanding this definition the student must also know the definition of supply chain, ICT, risk, and issue, and have an understanding of the risk management process.

	BLOOM: 1 
LEVEL: 1 (ISA 101)
Multiple choice

	ELO 33.1.1.2: Identify market realities that limit the ability to purchase off-the-shelf components and software that is known to be secure.
· LP 2.  Market trends, including globalization and foreign sources, create risks and constrain government mitigations.
· LP 3.  Economic rewards for counterfeits and tainted products provide the resources that allow supplier to develop sophisticated techniques to avoid detection, increasing the challenge of discovery; problems may not be found until after deployment.
· LP 4.  Supply chains and related risks for a specific product can change over the life of an acquisition.
· LP 5. Government purchases are a very small percentage of the electronic marketplace. Specific supply chain requirements can reduce the available pool of suppliers for an acquisition.
	BLOOM: 1
LEVEL: 1  (ISA 101)
Multiple choice

	ELO 33.1.1.3: Given a scenario, identify cybersecurity risks associated with the software and hardware supply chains.
· LP 6.  The risks to the ICT supply chain are wide and varied. These risks may include insertion of counterfeits, unauthorized production (with quality, integrity, and security implications), tampering, and theft, insertion of malicious software and hardware, as well as poor manufacturing and development practices in the ICT supply chain.
· LP 7. Counterfeit Materiel. An item that is an unauthorized copy or substitute that has been identified, marked, or altered by a source other than the item’s legally authorized source and has been misrepresented to be an authorized item of the legally authorized source (DoDI 4140.67, April 26, 2013 Glossary)
· LP 8.  Hardware Trojans: " Hardware Trojans are undesired, malicious modifications to electronic circuits. They are designed to compromise the operation of systems containing the circuits, presenting a persistent threat to the security of the infected hardware, as well as any software executing on that hardware. 
· Hardware Trojans can be inserted into an electronic circuit at any stage of development, manufacturing, or distribution [1] 
· Hardware Trojans may operate continuously, or may lie dormant, waiting to be activated before performing their function. This can include modifying the behavior of the electronic circuit, degrading its performance, or compromising sensitive information that is processed or stored by the circuit."

· LP. 9. Off the shelf software, including firmware can contain vulnerabilities introduced by accident or on purpose, as well as be infected with malware.  Additionally, software may have been developed with purposefully embedded vulnerabilities or weaknesses (e.g. back doors) or modified after its formal release
	BLOOM: 2
LEVEL: 2 (ISA 101)
Multiple Choice, Matching

	ELO 33.1.1.4:  Identify the key policies and guidance, with their major thrusts, that DoD has adopted to address supply chain risk for ICS. 
Note:  It is important to be clear on which guidance applies to NSS only
· LP 10. CNSSD 505, Supply Chain Risk Management
· Requires supply chain risk management (SCRM) for NSS across the entire lifecycle…" to protect the confidentiality, integrity, and availability of NSS, and to mitigate and manage the risks…".  
· Tenants include providing threat information, identifying an implementing processes and tools, and provides specific guidance in regard to ASICs.

· LP 11. DoDI 5200.44, Protection of Mission Critical Functions to Achieve Trusted Systems and Networks (TSN) 
· Provides additional implementation details for CNSSD 505, Supply Chain Risk Management.  
· Includes special attention to components that supplier can identify "…as specifically created or modified for DoD (e.g., military temperature range, radiation hardened)".
· Directs: “The  identification of mission critical functions and critical components as well as TSN planning and implementation activities, including risk acceptance as appropriate, shall be documented in the Program Protection Plan (PPP) …) and in relevant IA plans and documentation in accordance with DoDI 8500.2   
The accompanying DASD(SE) and DoD CIO Trusted Systems and Networks (TSN) Analysis document includes substantial implementation detail, checklists, 
etc., that will prove useful to those implementing and executing a TSN (include SCRM)

· LP 12. NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations.
· SCRM is an integral part of the risk management process 
· Responsibility is distributed across organizational, process, and system tiers where the process activities  Frame, Assess, Respond, and Monitor are applied
· Includes detailed risk assessment guidance that associated guidance on the use of controls to mitigate the identified risk.
· Provides OVERLAY for SCRM

· LP 13. The DASD(SE) Program Protection Plan Outline & Guidance
· Includes SCRM in the definition of Program Protection as “Program Protection is the integrating process for managing risks to advanced technology and mission-critical system functionality from foreign collection, design vulnerability or supply chain exploit/insertion, and battlefield loss throughout the acquisition lifecycle.
· Specifically calls out SCRM as a Trusted System Design Countermeasure to address vulnerabilities and threats
· Requires that prescribed supply chain threat assessments be specified in the PPP
· Requires that supply chain risks associated with software be addressed (i.e. establishing software trust thru establishing software pedigree and vetting/testing or other protection measures).
	
· LP 14. DFARs 2014 updates 
· IAW guidance in the 2012 appropriation DoD made changes to the DFAR that implement counterfeit prevention.
	BLOOM: 2
LEVEL: 2 (ISA 202)
Multiple Choice, Matching

	ELO 33.1.1.5:  Given an acquisition scenario and supply chain requirements, identify appropriate supply chain risk mitigations
NOTE:  This ELO primarily addresses activities done by the program office.  Implementing these mitigations thru contracting is discussed below
· LP 15 SCRM Plan, based on the PPP template, assists the program office in identifying SCRM tasks and creating plans to ensure they are accomplished… Tasks include identifying and assessing supply chain risk and applying mitigations. 

· LP 16 Depending on the type of vulnerability, effective prevention of the introduction of vulnerabilities through the supply chain may be best accomplished at a specific organizational, mission/business tier, or operations.

· LP 17 An assessment of supply chain risk can involve
· Length and complexity of supply chains
· The risks associated with the product design and construction
· The risks associated with the suppler
· The risks associated with product based on the context of use
· Identify and prioritize risks (component criticality) based on effects on DoD missions.

· LP 18 Cost, schedule, the benefit of the component, and the identified risk all should be considered in decisions that affect the risk mitigation and management approach.
	BLOOM: 3
LEVEL:
· 3 (ISA 301)
Case study
· 2 ISA 201
Matching	Comment by Dr. G. Butler: Wouldn’t hur to introduce what one should do before waiting for the 300 course.
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	ELO 33.1.1.6:  Given an acquisition scenario, recommend acquisition requirements to effectively address IT supply chain risk.
· LP 19 The SOW is where the contractor is tasked to do the work.  Key tasks that need to be specified in the SOW are:	Comment by Dr. G. Butler: The suggested TSN wording doesn’t address the several risk control steps in the SCRM (anti-counterfeit for hardware) related DFARs clauses and it appears generally very high level.  If OSD doesn’t ID an update, will leverage the work by AFLCMC to add key topics to address in these sections.  
· Placeholder
· LP 20 The CDRL specifies the documentation that the contractor develops in response to the SOW tasking.  Documentation that should be received includes:
· Placeholder
· LP 21 Sections L of the contract tell the contractor what needs to be in his proposal and Section M tells the contractor how the government will evaluate the contract.  
· These sections need to line up with the work tasked in the CDRL. 
· The contents of these sections dictate, in part, which SCRM related DFARS clauses apply
· LP 22 There are DFARS clauses addressing SCRM (anti-counterfeit parts) that are also placed in the contract.
· If SCRM isn't specified as a requirement elsewhere in the contract, some wording in the 2014 DFARS is not appropriate.  
· Which clauses apply depends on whether or not the contractor is subject to CAS reporting.  Applicability and considerations during source selection are specified.
· Small business set aside contracts are exempt.  
	BLOOM: 5
LEVEL: 3 (ISA 320)
Case Study




LEARNING POINT REFERENCES, NOTES, AND CONTENT.



	LP 1
	Section 1.0 of NIST SP 800-161 SCRM defines IT Supply Chain Risk Management 
 (IT SCRM) is the process of identifying, assessing, and mitigating the risks associated with the global and distributed nature of ICT product and service 	supply chains.  Note the use of IT as subset of ICT.
Note:  There are several other concepts and definitions that are , for an SCRM definition to be useful, required prerequisite knowledge. 
· Risk:  "Risks are future events or conditions that may have a negative effect on achieving program objectives for cost, schedule, and performance. Risks are defined by (1) the probability (greater than 0, less than 1) of an undesired event or condition and (2) the consequences, impact, or severity of the undesired event, were it to occur."  
(Department of Defense Risk, Issue, and Opportunity Management Guide for Defense Acquisition 	Programs June 2015, pg 3)
Note:  Risks differ from issues in that risks have not yet occurred, whereas if the risk has been realized  (the root cause has occurred) then it is an issue.
· Risk management. Risk management  is a comprehensive process that requires organizations to: (i) frame risk (i.e., establish the context for risk-based decisions); (ii) assess risk; (iii) respond to risk once determined; and (iv) monitor risk on an ongoing basis using effective organizational communications and a feedback loop for continuous improvement in the risk-related activities of organizations.
(NIST SP 800-39, Managing Information Security Risk, Mar 2011, pg 6)
Note:  The elements of risk management should be addressed in the context of SCRM:
· Risk lesson from ENG 203 could likely be leveraged.
· See Department of Defense Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs, Jun 2015 for details of steps
· From NIST SP 800-39: The first component of risk management addresses how organizations frame risk or establish a risk context—that is, describing the environment in which risk-based decisions are made. The purpose of the risk framing component is to produce a risk management strategy that addresses how organizations intend to assess risk, respond to risk, and monitor risk—making explicit and transparent the risk perceptions that organizations routinely use in making both investment and operational decisions. The risk frame establishes a foundation for managing risk and delineates the boundaries for risk-based decisions within organizations. Establishing a realistic and credible risk frame requires that organizations identify: (i) risk assumptions (e.g., assumptions about the threats, vulnerabilities, consequences/impact, and likelihood of occurrence that affect how risk is assessed, responded to, and monitored over time); (ii) risk constraints (e.g., constraints on the risk assessment, response, and monitoring alternatives under consideration); (iii) risk tolerance (e.g., levels of risk, types of risk, and degree of risk uncertainty that are acceptable); and (iv) priorities and trade-offs (e.g., the relative importance of missions/business functions, trade-offs among different types of risk that organizations face, time frames in which organizations must address risk, and any factors of uncertainty that organizations consider in risk responses).
· Supply Chain: A system of organizations, people, activities, information, and resources, possibly international in scope, that provides products or services to consumers
(CNSSI 4009, Committee on National Security Systems (CNSS) Glossary, April 6, 2015)
· Supply Chain Risk:  The risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of an item of supply or a system so as to surveil, deny, disrupt, or otherwise degrade the function, use, or operation of a system (CNSSD 505 referencing The Ike Skelton National Defense Authorization Act for Fiscal Year 2011).
(CNSSD No. 505, Supply Chain Risk Management (SCRM), 7 Mar 12_
Note: An example of a supply chain issue (v. a risk) would likely make a good discussion topic.
· Information and Communications Technology (ICT): Includes all categories of ubiquitous technology used for the gathering, storing, transmitting, retrieving, or processing of information (e.g., microelectronics, printed circuit boards, computing systems, software, signal processors, mobile telephony, satellite communications, and networks). ICT is not limited to information technology (IT), as defined in section 11101 of title 40, U.S.C.... Rather, this term reflects the convergence of IT and communications. (DoDI 5200.44 Glossary) 
(DoDI 5200.44 Protection of Mission Critical Functions to Achieve Trusted Systems and Networks(TSN), November 5, 2012)
· Hardware Assurance (HwA): The level of confidence that hardware, e.g., electronic components such as integrated circuits and printed circuit boards, functions as intended and is free of vulnerabilities, either intentionally or unintentionally designed or inserted as part of the system's hardware throughout
(Systems Engineering and System Security Engineering Requirements Analysis and Trade-Off Roles and Responsibilities,  Melinda Reed, Office of the Deputy Assistant Secretary of Defense for Systems Engineering presented at 18th Annual NDIA Systems Engineering Conference Springfield, VA | October 28, 2015 http://www.acq.osd.mil/se/briefs/2015_10_27_NDIA18-SSE-PP-Reed.pdf) 
Note:  Though hardware assurance is a well-known term the majority of emphasis is on the more narrow counterfeit parts
'Counterfeit electronic part' means an unlawful or unauthorized reproduction, substitution, or alteration that has been knowingly mismarked, misidentified, or otherwise misrepresented to be an authentic, unmodified electronic part from the original manufacturer, or a source with the express written authority of the original manufacturer or current design activity, including an authorized aftermarket manufacturer. Unlawful or unauthorized substitution includes used electronic parts represented as new, or the false identification of grade, serial number, lot number, date code, or performance characteristics. (Department of Defense, Defense Acquisition Regulations System48 CFR Parts 202, 231, 244, etc.   Defense Federal Acquisition Regulation Supplement: Detection and Avoidance of Counterfeit Electronic Parts (DFARS Case 2012–D055); Final Rule.  Federal Register 79:87, May 6, 2014,
· Software assurance (SwA):"The level of confidence that software functions as intended and is free of vulnerabilities, either intentionally or unintentionally designed or inserted as part of the software throughout the lifecycle.(DoDi 5200.44 Glossary)
DoDi 5200.44 Protection of Mission Critical Functions to Achieve Trusted Systems and Networks(TSN), November 5, 2012
Notes:
CNSSI 4009 provides both the above definition and a second more operationally oriented definition from NASA-STD 8739.8 “The planned and systematic set of activities that ensure that software life cycle processes and products conform to requirements, standards, and procedures."
Suggestion from Tom Hurt, AT&L SME- ding "only" in front of "intended" 

	LP2
	CNSSD No. 505, Supply Chain Risk Management (SCRM), 7 Mar 12
See also: 
· CNSSD No. 505, Supply Chain Risk Management (SCRM), 7 Mar 12,  Foreword :
"In order to achieve cost efficiencies and innovations, the U.S. Government relies on the commercial information and communications technology (ICT) sector for components and services that support mission-critical networks, systems, and weapons. This reliance forces the U.S. Government to depend on the trustworthiness of the commercial ICT supply chain. However, trustworthiness in commercial ICT has become uncertain due to increasing globalization and the participation of unfamiliar, unknown, and changing actors in the supply chain. The U.S. Government must address the reality that the global marketplace provides increased opportunities for adversaries to penetrate ICT supply chains to subvert the components bound for U.S. Government critical systems to gain unauthorized access to data, alter data, interrupt communications, or disrupt critical infrastructures". 
· NIST 800-161 in the introduction provides a strong discussion of DoD operating in the global environment, including discussion how that presents a risk.
· Fed Register DFARS discussion
· Security Architecture using Fragmented Execution and Replication for Protection Against Trojaned Hardware; Mark Beaumont, Bradley Hopkins and Tristan Newby; Defence Science and Technology
· A strong discussion of foreign influence on software (including COTS)  is in Report of the Defense Science Board Task Force on Mission Impact of Foreign Influence on DoD Software, September 2007, USD-AT&L.

	LP 3
	 Economic rewards for counterfeits and tainted products enable sophisticated techniques by suppliers to avoid detection, increasing the challenge of discovery; problems may not be found until after deployment.  DoD hardware supply chain failures were analyzed by the Senate Armed Services Committee in 2012 [SASC 2012], considering 1,800 DoD cases of suspected counterfeit parts involving 650 	companies, each with their own supply chains. Over 70% of the suspect parts were traced to China. 
It is important to note the following: 80% of the supply chains started with a U.S. supplier; the contractors for electronic assemblies were often not aware of the sources of the parts they procured, and complex supply chains can mask the true origin of parts. The increasing risks of obtaining counterfeit electronic components affect both government and commercial acquirers.  Identifying counterfeits is now very difficult, as profitability enables suppliers of these bogus products to develop new and sophisticated techniques to counter even advanced detection techniques used by acquirers.
	(Report of the COMMITTEE ON ARMED SERVICES UNITED STATES SENATE, http://www.gpo.gov/fdsys/pkg/CRPT-112srpt167/pdf/CRPT-112srpt167.pdf)

	LP 5
	NIST 800-161, Supply Chain Risk Management Practices for Federal Information Systems and 
	Organizations, April 2015 
See also: 
· NIST 800-161 in the introduction provides a strong discussion of DoD operating in the global environment, including discussion how that presents a risk.
· "Many critical systems rely on embedded microprocessors to control their operation, including SCADA systems, telecommunications networks, and military cryptographic devices. These processors are typically procured in a global market from a large array of vendors, leaving their design, implementation, and fabrication details untraceable. The pace of technological development has meant that even the most advanced military systems now incorporate these same COTS processors. " (Lockheed Martin Corporation, “Lockheed martin delivers first advanced computer modules for F-35 JSF program,” July 2003,  http://www.lockheedmartin.com/news/press releases/2003/Lockheed MartinDeliversFirstAdvanced.html as cited in Beaumont, M.; Hopkins, B.; Newby, T., "SAFER PATH: Security architecture using fragmented execution and replication for protection against trojaned hardware," in Design, Automation & Test in Europe Conference & Exhibition (DATE), 2012 , vol., no., 
· A strong discussion of foreign influence on software (including COTS)  is in Report of the Defense Science Board Task Force on Mission Impact of Foreign Influence on DoD Software, September 2007, USD-AT&L.

	LP 6
	NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations, April 2015, Introduction

ICT supply chain risks include insertion of counterfeits, unauthorized production, tampering, theft, insertion of malicious software and hardware (e.g., GPS tracking devices, computer chips, etc.), as well as poor manufacturing and development practices in the ICT supply chain. 
· Threats and vulnerabilities created by malicious actors (individuals, organizations, or nation states) are often especially sophisticated and difficult to detect, and thus provide a significant risk to organizations. 
· ICT products (including libraries, frameworks, and toolkits) or services originating anywhere (domestically or abroad) might contain vulnerabilities that can present opportunities for ICT supply chain compromises (For example, an adversary may have the power to insert malicious capability into a product or to coerce a manufacturer to hand over the manufacturing specifications of a sensitive U.S. system, GPS tracking devices may be inserted…).
These risks are realized when threats in the ICT supply chain exploit existing vulnerabilities.
NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations, April 2015, Introduction and pg 7

A good list of risks/examples of why we should care about HW, SW, and firmware are in the DASD(SE) Supply Chain Attack Patterns: Framework and Catalog available from http://www.acq.osd.mil/se/docs/Supply-Chain-WP.pdf


	LP 7
	DoDI 4140.67, April 26, 2013
See also DFARS and the associated Fed Registry discussion to flesh out discussion

	LP 8
	 J. Rajendran, E. Gavas, J. Jimenez, V. Padman, and R. Karri, “Towards a comprehensive and systematic classification of hardware trojans,” in Circuits and Systems (ISCAS), Proceedings of 2010 IEEE International Symposium on, 30 2010-june 2 2010, pp. 1871 –1874. as referenced in Beaumont, M.; Hopkins, B.; Newby, T., "SAFER PATH: Security architecture using fragmented execution and replication for protection against trojaned hardware," in Design, Automation & Test in Europe Conference & Exhibition (DATE), 2012 , vol., no., pp.1000-1005, 12-16 March 2012

	LP 9
	· Built in back door example- added by maintainers. http://www.cert.org/historical/advisories/CA-2001-01.cfm
· Maintenance doesn’t actually fix back door- http://www.csoonline.com/article/3025402/security/backdoor-account-replaced-by-another-backdoor-in-vendor-stumble.html

· NVD- provide class real time opportunity to see what is being found today http://nvd.nist.gov/

	LP 10
Thru
LP 13
	An overview of the OSD approach, with some specific steps/actions, to SCRM for electronics can be found in
Department of Defense Assured Microelectronics Policy, Senate Report 113-85, July 2014, USD(AT&L)

	LP 14
	See Attachment A for a discussion of DFARs counterfeit prevention clauses
See LP 22
(A discussion of the evolution of these rules, the final rules, and a discussion of their implementation is provided in Department of Defense, Defense Acquisition Regulations System48 CFR Parts 202, 231, 244, etc.  Defense Federal Acquisition Regulation Supplement: Detection and Avoidance of Counterfeit Electronic Parts (DFARS Case 2012–D055); Final Rule.  Federal Register 79:87, May 6, 2014 ) 

	LP 15
	From the original SEI ELO 33.1.1.7 and support for  MTs 24-27
MT 24. Of the supply chain risk assessments done
· for system
· for components and products
· for suppliers, developers, and integrators
The MTs selected, and acquisition approaches used, depend on the experience of the instructor and the sources of information available. Oft-publicized acquisition problems would be good sources. For example, the specifically referenced SEI slides include an example of an FAA acquisition where a requirement to export flight information from FAA servers to external users created a security risk that required supply chain risk management.
Reference:
SEI Instructor Slides 106-108

MT 25. For the risks that are mitigated and the mitigations used 
The MTs selected, and acquisition approaches used, depend on the experience of the instructor and the sources of information available. Oft-publicized acquisition problems would be good sources. For example, the specifically referenced SEI slides include an example of an FAA acquisition where a requirement to export flight information from FAA servers to external users created a security risk that required supply chain risk management.
Reference:
SEI Instructor Slides 106-108

MT 26. For how supply chain risks and their mitigations are monitored during development 
The MTs selected, and acquisition approaches used, depend on the experience of the instructor and the sources of information available. Oft-publicized acquisition problems would be good sources. For example, the specifically referenced SEI slides include an example of an FAA acquisition where a requirement to export flight information from FAA servers to external users created a security risk that required supply chain risk management.
Reference:
SEI Instructor Slides 106-108

MT 27. For the adaptability of the supply chain to system requirement changes
Reference:
 SEI Instructor Slides 106-108 (the specifically referenced SEI slides include an example of an FAA acquisition where a requirement to export flight information from FAA servers to external users created a security risk that required supply chain risk management.)	Comment by Dr. G. Butler: Need to verify this is really SCRM

	LP 16
	The responsibilities at the various organizational tiers is covered by 
NIST SP 800-161 Supply Chain Risk Management Practices for Federal Information Systems and Organizations, April 2015

Responsibilities within DoD are shown in the various DoDi’s etc., e.g. the following should be adequate to provide an example:
DoDi 4160.67 DoD Counterfeit Prevention Policy, April 26, 2013
DoDi 5200.44 Protection of Mission Critical Functions to Achieve Trusted Systems and Networks (TSN), November 5, 2012

	LP 17
	The DASD(SE) Supply Chain Attack Patterns: Framework and Catalog provides a catalog  of the types of attacks one can expect on the supply chain.  The document also proposes potential mitigations.  These address hardware, software, and firmware.
Supply Chain Attack Patterns: Framework and Catalog is available from http://www.acq.osd.mil/se/docs/Supply-Chain-WP.pdf

	LP 18
	SEI Instructor Slides 106-108	Comment by Dr. G. Butler: Reused SEI reference for the topic, need to verify it is indeed SCRM

	LP 19
LP 20
LP 21
	DoD has provided baseline wording for the use in the contract documents, including sections L and M.  
Suggested Language to Incorporate System Security Engineering for Trusted Systems and Networks into Department of Defense Requests for Proposals, January 2014 , DASD(SE) and DoD CIO

252.246-7007, Contractor Counterfeit Electronic Part Detection and Avoidance System (c) System Criteria for a list of topics that may need elaboration if the clause is put on contract. (See Attachment A for a discussion of DFARs counterfeit prevention clauses)

AFLCMC/LC, AFLCMC HB, and ESC have also generated suggested contract wording.  It is assumed that these points hold true for DoD acquisitions in general, not just the AF.

	LP 22
	See LP 14
See Attachment A for a discussion of DFARs counterfeit prevention clauses
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