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Competency/Competency Element:  IT 25. Cybersecurity 
[bookmark: _GoBack]25-1. Develops and applies IA and Cybersecurity requirements for adequacy and effectiveness of security measures, continuity of operations, and protection of systems and system content.  

Product 2:    Review and update a Cybersecurity Plan as required during development.  
Task Statements:  
1. Conduct cybersecurity requirements analysis.
2. Identify the security boundary and characterize the cybersecurity attack surface.
3. Translate security controls and requirements into system specification requirements.
4. Update cybersecurity actions and strategies in the SEP, TEMP and Security Plan for Milestone B as applicable. 
5. Identify aspects of the cybersecurity kill chain.
6. Implement control solutions consistent with applicable Component(s) cybersecurity architectures.
7. Prepare and submit the Security Authorization Package to the Authorizing Official(AO)(s).
8. Coordinate cybersecurity Developmental Test and Evaluation (DT&E) requirements.
9. Present Risk Management Framework (RMF) assessment to AO(s) for an Interim Authorization to Test (or Authorization to Operate (ATO) if required) prior to DT&E/OT&E.
10. Support the operational tester’s requirements for cybersecurity vulnerability and operational resiliency evaluations.
11. Recommend cybersecurity updates to the SEP and TEMP during development.
12. Update the cybersecurity plan during development.
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