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Competency/Competency Element:   IT 25. Cybersecurity 
25-1. Develops and applies IA and Cybersecurity requirements for adequacy and effectiveness of security measures, continuity of operations, and protection of systems and system content.  

[bookmark: _GoBack]Product 1:   Develop and submit a Cybersecurity Plan.
Task Statements:  
1. Provide an assessment of cyber-security requirements documents to program management. 
2. Categorize the system in accordance with current guidance.
3. Identify personnel required to fulfill cybersecurity and RMF roles to program management.
4. Document cybersecurity and Risk Management Framework (RMF) planning in a Security Plan.
5. Provide cybersecurity inputs for the Systems Engineering Plan (SEP) and Test and Evaluation Master Plan (TEMP).
6. Register an acquisition program with the applicable Component(s) cybersecurity program.
7. Obtain letter of accreditation responsibility from Authorizing Official(s) [AO(s)].
8. Recommend appropriate security controls for an acquisition program.
9. Establish the continuous RMF monitoring and cybersecurity strategies. 
10. Develop a Cybersecurity Plan for submission to decision makers.
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