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	Competency Number
	Competency

	Software

Domain
	Competency Elements

	15
	
	IT Project/Program
Oversight
	Prepares direction/guidance in support of IT acquisition reviews at various stages of the program life-cycle.

	
	6
	Cost, Schedule and
Performance
Objectives
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	32
	Configuration Management
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	
	
	

	
	
	Mission Systems
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 1.1
	
	PM shall take a total systems approach for the total systems management, including sustainment.

	
	Content
	
	E1.1.29. Total Systems Approach. The PM shall be the single point of accountability for accomplishing program objectives for total life-cycle systems management, including sustainment. The PM shall apply human systems integration to optimize total system performance (hardware, software, and human), operational effectiveness, and suitability, survivability, safety, and affordability. PMs shall consider supportability, life cycle costs, performance, and schedule comparable in making program decisions. Planning for Operation and Support and the estimation of total ownership costs shall begin as early as possible. Supportability, a key component of performance, shall be considered throughout the system life cycle.

	
	Reference
	
	DoDD 5000.01, May 12, 2003, Enclosure 1 (E1.1.29

	
	MT 1.2
	
	Risk management must be managed throughout the program’s life cycle fore highly complex software and hardware systems

	
	Content
	
	(g) Risk Management in Hybrid Models. Highly integrated complex software and hardware development poses special risks to program cost and schedule performance. Technical, cost, and schedule risks associated with hardware and software development must be managed throughout the program’s life cycle and will be a topic of special interest at all decision points and milestones.

	
	Reference
	
	DoDI 5000.02, Operations for the Defense Acquisition System, 07 Jan 2015, page 15

	
	MT 1.3
	
	Policies that govern the acquisition of IT within the defense acquisition system include flexibility, responsiveness, innovation, discipline and streamlined and effective management.

	
	Content
	
	4.3.1. Flexibility. There is no one best way to structure an acquisition program to accomplish the objective of the Defense Acquisition System

4.3.2. Responsiveness. Advanced technology shall be integrated into producible systems and deployed in the shortest time practicable. Approved, time-phased capability needs matched with available technology and resources enable evolutionary acquisition strategies. Evolutionary acquisition strategies are the preferred approach to satisfying operational needs. Spiral

Incremental development is the preferred process for executing such strategies

4.3.3. Innovation. Throughout the Department of Defense, acquisition professionals shall continuously develop and implement initiatives to streamline and improve the Defense Acquisition System
4.3.4. Discipline. PMs shall manage programs consistent with statute and the regulatory requirements specified in this Directive and in reference (b). Every PM shall establish program goals for the minimum number of cost, schedule, and performance parameters that describe the program over its life cycle. 

4.3.5. Streamlined and Effective Management. Responsibility for the acquisition of systems shall be decentralized to the maximum extent practicable

	
	Reference
	
	DoDI 5000.01, see also DoDI 5000.02 and Software Development Cost Estimating Guidebook July 2009

	SUBTOPIC 2

	32 - Configuration Management
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 2.1
	
	The software estimates must include software support to systems engineering, system and subsystem requirements definition, configuration management, quality assurance, program management, system integration, and system test as appropriate.

	
	Content
	
	The software estimating process consists of a series of activities that include estimating size of the software to be developed, modified, or reused; applying estimating models and techniques; and analyzing, crosschecking, and reporting the results.

	
	Reference
	
	Weapons Systems Software Management Guidebook, 15 August 2008, Version 1 (Abridged)

	
	
	C4ISR
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 2.2
	
	Understand the Acquisition categories that most C4ISR programs reside in

	
	Content
	
	Size, complexity, and risk generally determine the category of the program. A technology project or acquisition program is categorized based on its location in the acquisition process, dollar value, and MDA special interest. There are two separate types of ACATs: one for weapon systems and Command, Control, Communications, Computers, and Intelligence (C4I) systems; and one for Automated Information Systems (AISs). Also, some programs are not categorized as ACATs and are designated as Abbreviated Acquisition Programs (AAPs).

	
	Reference
	
	Software Development Cost Estimating Guidebook July 2009

	SUBTOPIC 2

	32 - Configuration Management
	
	Apply the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 2.3
	
	Configuration Management is essential to achieving trusted data and platforms. 

	
	Content
	
	Regulating sharing based on how well information can be protected requires the distribution of CIIA functionality across the IT components that make up the IE. Achieving a needed level of integration, flexibility, and cost effectiveness requires greater use of commercially available products and greater reliance on software-based Cyber, Identity and Information Assurance (CIIA)

CIIA functionality. 

This means we must be confident that the computing platforms, to include embedded processors and controllers, perform correctly. Areas requiring greater assurance include:

• Mechanisms that protect information integrity and confidentiality during storage and processing. This includes user information as well as the computing platform’s configuration information.

• Mechanisms that segregate information at varying levels of sensitivity within a computing platform. Examples of this include segregating information between users who share a system, segregating computing platform configuration information from users of the system, and segregating information that is being processed simultaneously on a single platform (e.g., concurrent single level and multi-level operation).

• Mechanisms that enable computing platforms to protect themselves from network-based attacks (e.g., malicious code, viruses, spyware), especially in the broader, interconnected federated environment. Key to this is ensuring that the hardware and software performing CIIA functions are properly configured during installation and remain so throughout their life cycle.

• Mechanisms that ensure hardware and software are robust enough for the intended use -- design, evaluation, testing, and certification processes (i.e., hardware and software assurance).

• Mechanisms that protect against supply chain risk. 

Integrity and trust in the information and the services operating within the IE are easily lost and, once lost, can be difficult to regain. Because of this, CIIA considerations must be applied across the spectrum of how the information enterprise is procured; “used” to accomplish mission objectives; “maintained” to protect against atrophy in either capability or assurance; and “evolved” to meet dynamic mission needs and increasing cyber threats. Failure to fully address CIIA life cycle management may enable an adversary to obtain the design, configuration, and implementation details necessary to plan, access and modify the hardware and/or software components which, in turn, enables the adversary to alter the performance of a weapons system or gain/deny access to an information system. 

	
	Reference
	
	Deputy Assistant Secretary of Defense for Cyber, Identity, and Information Assurance Strategy, Page 27

	
	
	Modeling and Simulations
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 3.1
	
	M&S is an integral activity to assessing the life cycle cost for IT acquisitions  

	
	Content
	
	MODELING AND SIMULATION. The Program Manager will integrate modeling and simulation activities into program planning and engineering efforts. These activities will support consistent analyses and decisions throughout the program’s life cycle. Models, data, and artifacts will be integrated, managed, and controlled to ensure that the products maintain consistency with the system and external program dependencies, provide a comprehensive view of the program, and increase efficiency and confidence throughout the program’s life cycle.

	
	Reference
	
	DoDI 5000.02, January 7, 2015, Encl 3, item 9, page 84

	
	MT 3.2
	
	M&S supports decision making in the defense acquisition process for both Major Weapon and Major Information System.

	
	Content
	
	Once a conclusion has been reached that a set of technologies offers a significant opportunity, senior managers must make the decision to plan for and engage in the change to the business processes. If the change is significant enough, they might wish to create a separate organizational entity that is (1) uniquely positioned to take advantage of the set of technologies and (2) not beholden to the current way of doing business.

As part of planning, changes to the business processes should include, organization-wide risk-reducing activities such as pilots, simulations, or prototypes.

	
	Reference
	
	GAO/AIMD-10.1.23

DoD Digital Engineering Working Group, SE Digital Engineering Fundamentals (Including Modeling & Simulations) Version 1.0, March 2016

	SUBTOPIC 2

	32 - Configuration Management
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 3 .1
	
	Configuration management represents a best practice for M&S development.

	
	Content
	
	In order to assess the utility of the various SE processes in terms of their applicability to stand-alone M&S development, it is important to state a few up-front assumptions. First, the focus of the MSDBP project is to identify best practices across the technical activities necessary to build stand-alone M&S applications. All of the SE frameworks reviewed in this paper cover these technical considerations, but most do not treat the technical activities as any more or less important than other activities devoted to project management practices. While the importance of such issues is acknowledged, the amalgamation of technical and non-technical activities and tasks within the same SE Framework is likely to cause confusion to the targeted user base for the MSDBP product. Still, some issues with project management practices, such as risk

management and configuration management, represent areas where best practices for M&S development are highly relevant.

	
	Reference
	
	The John Hopkins University, Applied Physics Laboratory, Best Practices for M&S Final Report, June 2010, page 2-29

	
	
	Defense Business Systems
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 4.1
	
	Understand what IT defense business system (DBS) are and what functions they may support

	
	Content
	
	A Defense Business Systems (DBS) are information systems, other than a national security system (NSS), operated by, for, or on behalf of DoD, including financial systems, mixed systems, financial feeder systems, and Information Technology (IT) and Information Assurance (IA) infrastructure. DBS support business activities such as acquisition, financial management, logistics, strategic planning and budgeting, installations and environment, and human resource management.

	
	Reference
	
	http://www.acqnotes.com/acqnote/careerfields/defense-business-system-dbs

	
	MT 4.2
	
	Discuss the PM’s responsibility within each DBS phase 

	
	Content
	
	The PM shall be responsible and accountable for managing resources and conducting phase activities consistent with the MS A ADM and associated phase-specific cost, schedule, and performance objectives.

	
	Reference
	
	Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), page 16

	
	MT 4.3
	
	Discuss the requirements of Technology Readiness Assessments (TRA) for a DBS

	
	Content
	
	A Technology Readiness Assessment (TRA) shall not normally be required for a DBS. The MDA shall determine as early as possible, though no later than MS A, if a TRA is required and, if so, provide direction in an ADM.

	
	Reference
	
	Directive-Type Memorandum (DTM) 11-009, Acquisition Policy for Defense Business Systems (DBS), page 16

	SUBTOPIC 2

	32 - Configuration Management
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 4.4
	
	CM planning improves the PM’s probability of successfully managing DBS programs

	
	Content
	
	Software Configuration Management (SCM) Plan: The SCM Plan documents what SCM activities are to be done, how they are to be done, who is responsible for doing specific activities, when they are to happen, and what resources are required. It can address SCM activities over any portion of a software product’s life cycle. [IEEE Standard 828-2005 for Software Configuration Management Plans]

	
	Reference
	
	Employment of Open Systems Architecture Contract Guidebook for Program Managers, Version 1.1, June 2013

	
	
	Infrastructure (e.g., Cloud)
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 5.1
	
	Conducting the Independent Government Software Estimate (IGSE) is a best practice & the responsibility of is PM or his designee on the team.

	
	Content
	
	Independent Government software estimates must be developed to facilitate realistic program planning, set reasonable expectations, support evaluations of offeror proposed costs and schedules during source selection or the start of new development blocks for legacy programs, and facilitate monitoring contract execution. These estimates must be developed to the highest confidence achievable given the state of the known requirements and any other data that characterizes the program at the time the estimate is performed.

	
	Reference
	
	Weapons Systems Software Management Guidebook, 15 August 2008, Version 1 (Abridged)

	SUBTOPIC 2

	32 - Configuration Management
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 5.2
	
	Configuration Management supports the establishment and maintains the integrity of work products.

	
	Content
	
	Use Configuration Management – to establish and maintain the integrity of work products using including configuration identification, configuration control, configuration status accounting, and configuration audits.

	
	Reference
	
	CMU/SEI-2007-TR-004

	
	MT 5.3
	
	Within the Program Office, Configuration Management processes should be determined by the System Program Manager/Program Manager and reflected in the contract.

	
	Content
	
	CM provides a complete audit trail of decisions and design modifications as it establishes and maintains consistency and traceability of a product ‘s performance, functional, and physical attributes with its requirements, design, and operational information throughout the product life cycle
Program office CM processes should ensure configuration management activities are accomplished throughout the acquisition lifecycle. The delegation of CM responsibilities will be determined by the System Program Manager/Program Manager (SPM/PM) and reflected in the contract. 

A key aspect of CM activities for software is to capture the declared configuration item (CI) baseline (e.g., Computer Program Configuration Items (CPCIs) and CSCIs), in order to ensure no unauthorized changes are made to the baseline and all authorized changes are tracked. The unique identification of the configuration items provides the PM with appropriate visibility to manage and control cost, schedule, and performance for software products. 

	
	Reference
	
	Weapons Systems Software Management Guidebook, 15 August 2008, Version 1 (Abridged)

	
	
	Agile Development / BDS
	

	SUBTOPIC 1

	6 - Cost, Schedule and

Performance

Objectives
	
	Assesses cost and schedule estimates for IT acquisitions to establish reasonable and practical performance expectations for the government in compliance with government rules and directives.

	
	MT 6.1
	
	The PM and the program team are required to manage to cost, schedule and performance activities in the agile development of BDS 

	
	Content
	
	Within an Agile environment, managing risk is an integral part of release/sprint planning and development. The Agile process itself has built many features into the development process to manage risk; for example, decomposing development into small releases and sprints usually reduces both program cost and schedule risks

	
	Reference
	
	MITRE-Defense-Agile-Acquisition-Guide, March 2014

	SUBTOPIC 2

	32 - Configuration Management
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	MT 6.2
	
	Understand the four roles in the Agile methodology, level of integration; CM is relevant in almost all Agile activities.

	
	Content
	
	While the roles may vary based on the Agile methodologies and level of integration, four roles recur in almost all Agile activities.

· The product owner is the authoritative user community representative who manages the backlog(s) and requirements prioritization, communicates operational concepts to the development team, and provides continual feedback to development team on their developments, demonstrations, storyboards, mockups, etc.

· The scrum master facilitates the processes, enforces the team's rules, and keeps the team focused on tasks.

· The release team is a self-organizing team composed of <10 government and contractor members who work closely together on the release.

· The development team typically is the contractor team of software developers, including software and security engineers, data specialists, testers, quality assurance, and configuration managers.

	
	Reference
	
	MITRE-Defense-Agile-Acquisition-Guide, March 2014
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