	Competency Number
	Competency

	Software

Domain
	Competency Elements

	32

	Configuration Management
	
	

	
	
	
	Applies the principles of Configuration Management, a formal process which includes configuration identification, configuration control, configuration status accounting, and configuration auditing.

	
	
	
	Applies and/or assesses enterprise architectures (EA) and develops EA products (e.g. DODAF) to ensure compliance with DoD EA strategic goals. (Include ISP) 

	
	
	Mission Systems
	

	SUBTOPIC1 

	Configuration Management Principles
	
	

	
	MT 1.1

	
	Configuration management is the application of sound program practices to establish and maintain consistency of a product's or system's attributes with its requirements and evolving technical baseline over its life. 

	
	Content
	
	See Defense Acquisition Guidebook (DAG), Para 4.2.3.1.6.

	
	Reference
	
	Defense Acquisition Guidebook (DAG), Para 4.2.3.1.6.

	
	MT 1.2
	
	Configuration management is defined as a process for establishing and maintaining consistency of a product’s performance, functional and physical attributes with its requirements, design and operational information throughout its life. 

	
	Content
	
	See MIL-HDBK 61A Configuration Management

	
	Reference
	
	MIL-HDBK 61A Configuration Management

	
	MT 1.3
	
	The Program Manager will use a configuration management approach to establish and control product attributes and the technical baseline across the total system life cycle.

	
	Content
	
	See DoD Instruction 5000.02,  Operation of the Defense Acquisition System, Enclosure 3, Para 8 

	
	Reference
	
	DoD Instruction 5000.02,  Operation of the Defense Acquisition System, Enclosure 3, Para 8

	
	MT 1.4
	
	Configuration Management will be integrated with the Systems Engineering Plan and technical planning; and be consistent with the Intellectual Property Strategy. 

	
	Content
	
	See DoD Instruction 5000.02,  Operation of the Defense Acquisition System, Enclosure 3, Para 8 

	
	Reference
	
	DoD Instruction 5000.02,  Operation of the Defense Acquisition System, Enclosure 3, Para 8

	SUBTOPIC2 

	System Baselines
	
	

	
	MT 2.1
	
	In configuration management, a configuration baseline is a fixed reference configuration established by defining and recording the approved configuration documentation for a System or Configuration Item at a milestone event or at a specified time.

	
	Content
	
	Major configuration baselines known as the functional, allocated, and product baselines, are associated with milestones in the product life cycle. Each of these major configuration baselines is designated when the given level of the system's configuration documentation is deemed to be complete and correct, and needs to be formally protected from unwarranted and uncontrolled change from that point forward in its life cycle. Under MIL-STD-975 and earlier configuration management standards, these baselines all signified departure points for Government configuration control; they must now be redefined for post acquisition reform application because either Government or Contractor configuration control may apply.

	
	Reference
	
	MIL-HDBK-61A: Configuration Identification, Section 5.5

	
	MT 2.2
	
	Functional Baseline (FBL) is established when the Configuration Control Board (CCB) approves the proposed baseline.

	
	Content
	
	Functional Baseline (FBL) is established when the Configuration Control Board (CCB) approves the proposed baseline.  The FBL includes the following approved work products (i.e. Requirements Document, Deficiency Report (DR), review minutes, etc.).

	
	Reference
	
	GEIA-HB-649, Implementation Guide for Configuration Management

	
	MT 2.3
	
	Allocated Baseline (ABL) is established when the Preliminary Design Review and updated schedule are completed.

	
	Content
	
	Allocated Baseline (ABL) is established when the Preliminary Design Review and updated schedule are completed.  The ABL includes the following work products:  all approved products used to identify the allocated resources (i.e., Release Schedule, Database Specification (draft), Design Document (draft), Software Development Plan (SDP) - for organic development, Interface Requirements Agreements (draft), Requirements Documents (i.e., GRS or the ConOps, SSS, and SRS, etc.) and all of the updated items in the FBL.

	
	Reference
	
	GEIA-HB-649, Implementation Guide for Configuration Management

	
	MT 2.4
	
	Product Baseline (PBL) is established immediately preceding the Test Readiness Review.

	
	Content
	
	Product Baseline (PBL) is established immediately preceding the Test Readiness Review I (TRR I).  If the TRR I is not completed with a decision to proceed, the PBL is rejected and must be re-established preceding the next TRR I.  The PBL includes all of the components of the prime mission product, description of the development environment, installation instructions, all the user and operational documentation and plans, and all of the updated items in the ABL.  

	
	Reference
	
	GEIA-HB-649, Implementation Guide for Configuration Management

	SUBTOPIC3 

	Configuration Management Plan (CMP)
	
	

	
	MT 3.1

	
	The CM Plan is the document that outlines how CM will be accomplished for a particular acquisition or program. 

	
	Content
	
	The CM Plan is the document that outlines how CM will be accomplished for a particular acquisition or program. It describes how consistency between the product's configuration and configuration documentation will be achieved and maintained.

	
	Reference
	
	GEIA-HB-649, Implementation Guide for Configuration Management

	
	MT 3.2

	
	CM planning begins during the initial stages of a project. Staffing, budget, schedule, process and procedures should be planned and included in the overall project's strategy.

	
	Content

	
	See The Little Book of Configuration Management, Computers & Concepts Association. Copyright © 1998.

	
	Reference

	
	The Little Book of Configuration Management, Computers & Concepts Association. Copyright © 1998.

	SUBTOPIC4


	Enterprise Architecture
	
	

	
	MT 4.1
	
	DoDAF-DM2 Configuration Management provides: governance, product improvement, baselines, and involvement with communities of interest.

	
	Content
	
	The purposes of DoDAF-DM2 Configuration Management (CM) are: 1)Governance. Provide a visible and clearly understood process for DoDAF-DM2 issue resolution and model improvement.  Establish change activity that is controlled through a known, organized process so that there is a known basis for making change to architecture model, and a means for evaluating the effectiveness of that change. Establish procedures for interaction with related communities including related COIs, EA tool vendors, and semantic interoperability groups. 2)Product Improvement.  Improve the ability to produce desired models and analyses that reflect customer need through common understanding of the definition and usage of the data. Provide a process for evaluation of present and future impact of proposed changes. 3)Baselines.  Maintain stable DoDAF-DM2 baselines and clearly establish and provide community-wide awareness of DoDAF-DM2 developmental, operational, deprecated, and retired baselines.  Ensure that all changes to any baseline can be traced to an approved change proposal and that the implementation status of changes can be verified. 4)COI.  Provide a means to continuously re-assess and improve information sharing within the DoD EA COI and with related COIs, to determine requirements for information sharing, and to monitor and measure progress within the DoD EA COI.

	
	Reference
	
	Configuration Management Plan for The DoD Architecture Framework (DoDAF) and DoDAF Meta Model (DM2), Version 1.0, 3 October 2011

	
	MT 4.2
	
	By selecting and using the appropriate framework and viewpoints, configuration managers are provided with a standard way of capturing how an enterprise operates at a given point in time.

	
	Content
	
	The beauty and power of EA frameworks lie in their definition of lexicons of specific viewpoints that are nonetheless flexible enough to be applicable to practically any enterprise or project. By selecting and using the appropriate framework and viewpoints, configuration managers are provided with a standard way of capturing how an enterprise operates at a given point in time-which is the goal of Configuration Identification on an enterprise-level.

	
	Reference
	
	Implementing Configuration Management Using Enterprise Architecture, www.dmgfederal.com, Thursday, 28 March 2013, Bill Munson

	SUBTOPIC5
	Information Support Plan
	
	

	
	MT 5.1
	
	An Information Support Plan (ISP) describes a systems dependencies and interface requirements in sufficient detail to enable testing and verification of…..interoperability and supportability requirements.

	
	Content
	
	An Information Support Plan (ISP) describes a systems dependencies and interface requirements in sufficient detail to enable testing and verification of Information Technology (IT) and National Security Systems (NSS) interoperability and supportability requirements. The ISP is required for all Acquisition Category (ACAT) program that connect in any way to the communications and information infrastructure including both IT and NSS programs. The ISP is summarized in the Acquisition Strategy and reviewed at Milestones B and C and is prepared concurrently and collaboratively with the Capability Development Document (CDD) or Capability Production Document (CPD).

	
	Reference
	
	See DoD Instruction 4360.08 Enclosure 4

	
	MT 5.2
	
	An ISP provides a means to identify and resolve potential information support implementation issues and risks.

	
	Content
	
	An ISP provides a means to identify and resolve potential information support implementation issues and risks that, if not properly managed, will limit or restrict the ability of a program to be operationally employed in accordance with the defined capability. The ISP focuses on net-readiness, interoperability, information supportability, and information sufficiency concerns. An ISP provides the methodology for meeting a program’s information needs and managing the issues and risks associated with those need.

	
	Reference
	
	DoD Instruction 4360.08 “Procedures for Interoperability and Supportability of IT and NSS – Enclosure 4

	
	MT 5.3
	
	Establish an Agreement on Interfaces before implementation activities begin. 

	
	Content
	
	A baseline interface specification must be established and agreed to by all stakeholders before implementation activities begin. A separate software specification must be developed with explicit and complete interface information. This is particularly critical with human/machine interfaces and where system interoperability is a requirement.

	
	Reference
	
	A Study of Best Practice Adoption by Defense Acquisition Programs
Dr. Richard Turner, The George Washington University, May 2002

	
	MT 5.4
	
	Configuration management, agreement on interfaces, and risk management are essentially fundamental project management activities.

	
	Content
	
	Judging by the effectiveness ratings, the Airlie practices have stood the test of time and represent valid best practices. Within the Airlie practices, configuration management, agreement on interfaces, and risk management are essentially fundamental project management activities.

	
	Reference
	
	A Study of Best Practice Adoption by Defense Acquisition Programs
Dr. Richard Turner, The George Washington University, May 2002

	
	MT 5.5
	
	Use DoD-approved and adopted standards when applicable.

	
	Content
	
	DoD-approved and adopted standards will be listed in the DoD IT Standards Registry (DISR) to be selected by programs as part of their acquisition milestone preparation process or when upgrading fielded systems. Those programs with approved standards baselines will be

encouraged, but are not required, to use the latest approved version of an IT standard.

	
	Reference
	
	DoD Instruction NUMBER 8310.01 Information Technology Standards in the DoD, February 2, 2015

	
	
	C4ISR
	

	SUBTOPIC6
	Interface Management
	
	

	
	MT 6.1
	
	Don't underestimate the need for governance.

	
	Content
	
	Don't underestimate the need for governance. Interfaces play a crucial role in all systems which, by definition, consist of multiple components that must interact to deliver a collective capability. Complex systems consist of numerous interfaces of various types; loosely coupled architectures entail higher degrees of abstraction than tightly coupled architectures. In the absence of proper governance, interface sprawl and variation can quickly devolve into degraded system performance, maintainability, and sustainability.

	
	Reference
	
	The MITRE Systems Engineering Guide, p398, May 2014

	
	MT 6.2
	
	Always adhere to industry standards when possible. 

	
	Content
	
	Interoperability depends on the use of standards to successfully promulgate and grow a service-oriented environment. The use of standards-based interfaces helps minimize the amount of specialty development and therefore improves the likelihood of service reuse.

	
	Reference
	
	The MITRE Systems Engineering Guide, p399, May 2014

	
	MT 6.3
	
	Establish service-level agreements for interfaces.

	
	Content
	
	Trust is earned. Users need to understand what performance to expect from the interface and its underlying system. Establish service-level agreements (SLAs) to document the performance parameters for the interface and underlying systems, then report performance against those measures. Remember that SLAs are as much about the provider of the interface as they are about the user. If the service level will vary based on the volume of use, then clear articulation of that expected performance variation will help users understand up front, before performance begins to degrade. It will also trigger various management activities to manage that degradation in a thoughtful and planned way.

	
	Reference
	
	The MITRE Systems Engineering Guide, p399, May 2014

	
	MT 6.4
	
	Publish interface information in an easily accessible and visible location.

	
	Content
	
	Often, users do not have ready and easy access to the information they need to use a system or service. Accessibility is required not only for the government, but also their supporting contractors who may or may not have access to particular networks or knowledge centers. Interface information must be readily available from a known location accessible to all resources responsible for making decisions about and developing to the interface. Too often, system and service developers forget that users have different competency levels, and they misunderstand the depth of information users need to be able to effectively configure their systems to interface properly. Good interface management includes understanding the various types of use for the interface information, and presenting the data in a way that supports getting that information easily to the user.

	
	Reference
	
	The MITRE Systems Engineering Guide, p402, May 2014

	
	
	Defense Business Systems
	

	SUBTOPIC7
	Configuration Management Philosophy
	
	

	
	MT 7.1
	
	Adopt Life Cycle Configuration Management.

	
	Content
	
	Does your project manage information through a preplanned Configuration Management process?

• Describe your CM approach and process, including the baselines you will control and the content of each baseline, change control of customer-controlled baselines, change control of developmental baselines, configuration status accounting, and formal

configuration audits.

• What categories of information will be under CM, and in what format will the information in each category be stored?

• How does your CM process manage information across organizations and disciplines, and how does the project manage change to controlled information?

• How is CM implementation evaluated for effectiveness by the organization, and how is process improvement identified and implemented?

	
	Reference
	
	CAVEATS AND CONSIDERATIONS Revised for the 16 Point Plan™

Little Black Book, Copyright © 2002 American Systems Corporation.

	
	MT 7.2
	
	Understand how to apply CM control to large amounts of data.

	
	Content
	
	In a CM environment, critical relationships must be maintained between independent segments of the information framework. As the framework becomes larger and more complex, the maintenance of these relationships will become more difficult, reaching a point where they may not be supportable. Traceability and test relationships, relationships between engineering data, the management and engineering models and the formal baselined documentation, code, performance, and functional budgets and allocation may break down and be difficult to reestablish in an unplanned, large information management environment.

	
	Reference
	
	16 Point Plan™ Configuration Management Guidance PRACTICE 7; OVERVIEW & APPLICATION GUIDANCE Little Gray Book, Copyright © 2002 American Systems Corporation, page 81.

	
	
	Infrastructure (e.g., Cloud)
	

	SUBTOPIC8 
	Configuration Management Tools
	
	

	
	MT 8.1
	
	An IT service view CMDB will become the trusted source for the IT service view that will be "leveraged" by many different tools across an enterprise — including enterprise architecture (EA) tools — to provide the near-real-time view of IT services.

	
	MT 8.2
	
	A CMDB is one valuable source of integrated information describing the current state of the data center infrastructure, and EA can profit by using this data and not reinventing it.

	
	MT 8.3
	
	Data normalization is a critical step to ensure that metamodels and naming conventions are synchronized between the two tools.

	
	Content
	
	As configuration management database (CMDB) implementations mature and solve the initial problems they were implemented for, many organizations are beginning to address the needs of new constituencies, specifically enterprise architects. Enterprise architects want to leverage the "near" real-time view to build a comparative gap analysis to ensure standards are being adhered and to plan for future-state architecture.

	
	Reference
	
	The Value of Integrating Configuration Management Databases With Enterprise Architecture Tools, Publication Date: 13 January 2011 ID Number: G00210132

	
	
	
	

	
	
	Agile Development
	

	SUBTOPIC9
	Agile Configuration Management
	
	

	
	MT 9.1
	
	Re-evaluate the CM Tools and Processes for each Sprint.

	
	Content
	
	The main important parts of the SCM scheduled for inclusion at the beginning of the project should be considered iteration zero components, closely followed by the first release components.  At each iteration the SCM evolves together with the team, based on feedback and seen defects it grows either more or less complex and adapts to the needs of the team and the customer.

	
	Reference
	
	What, When, Why and How, Introducing Software Configuration Management in Agile Projects, Authors: Edward Linderoth-Olson, Oskar Präntare February 28, 2012

	
	MT 9.2
	
	Agile CM…KISS (Keeping It Simple and Short).

	
	Content
	
	Agility is partly about removing redundancy and complexity from all aspects of development: from designs, from requests and requirements, and even from and processes and tools. It is partly about separating niceties from necessities, forcing us to question what really is needed and remove the things we don't really need. Many times, there are gold-plated requirements, over-engineered systems, and overly complex or laborious tools and processes employed in many software development shops. These extraneous elements add complexity and/or redundancy that can create more friction than forward motion on development projects. The result is that they add little if any value to the bottom line - quality software.

	
	Reference
	
	Agile Software Configuration Management: Communications and Documentation [article] By Brad Appleton, Steve Berczuk, Steve Konieczka - August 7, 2012

	
	MT 9.3
	
	Streamlined processes and automation are the foundation of an Agile CM approach.

	
	Content
	
	Streamlined processes and automation are the foundation of an Agile CM approach. Each activity (from checking in code to fixing a broken test) should be easy to perform and provide quick feedback to both the individual programmer and the entire team. Furthermore, Agile teams attempt to make these activities self-documenting. For example, an automated build need only be documented in its execution scripts. One can easily count the benefits of a collection of well-written automated build script over a manual process accompanied by a constantly out-of-date, "how-to" document created in Microsoft Word.

	
	Reference
	
	“Integrating Agile Development in the Real World”, Peter Schuh, March 2007


