

	Competency Number
	Competency

	Software

Domain
	Competency Elements

	30

	Software Support/

Maintenance
	
	

	
	
	
	Applies the principles, needs, and rationale concerning Software/Maintenance, relative to the modification of a software product after delivery to provide additional or alternative capabilities, to correct faults, or to improve performance, as well as other attributes. 

	
	
	Mission Systems 
	

	SUBTOPIC 1 

	Requirement For Life Cycle Management & Product Support  
	
	

	
	MT 1.1
	
	The Cost Analysis Requirements Description, used for ACAT I & ACAT IA includes Life-cycle sustainment plan (LCSP) as a common source document; it is an absolute part of the Acquisition Strategy.  

	
	Content
	
	The CARD is prepared by the program office and approved by the DoD Component PEO. For joint programs, the CARD includes the common program agreed to by all participating DoD Components as well as all unique program requirements of the participating DoD Components

	
	Reference
	
	Test and Evaluation Management Guide, December 2012, 6th Edition -v1, page 162

	
	MT 1.2
	
	Differences between Product Support & Product Support Strategy

	
	Content
	
	Product Support. The package of support functions required to field and maintain the readiness and operational capability of major weapon systems, subsystems, and components, including but not limited to materiel management, distribution, technical data management, maintenance, training, cataloging, configuration management, engineering support, repair parts management, failure reporting and analyses, and reliability growth tracking and the logistics elements (e.g., support equipment, spares) related to weapon systems readiness. 

Product Support Strategy. The business and technical approach to design, acquire, and field the product support package to execute the sustainment strategy. It begins as a broad concept and evolves into a detailed implementation plan documented in the LCSP. 

	
	Reference
	
	DTM 10-015, October 7, 2010, Glossary page 12 -13

	
	MT 1.3
	
	When is Integrated Support Planning (ISP) required

	
	Content
	
	The ISP is a requirement for all Acquisition Category (ACAT) programs that connect in any way to the communications and information infrastructure including both Information Technology (IT) and National Security System (NSS) programs. The ISP is used by program authorities to document IT, NSS and computer resources needs, objectives, and interface requirements in sufficient detail to enable testing and verification of requirements. The ISP also contains interface descriptions, infrastructure and support requirements, standards profiles, measures of performance, and interoperability shortfalls. The ISP is summarized in the Acquisition Strategy and reviewed at Milestones B and C. (DoDI 5000.02 and CJCSI 6212.01D) 

	
	Reference 
	
	Integrated Product Support (IPS) Guidebook, Chapter 12.5.1.3, page 527

	
	Reference 2
	
	DTM 10-015, October 7, 2010

	
	MT1.4

	
	Who is overall responsible for software support/maintenance planning is included for all DoD Acquisition programs. 

	
	Content
	
	Dod Components will ensure that sustainment factors are fully considered at all key life-cycle management decision points, and that appropriate measures are taken to reduce operating and support costs by influencing system design early in development, developing sound product support strategies, and addressing key drivers of cost. 

	
	Reference
	
	DoDI 5000.02, January 7, 2015“Operation of the Defense Acquisition System,” Enclosure 6, Life-Cycle Sustainment, paragraph 2.b. 

	
	Reference 2
	
	Integrated Product Support (IPS) Guidebook, Chapter 12 12.5.4 Software Sustainment

	
	Reference 3
	
	DTM 10-015, October 7, 2010, Attachment 2

	
	MT1.5
	
	When / where in the program does Life Cycle Sustainment Plan (LCSP) begin? What programs are required to have an LCSP? 

	
	Content 

	
	Program managers for all programs are responsible for developing and maintaining an LCSP consistent with the product support strategy, beginning at Milestone A. The plan will describe sustainment influences on system design and the technical, business, and management activities to develop, implement, and deliver a product support package that maintains affordable system operational effectiveness over the system life cycle and seeks to reduce cost without sacrificing necessary levels of program support. The Acquisition Strategy will also include an overview of the product support strategy and sustainment-related contracts. 

	
	Reference

	
	DoDI 5000.02, January 7, 2015“Operation of the Defense Acquisition System,” Enclosure 6, Life-Cycle Sustainment, paragraph 3, page 113

	
	Reference 2
	
	5.1.2.2. Life-Cycle Sustainment Plan (LCSP)

	
	Reference 3
	
	IPS Guidebook, Chapter 12, 12.5.1.4 Life Cycle Signature Support Plan (LCSSP) 

	SUBTOPIC 2 

	Software Sustainment 
	
	

	
	MT 2.1
	
	The LCSP is an integral document in the acquisition decision process

	
	Content
	
	The documents prepared in support of the decision process (e.g., Acquisition Strategy, Systems Engineering Plan (SEP), Test and Evaluation Master Plan (TEMP), Life-Cycle Sustainment Plan (LCSP)) should generally not be prepared solely for staff review and approval, but be intended primarily for use within the program as planning and management tools that are highly specific to the program and tailored to meet program needs. 

	
	Reference
	
	DoDI 5000.02, January 7, 2015, 5 a.4.f, page 3

	
	MT 2.2
	
	Discuss Post Production Software Support and understand its challenges

	
	Content
	
	The management of the software development process and the implementation of a process that ensures software supportability are among two of the most difficult challenges facing the Program Manager in management of software-intensive systems. The Program Manager should effectively address the issues of software supportability, the software test environment, and other equipment, material, and documentation, including data rights that are required to provide PDSS for those end users identified in the SDP or in other documents similar to the Computer Resources Life Cycle Management Plan.  Successful PDSS planning should assist the Program Manager in controlling software life-cycle costs.”
Post Production Software Support (PPSS) – ensures operational

sustainment of a system’s capability to meet warfighter needs

• PPSS includes all process and actions associated with sustaining

software to include:

1. Infrastructure – Organizational “Open Door”, Labs (and associated maintenance of hardware, software, etc).

2. “Operational fixed costs” and tech support needed to maintain a system: Purchasing/maintaining Licenses,

Accounting Information Assurance Vulnerability Assessments (IAVAs), Certification & Accreditation (C&A).

3. Code Maintenance (to include Capability Sets) – maintaining interoperability, ensuring network operations,

incorporating new system requirements, responding to new threats, trouble shooting/correcting issues,

ensuring compatibility with COTS updates and associated interfaces, etc.

4. Technical support required to maintain systems (includes Field Software Engineers)

	
	Reference
	
	Defense Acquisition Guidebook Chapter 4.1.3.1, Software

	
	Reference 2
	
	http://www.psmsc.com/UG2012/Presentations/07%20-%20Gutleber%20-%20CECOM%20SEC%20presentation%20on%20ppss%20to%20software%20working%20group.pdf 

	
	MT 2.3
	
	Product Support Arrangements Types can take on many forms  

	
	Content
	
	1st. Product Support Arrangement (PSA) Types of this guide serve to formalize the roles, responsibilities, relationships, and commitments of the active participants in the product support strategy, including, at minimum, the PM, PSM, Warfighter customer, resourcing Commands, PSIs, PSPs, and associated stakeholders or participants in product support. Product Support Arrangements may take a variety of forms, including Memoranda of Understanding (MOUs), Memoranda of Agreement (MOAs), Product Support Agreements (PSAs), and contracts, or a combination of
any or all of these. The PSM should ensure that PSAs are in place to document and define each relationship that is part of the execution of the product support strategy. These PSAs should exactly reflect the price and performance agreements used in source selection and include agreed on mechanisms to demonstrate achievement of outcomes. The PSAs should ensure the PSM‘s plan will be executed in a manner agreeable to both the PSI and the PSM.

2nd. Product support arrangement. The term "product support arrangement" means a contract, task order, or any type of other contractual arrangement, or any type of agreement or non-contractual arrangement within the Federal Government, for the performance of sustainment or logistics support required for major weapon systems, subsystems, or components. The term includes arrangements for any of the following:

A. Performance-based logistics.

B. Sustainment support.

C. Contractor logistics support.

D. Life-cycle product support.

E. Weapon systems product support.

	
	Reference
	
	1st.DoD Product Support Manager (PSM) Guidebook, para 4.2.7

	
	
	
	2nd DoD Product Support Manager (PSM) Guidebook, para 2.4

	
	MT 2.4 
	
	Description and Determining Sustainment Maturity Levels (SML) and LCSP development.

	
	Content
	
	Rarely does the product support package for a system‘s sub-systems or components mature at the same time. For example, the design maturity for a specific sub-system may be lagging the others. Some components may be off-the-shelf, standard hardware, or made with well-established materials and processes from reliable suppliers, thus demonstrating a stable, mature design. Other components may incorporate new design elements that move well beyond the proven capabilities of a key technology resulting in a still evolving design.

	
	Reference
	
	PSM Guidebook – April 2011, Appendix H – Sustainment Maturity Levels (SMLs), 9.9, page 121

	
	MT 2.5
	
	The structure and management of contracts from the sustainment perspective  

	
	Content
	
	From a sustainment perspective, contracts are structured and managed to balance three major objectives throughout the life cycle of the system: delivering sustained materiel readiness; minimizing the requirement for logistics support through technology insertion and refreshment; and continuously improving the cost-effectiveness of logistics products and services. Defense Acquisition University has a community of 

	
	Reference
	
	Integrated Support Element Guidebook, final Dec 2011, page 67, section 1.9

	
	Reference 2 
	
	MIL-HDBK 502, Section 8.3, 

	
	
	
	

	
	
	C4ISR
	

	
	
	Modeling and Simulations
	

	SUBTOPIC 3
	Simulations in support of Software Support/

Maintenance planning 
	
	

	
	MT 3.1
	
	Deteriorating budget and other constraints PM/PSM are encouraged to use M&S concepts to achieve affordable software maintenance and alternative solutions  

	
	Content
	
	High costs in live training, expanding simulation capabilities, and the desire to decrease wear and tear on operational assets is moving training execution away from live training toward virtual and constructive training, or toward a more efficient mix of live, virtual, and constructive training. In all segments of the training area – virtual, live, constructive/ command, control, communications, computers, intelligence, surveillance, reconnaissance (C4ISR), and education, there are opportunities to acquire less expensive, but more effective training through simulation avenues. Each of the DoD Components and Agencies have groups dedicated to the integration of training devices and simulators as part of weapon system specific training programs. PSMs should check with their respective Component / Agency for existing capabilities and guidelines. 

	
	Reference
	
	IPS Element Guidebook Final Dec 2011, 9.4.4 Simulation Training, page 422

	
	MT3.2
	
	Use of M&S as an effective Software Support/ Maintenance Planning practice/tool

	
	Content
	
	M&S can be an effective tool in the supportability analysis and evaluation process in implementing life-cycle management principles because all the sustainment/materiel readiness driver metrics can be considered in parallel.  Consequently, the sustainment M&S objective should be to use validated models to consider materiel availability/readiness implications when assessing the merits of alternatives throughout the life cycle.  M&S should be used in assessing the alternatives for major decisions affecting the design and deployment of both the end item and its support system.  Properly applied M&S encourages collaboration and integration among the varied stakeholders (including the test and transportation communities) facilitating materiel availability and system effectiveness.

	
	Reference
	
	https://dap.dau.mil/acquipedia/Pages/ArticleDetails.aspx?aid=a5c33c4c-f9d6-47ab-a52d-db7224c812ed

	
	Reference/s
	
	Defense Acquisition Guidebook, Para 5.4.1.6.2.
Defense Acquisition Guidebook, Para 5.4.2.5.2.
Defense Acquisition Guidebook, Para 5.4.3.5
Defense Acquisition Guidebook, Para 5.4.4.5.2.
Defense Acquisition Guidebook, Para 5.4.5.5.3

	
	MT 3.3
	
	Elements of software sustainment and maintenance

	
	Content
	
	Software maintenance consists of correcting faults, improving performance or other attributes, and adapting to a changing organization and technical environment. To be complete, there is usually a fourth category of maintenance activities focused on anticipated problems, or preventive maintenance.

Software sustainment addresses other issues not always an integral part of maintenance such as documentation, operations, deployment, security, configuration management, training (users and sustainment personnel), help desk, COTS product management, and technology refresh. Successful software sustainment consists of more than modifying and updating source code. It also depends on the experience of the sustainment organization, the skills of the sustainment team, the adaptability of the customer, and the operational domain of the team. Thus, software maintenance as well as operations should be considered part of software sustainment. The Software Engineering Institute has developed a report under DoD contract on "Sustaining Software Intensive Systems", found at http://www.sei.cmu.edu/reports/06tn007.pdf.

	
	Reference
	
	Integrated Product Support Guidebook, Chapter 12 12.5.4 Software Sustainment

	
	Reference
	
	DAG, Chapter 9 - Test and Evaluation (T&E), 7.3.6.7.2. Chapter 2. Analysis

	
	
	Defense Business Systems
	

	SUBTOPIC 4
	New Technology & Modifications
	
	

	
	MT 4.1
	
	PM/PSM’s should plan for periodic software enhancements 

	
	
	
	The program manager/PSM should structure a software development process to recognize that emerging capabilities and missions will require modification to software over the life cycle of the system. 

	
	Reference
	
	Integrated Product Support Element Guidebook 12.5.4.2 Upgrades

	
	Reference 2
	
	Integrated Product Support Element Guidebook 12.5.4.3 Modifications

	
	Reference 3
	
	DAG 4.4.16

	
	
	Infrastructure (e.g., Cloud)
	

	SUBTOPIC 5 
	Viewpoints and Models 
	
	

	
	MT 5.1
	
	Understand DODAF viewpoints and models and the relationships to  Software Support/Maintenance

	
	Content
	
	The DoDAF-described Models that are available in DoDAF V2.0 are listed in the table below. The list provides the possible models and is not prescriptive. The decision-maker and process owners will determine the DoDAF-described Models that are required for their purposes. The DoDAF-described Models are grouped into the following viewpoints:

· All Viewpoint (AV) 

· Capability Viewpoint (CV) 

· Data and Information Viewpoint (DIV) 

· Operational Viewpoint (OV) 

· Project Viewpoint (PV) 

· Services Viewpoint (SvcV) 

· Standard Viewpoint (StdV) 

· Systems Viewpoint (SV) 

	
	Reference
	
	http://dodcio.defense.gov/Library/DoDArchitectureFramework/dodaf20_models.aspx 

	
	MT 5.2
	
	Does advances in technology requires today’s PM’s / Stakeholders to conduct an assessment of military requirement so our forces can continue to take full advantage communication and connectivity advances

	
	Content 
	
	CIO Teri Takai told Congress that greater use of mobile devices and social networks requires changes in the Defense Department's network strategy. DoD  is investing in networks that can provide always-on connectivity to support the military's growing use of mobile devices and greater dependency on the Internet for information sharing. The recently published Information Enterprise Strategic Plan focuses on an interoperable infrastructure with A more robust, reliable, rapidly scalable and interoperable infrastructure provides connectivity and computing capabilities that allow all DoD users and mission partners to access, share, and act on the information needed to accomplish their missions. This strategic plan can be found at http://cio-nii.defense.gov/docs/DodIESP-r16.pdf. 

	
	Reference
	
	IPS Element Guidebook 12.1,2 Communication and Connectivity Modifications

	SUBTOPIC 6
	Leveraging Technology Advances to improve performance
	
	

	
	
	Agile Development / BDS
	

	
	MT 6.1
	
	DoD is incorporating new processes and best practices to acquire and deliver IT capabilities

	
	Content
	
	The DoD is developing a comprehensive new process to acquire and deliver IT capabilities. This process will leverage ongoing Department efforts to streamline Defense Business Systems (DBS) acquisition and incorporate best practices garnered from engagement with industry and lessons learned from ongoing DoD efforts. The new process is intended to take full advantage of the speed of IT innovation from commercial industry to foster an environment for mission focused and time-critical deliveries that support the full spectrum of IT applications within the DoD. 

	
	Reference
	
	Integrated Product Support Guidebook, Chapter 12.1 Information Technology and 12.1.1 Integrated Data Environment , page 520 -521

	
	MT 6.2
	
	DoD CPI/LSS polices linked to Software Support/Maintenance areas of concern  

	
	Content
	
	The objective of the DoD CPI/LSS program is to strengthen joint operational Combatant

Command and Military Department capabilities including making improvements in:

(1) Productivity.

(2) Performance against mission (availability, reliability, cycle time, investment, and

operating costs).

(3) Safety.

(4) Flexibility to meet DoD mission needs.

(5) Energy efficiency.

	
	Reference
	
	DoDD 5010.42, “DoD-Wide Continuous Process Improvement (CPI)/Lean Six Sigma 

	
	MT 6.3
	
	Sustainment enablers ad barriers 

	
	Content
	
	Program of record sustainment planning is a deliberate activity. In transitioning a technology or initiative the following sustainment attributes and associated enablers and barriers should be considered. 

	
	Reference
	
	Agile_Implementation_Handbook_2_3_11_public releaseable

	
	MT 6.4
	
	Understand the important of program team and roles to ensure contracts language provide additional or alternative capabilities, to correct faults, or to improve performance, as well as other attributes.

	
	Content
	
	Language for Maintenance of Software: “The contractor shall maintain the software to include fixing defects, application software, tools, capabilities, and databases for the software applications, and related functionality in support of the user community and the Program Management Office. The contractor shall apply Agile and iterative development methodologies in order to provide timely capabilities to the user community. The maintenance tasks also include maintaining system/software engineering, integration activities, system security, program lifecycle documentation, application documentation, and database documentation required for continued software support and requirements management. Target release timeframes will be conducted in 2-week iterations with releases to production at least once every two months.” 

	
	Reference
	
	https://playbook.cio.gov/techfar/, page 41

	
	
	Cybersecurity
	

	
	
	
	



