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	Competency 22: Software Testing and Evaluation

	

	Competency Element(s):

	TBD

	Element Issues (DAU): List ambiguities, misunderstandings, etc. to help IT FIPT next time they update competencies

	NONE.

	Acquisition Workforce IT Qualification Standard Product and Tasks related to Product (DAU)

	1. TBD

	AWQI References (DAU)

	TBD

	Assumptions (DAU)

	This competency includes the Software Development processes and best practices/lessons learned.

	TLO (Job Product or Service) (DAU; SME can make recommendations)
	BLOOM/COURSE

	TLO 22.1 Given a software-intensive information technology system, apply system and software Quality, Verification and Validation (V&V), and Test and Evaluation (T&E) principles, processes, methods, and tools to produce, test, verify, and validate the system’s technical, functional, and performance characteristics (including interoperability).
	BLOOM: 

	ELO(s) with Major Takeaway (MT) (tasks which are required to build the product or service) (DAU)

	ELO 22.1.1.  Given a list of possible Test & Evaluation (T&E) types, identify the three distinct types.

MT 22.1.1: Following the course students will to identify the three T&E types and understand T&E is statutory

MT 22.1.1.2: Understand that programs are required to conduct T&E and it is a process to validate performance related information, during the phases of development, to ensure that the system under development is able to do what they it is intended to do.

MT 22.1.1.3:  Participants understand that T&E is statutorily mandated requirement 
	IRM 202 Lesson 11

	ELO 22.1.2.  Given a high level introduction to the DoD T&E process, the terms "test" and "evaluation," and descriptive phrases, match each term to its description.

MT 22.1.2.1:  Be able to define the terms “test” and “evaluation” and accurately match each to its word description. 

MT 22.1.2.2: Understand that a basic purpose of T&E is to acquire system that work, and the responsibilities of program managers in Software T&E. 
	

	ELO 22.1.3.  Given a high level introduction to the DoD T&E process and the terms: Measure of Effectiveness (MOE), Measure of Suitability (MOS), and Measure of Performance (MOP), explain how each contribute to the development and management of test and evaluation plans.

MT 22.1.3.1: Define and match the terms MOE, MOS and MOP with their descriptive definitions. 

MT 22.1.3.2: Understand that requirements, thresholds and objectives established early in program formed the basis of evaluation criteria and the process relationship between MOEs, MOS and MOP’s. 
	

	ELO 22.1.4.  Describe unique software testing techniques.

MT 22.1.4.1: Understand 1) that testing is involved in every stage of the software life cycle and 2) there are various software testing techniques.  
MT 22.1.4.2: Understand Cybersecurity and software test requirements. 
	

	
	

	MAJOR TAKEAWAYS (MT) with REFERENCES and CONTENT (Subject Matter Expert (SME))

	MT 22.1.1: Following the course students will to identify the three types T&E types and understand T&E is statutory
MT 22.1.1.2: Understand that programs are required to conduct T&E and it is a process to validate performance related information, during the phases of development, to ensure that the system under development is able to do what they it is intended to do.
MT 22.1.1.3:  Participants understand that T&E is statutorily mandated requirement 

According to the Test and Evaluation Management Guide, December 2012, 6th Edition, page 84, Test and Evaluation: T&E is a process by which a system or components are tested and results analyzed to provide performance related information. This information has many uses, including risk identification and mitigation as well as providing empirical data to validate models and simulations. T&E enables an assessment of the attainment of technical performance, specifications, and system maturity to determine whether systems are operationally effective, suitable, and survivable for their intended use. There are three distinct types of T&E defined in statute or regulation: Developmental Test and Evaluation (DT&E), Operational Test and Evaluation (OT&E), and Live Fire Test and Evaluation (LFT&E). These are all covered in subsequent chapters of this guide. 

Extracted from DoDI 5000_02 Jan 07 2015 enclosure 4, c page 113

In accordance with DoD Instruction 8510.01 (Reference (bg)), all programs must have security controls implemented consistent with their information and system categorization.  Program managers will ensure appropriate testing to evaluate capability to protect information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction.  The Defense Intelligence Agency, in coordination with the Program Manager, will determine the generation of the relevant operational threat environment based on the System Threat Assessment Report, the Multi-Service Force Deployment, the Joint Country Forces Assessment and scenario support products in accordance with DoD Instruction 5000.61 (Reference (bh)). 

MT 22.1.2.1:  Be able to define the terms “test” and “evaluation” and accurately match each to its word description. 
MT 22.1.2.2: Understand that a basic purpose of T&E is to acquire system that work, and the responsibilities of program managers in Software T&E. 

MT 22.1.3.1: Define and match the terms MOE, MOS and MOP with their descriptive definitions. 
MT 22.1.3.2: Understand that requirements, thresholds and objectives established early in program formed the basis of evaluation criteria and the process relationship between MOEs, MOS and MOP’s. 

According to the Test and Evaluation Management Guide, December 2012, 6th Edition, 5.5, page 89…MOEs, MOSs and MOP are defined:

MOE: The data used to measure the military effect (mission accomplishment) that comes from the use of the system in its expected environment. That environment includes the system under test and all interrelated systems, that is, the planned or expected environment in terms of weapons, sensors, command and control (C2), and platforms, as appropriate, needed to accomplish an end-to-end mission in combat). See Operational Effectiveness (OE), Measure of Performance (MOP), Operational Suitability (OS), and Measure of Suitability (MOS).  
MOS: Measure of an items ability to be supported in its intended operational environment. MOSs typically relate to readiness or operational availability and, hence reliability, maintainability, and the items support structure. 
MOP: System-particular performance parameters such as speed, payload, range, time-on-station, frequency, or other distinctly quantifiable performance features. Several MOPs may be related to achieving a particular Measure of Effectiveness (MOE). 

The same section also speaks to the process relationship between an MOE to MOP (5.5 section 89)


Sources: According to the Test and Evaluation Management Guide, December 2012, 6th Edition, page 84, Test is defined as: Test : Test denotes any program or procedure that is designed to obtain, verify, or provide data for the evaluation of any of the following: (1) progress in accomplishing developmental objectives; (2) the performance, operational capability, and suitability of systems, subsystems, components, and equipment items; and (3) the vulnerability and lethality of systems, subsystems, components, and equipment items. 
According to the Test and Evaluation Management Guide, December 2012, 6th Edition, page 84, Evaluation is defined as: Evaluation: Evaluation denotes the process whereby data are logically assembled, analyzed, and compared to expected performance to aid in systematic decision making. It may involve review and analysis of qualitative or quantitative data obtained from design reviews, hardware inspections, M&S, hardware and software testing, metrics review, and operational usage of equipment. 
According to DoDI 5000_02 Jan 07 2015 enclosure 5, c page 115 program manager and PM Teams are responsible to T&E.


MT 22.1.4.1: Understand that 1) testing is involved in every stage of the software life cycle and 2) there are various software testing techniques.  

Unit Testing is done at the lowest level.  It tests the basic unit of software, which is the smallest testable piece of software, and is often called “unit”, “module”, or “component” interchangeably.   
 
Integration Testing is performed when two or more tested units are combined into a larger structure.  The test is often done on both the interfaces between the components and the larger structure being constructed, if its quality property cannot be assessed from its components.  
 
System Testing tends to affirm the end-to-end quality of the entire system.  System test is often based on the functional/requirement specification of the system.  Non-functional quality attributes, such as reliability, security, and maintainability, are also checked.  
  
Acceptance Testing is done when the completed system is handed over from the developers to the customers or users.  The purpose of acceptance testing is rather to give confidence that the system is working than to find errors.   

Compatibility Testing. Testing to ensure compatibility of an application or Web site with different browsers, OSs, and hardware platforms. Compatibility testing can be performed manually or can be driven by an automated functional or regression test suite. 

Conformance Testing. Verifying implementation conformance to industry standards. Producing tests for the behavior of an implementation to be sure it provides the portability, interoperability, and/or compatibility a standard defines. 

Load Testing. Load testing is a generic term covering Performance Testing and Stress Testing. 

Performance Testing. Performance testing can be applied to understand your application or WWW site's scalability, or to benchmark the performance in an environment of third party products such as servers and middleware for potential purchase. This sort of testing is particularly useful to identify performance bottlenecks in high use applications. Performance testing generally involves an automated test suite as this allows easy simulation of a variety of normal, peak, and exceptional load conditions.
 
Stress Testing. Testing conducted to evaluate a system or component at or beyond the limits of its specified requirements to determine the load under which it fails and how. A graceful degradation under load leading to non-catastrophic failure is the desired result. Often Stress Testing is performed using the same process as Performance Testing but employing a very high level of simulated load. 

System Testing. Testing conducted on a complete, integrated system to evaluate the system's compliance with its specified requirements. System testing falls within the scope of black box testing, and as such, should require no knowledge of the inner design of the code or logic. 
  
Software Unique testing info may be found throughout the Test and Evaluation Management Guide, December 2012, 6th  
& DoDI 5000_02 Jan 07 2015

MT 22.1.4.2: Understand Cybersecurity and software test requirements. 

a. Beginning at Milestone A, the TEMP will document a strategy and resources for cybersecurity T&E.  At a minimum, software in all systems will be assessed for vulnerabilities.  Mission critical systems or mission critical functions and components will also require penetration testing from an emulated threat in an operationally realistic environment during 

 DoDI 5000_02 Jan 07 2015 enclosure 5, 8 a. page 121:
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