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	Software Testing and Evaluation
	
	

	
	
	
	Develops direction/guidance in support of 

preparation of test plans and test management plans for IT system development efforts to ensure the government receives all expected deliverables and that those deliverables are fully functional. 

	
	
	Mission Systems
	

	SUBTOPIC1 

	Test & Evaluation Master Plan (TEMP)

	
	

	
	MT1.1

	
	The TEMP is a mandatory for all DoD Acquisition programs. 

	
	Content
	
	c. The Program Manager will use a Test and Evaluation Master Plan (TEMP) as the primary planning and management tool for the integrated test program. 

	
	Reference
	
	DoDI 5000.02, “Operation of the Defense Acquisition System,” Enclosure 4, Developmental Test and Evaluation (DT&E), paragraph 2.c. 

	
	Content
	
	See DoDI 5000.02, “Operation of the Defense Acquisition System,” Table 2. Milestone and Phase Information Requirements, continued 

	
	Reference

	
	DoDI 5000.02, “Operation of the Defense Acquisition System,” Enclosure 1, Table 2. Milestone and Phase Information Requirements. 

	
	MT1.2
	
	The TEMP will be approved at Milestone B. 

	
	Content

	
	Regulatory. A draft (TEMP) update is due for the Development RFP Release Decision Point; approved at Milestone B. 



	
	Reference

	
	DoDI 5000.02, “Operation of the Defense Acquisition System,” Enclosure 1, Table 2. Milestone and Phase Information Requirements. 

	
	MT1.3
	
	The TEMP is a contract among various Stakeholders

	
	Content
	
	a. The TEMP is a signed contract among DOT&E, the Deputy Assistant Secretary of Defense (Developmental Test and Evaluation), senior DoD Component leadership, the lead OTA, and the Program Manager. 

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 5, 5 a. page 100:

	
	MT 1.4
	
	DoD Components are responsible to coordinate with key stakeholders and work together to ensure mission critical functions and critical components within applicable systems are provided with assurance consistent with the criticality of the system and with their role within the system.

	
	Content
	
	a. Heads of the DoD Components shall: Designate a TSN focal point or focal points, with access to all DoD Components research, development, and acquisition (RDA) activities for applicable systems

	
	Reference
	
	DoDI 520044, November 5, 2012, section 8 1-5

	
	
	
	

	SUBTOPIC2 

	Software Test Plan (STP)

	
	

	
	MT2.1

	
	Defining requirements is the most critical phase of software development; it is a best practice that Test representatives be present during the Software Specification Review (SSR). The Software Test Plan (STP) should be updated as needed. 

	
	Content

	
	Frequently, the Government does not have good insight into this early stage of the development process-but they should! Tester participation in the SSR or equivalent review, which occurs after software requirements analysis for the to-be-developed system is complete, is highly recommended. 

	
	Reference

	
	Test & Evaluation Management Guide, December 2012, Sixth Edition, 15.2 Role Of The Software Specification Review, Page 166 of 311. 

	
	MT2.2

	
	Software testing is a risk management tool.

	
	Content

	
	A key contribution made by T&E in the acquisition process is the early detection and reporting of deficiencies that may adversely impact the performance capability or availability and supportability of a system. A comprehensive and repeatable deficiency reporting process should be used throughout the acquisition process to report, evaluate, and track system deficiencies and to provide the impetus for corrective actions that improve performance to desired levels. The lead DoD Component and the PM, or equivalent, prepares a preliminary RAM and cost rationale report in support of the MS A decision.

	
	Reference

	
	Test & Evaluation Management Guide, December 2012, Sixth Edition, 15.2 Role of The Software Specification Review, Page 26 of 311. 

	
	MT 2.3
	
	Software Testing typically consumes 40 – 50 % of development efforts 

	
	Content
	
	With the development of Fourth generation languages (4GL), which speeds up the implementation process, the proportion of time devoted to testing increased.  As the amount of maintenance and upgrade of existing systems grow, significant amount of testing will also be needed to verify systems after changes are made [12].  Despite advances in formal methods and verification techniques, a system still needs to be tested before it is used.  Testing remains the truly effective means to assure the quality of a software system of non-trivial complexity [13], as well as one of the most intricate and least understood areas in software engineering [19].

	
	Reference
	
	Software Testing Techniques, Technology Maturation and Research Strategy,  Lu Luo, School Of Computer Science, Class Report for 17-939A

	
	
	C4ISR
	

	SUBTOPIC 3
	Test & Evaluation Master Plan (TEMP)
	
	

	
	MT 3.1
	
	Prior to each Defense Acquisition System Milestone, the PMs must submit an updated TEMP

	
	Content
	
	The TEMP is the overarching document for managing a T&E program. PMs should develop a draft TEMP for the pre-EMD review and a formal TEMP for Milestone B, based on the AT&L memo “Improving Milestone Process Effectiveness,” dated June 23, 2011. Prior to each subsequent Defense Acquisition System Milestone, the PMs must submit an updated TEMP. The TEMP should include sufficient detail to support development of other test related documents.

PMs develop a TEMP and subsequent updates meeting the following objectives:

	
	Reference
	
	DAG, Chapter 9 - Test and Evaluation (T&E), 9.5.5

	
	Reference
	
	DAG, Chapter 9 - Test and Evaluation (T&E), 7.3.6.7.2. Chapter 2. Analysis

	
	
	Defense Business Systems
	

	SUBTOPIC 4
	Operational Test Assessment
	
	

	
	MT 4.1
	
	Defense Business System undergo multiple test during their lifecycle to include undergo Theft/Fraud Operational Impact test

	
	Content
	
	 The Program Manager and OTA will conduct periodic cybersecurity risk assessments to determine the appropriate Blue/Green/Red Team, and operational impact test events in alignment with the overall test strategy for evaluating the program for real world effects. Defense business systems will undergo Theft/Fraud operational impact testing. 

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 5, 8 d. page 105:

	
	MT 4.2
	
	Where/when does an DBS enter the acquisition process 

	
	Content
	
	DBS will enter the acquisition process at the Materiel Development Decision (MDD) and follow the procedures described in paragraph 5d of this instruction. By statute, prior to approving Milestone A or initiating development of any increment of a DBS, the Milestone Decision Authority (MDA) must determine that the program will achieve Initial Operational Capability within 5 years (section 811 of P.L. 109-364 (Reference (k))). For a DBS that is a Major Automated Information System (MAIS) program, the requirements in Table 4 will apply. 

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 12, 2 b. page 139:

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 1, Table 4. Statutory Program Breach and Change Definitions, page 61:

	
	MT 4.3
	
	The Business Capability Lifecycle (BCL) Model, not JCIDS, is the directed acquisition process for DBSs.

	
	Content
	
	The BCL model in Reference (n) 

HYPERLINK "http://www.prim.osd.mil/Documents/BCL%20Guidance_Updated%20DTM-11-009.pdf" \his the directed acquisition process for DBSs. DBSs are validated by the Defense Business Systems Management Committee (DBSMC). These systems employ a business case document using the BCL process in lieu of JCIDS documents for the capability requirements and associated solutions. The principles of BCL can be applied at the increment or the release level-BCL provides the framework for structuring the definition, development, testing, production, deployment, and support of DBSs. This model is a guideline, and tailoring, consistent with statute and sound business practice, is encouraged. As stated in Reference (n) 

HYPERLINK "http://www.prim.osd.mil/Documents/BCL%20Guidance_Updated%20DTM-11-009.pdf" \h, it is DoD policy that :  



	
	Reference
	
	Test and Evaluation Management Guide, December 2012, 6th Edition -v1, 14.3 BCL Model, page 176

	
	
	Infrastructure (e.g., Cloud)
	

	SUBTOPIC 5 
	Test & Evaluation Master Plan (TEMP)
	
	

	
	MT 5.1
	
	The TEMP is the PM’s primary test planning and management document to include it is a roadmap that aides his/her ability to achieve VV&A standards

	
	Content
	
	(5) Ensure that all test infrastructure and/or tools (e.g., models, simulations, automated tools, synthetic environments) to support acquisition decisions will be verified, validated, and accredited (VV&A) by the intended user or appropriate agency. Test infrastructure, tools, and/or the VV&A strategy including the VV&A authority for each tool or test infrastructure asset will be documented in the TEMP. Program Managers will plan for the application and accreditation of any modeling and simulation tools supporting DT&E. 

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 4, 5. page 94:

	
	
	
	

	
	MT 5.2
	
	There are deliberate methods for program managers to measure success at achieving DoDAF conformance   

	
	Content
	
	DoD Components are expected to conform to DoDAF to the maximum extent possible in development of architectures within the Department. Conformance ensures that reuse of information, architecture artifacts, models, and viewpoints can be shared with common understanding. Conformance is expected in both the classified and unclassified communities, and further guidance will be forthcoming on specific processes and procedures for the classified architecture development efforts in the Department.

DoDAF conformance is achieved when:

· The data in a described architecture is defined according to the DM2 concepts, associations, and attributes.

· The architectural data is capable of transfer in accordance with the PES.

	
	Reference
	
	DoDAF Architecture Framework Version 2.02, August 2010

 http://dodcio.defense.gov/Portals/0/Documents/DODAF/DoDAF_v2-02_web.pdf

	
	
	Cybersecurity
	

	SUBTOPIC 6 

	Test & Evaluation Master Plan (TEMP)

	
	

	
	MT6.1

	
	Vulnerabilities must be identified early in a program’s lifecycle

	
	Content
	
	Beginning at Milestone A, the TEMP will document a strategy and resources for cybersecurity T&E.  At a minimum, software in all systems will be assessed for vulnerabilities.  Mission critical systems or mission critical functions and components will also require penetration testing from an emulated threat in an operationally realistic environment during

	
	Reference
	
	DoDI 5000_02 Jan 07 2015 encl 5, 8 a. page 121:

	
	MT 6.2
	
	It is a policy to document cybersecurity tasks during the T&E Strategy planning and document activities in the TEMP

	
	Content
	
	Document Cybersecurity Activities in the TEMP: Document cybersecurity in the overarching T&E strategy in the TEMP, including:  

· Plan cybersecurity test events before MS B, if possible, with further specification and updates continuing through program deployment 

· Ensure that defined cybersecurity T&E events are included within the overall T&E schedule 



	
	Reference
	
	Cybersecurity TE Guidebook July 1 2015 v1_0, page 22 

	
	MT 6.3
	
	RDT&E programs must identify and assess CPI requirements as early in the lifecycle as possible and document outputs in the Program Protection Plans

	
	Content
	
	b. CPI will be identified early and reassessed throughout the RDT&E program so that CPI protections requirements and countermeasures may be identified and applied as the CPI is developed and modified throughout the lifecycle as needed.

d. CPI protection measures will be integrated and synchronized, then documented within the Program Protection Plan (PPP) in accordance with Reference (e).

	
	Reference
	
	DoDI 5200.39, May 28, 2015, 3 a – e, page 2

	
	
	Agile Development
	

	SUBTOPIC 7
	
	
	

	
	MT 7.1
	
	The agile software development methodology is challenging; it requires a skilled team of developer’s who understands the software life-cycle process to facilitate success.

	
	Content
	
	A current trend in DoD acquisition is the use of the agile development model, allowing acquisition and delivery of IT functionality in a relatively short timeframe. The agile development model relies on a closely knit development and test team that performs iterative and incremental development, with requirements and solutions evolving in a highly collaborative environment. Implementing the agile development model into the standard DoD acquisition life cycle, with existing documentation and test requirements levied on a DoD major acquisition program, is a challenge.  

	
	Reference
	
	MTR 100489, Technical Report, Handbook for Implementing Agile in DoD IT Acquisition, page 20, 3.1.3 Highly Disciplined Development Process

	
	Reference
	
	Test and Evaluation Management Guide, December 2012, 6th Edition –v, page 279

	
	Reference
	
	Test and Evaluation Management Guide, December 2012, 6th Edition –v, page 203 15.11.2 Agile Development Methods and page 204, 15.11.3 Agile Development and Testing

	
	MT 7.2
	
	Various agile development methodologies are being embraced by segments of for software intensive systems

	
	Content
	
	Agile software development refers to a group of software development methodologies based on iterative and incremental development in which requirements and solutions evolve through collaboration between self-organizing, cross-functional teams. Agile development is being embraced by segments of the DoD as a potentially effective approach for software development under the right circumstances for some categories of software-intensive systems. 

Terms such as scrum, extreme programming, and crystal clear are also sometimes used to refer to agile approaches. They are characterized by their proponents as lightweight software development methods. So-called lightweight software development methods evolved in the mid-1990s as a reaction against heavyweight methods, which were characterized by their critics as heavily regulated, regimented, micromanaged approaches to software development. 

	
	Reference
	
	Test and Evaluation Management Guide, December 2012, 6th Edition –v, page 203

	
	Reference
	
	MTR 100489, Technical Report, Handbook for Implementing Agile in DoD IT Acquisition, page 22, 3.3 Agile Methods

	
	MT 7.3
	
	Technology has radically changed the world, hierarchies of communication have flattened and reshaped the power of relationships between rulers and masses, or between management and workers

	
	Content
	
	Given the vast changes that have taken place since the Manifesto was written, consider how the concepts or methodology of agile should adapt. Going through the Agile Manifesto line by line, what parts of it remain true today and which need to evolve to fit the times?

	
	Reference
	
	The agile manifesto_EDU.pdf, pages 19 - 40 


