Module 7.0: TESTING AND transition to deployment 
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ELOs
ELO 7.1 – List best practices for DBS interface management.
ELO 7.2 – List best practices for DBS test planning and execution.
ELO 7.3 – List best practices for DBS infrastructure planning and execution.
[bookmark: _GoBack]ELO 7.4 – Identify steps for DBS data migration and deployment
Assessments
ELO 7.1 – 
MT – Interfaces between the developing DBS and the existing DBS are extremely important since the DBS is based on transactions.
MT – When a DBS replaces a legacy system instead of interfacing with it, the implementation often includes migrating legacy system data into the new DBS.
ELO 7.2 – 
MT – Measures of effectiveness (MOE) should be associated with the business process the DBS is supporting and should support the projected benefits of implementing the DBS.
LP – Ensure Cybersecurity is included throughout all aspects of the DBS.
ELO 7.3 – 
MT – DBS PMs should weigh the benefits and risks associated with infrastructure and hosting and match the solution to meet the user needs at best expected cost to the program.
ELO 7.4 –
MT --  Once the MDA makes the decision regarding limited or full deployment, subsequent decisions are normally made by the Functional Sponsor or using commands.
LP – The user acceptance or “go live” decision
[bookmark: _Toc447739133][bookmark: _Toc448824033]Topic 7.1: Managing Interfaces
[bookmark: _Toc448824034][bookmark: _Toc447739134]7.1.1 Managing interfaces; interface control agreements
DBS are based on transactions. These are transactions between the user and the system, the system and the database, and the system and other external systems which are call interface partners.  
· Interfaces between the DBS under development and interface partners must be clearly defined and documented via interface control documents that define the technical aspects of the interface. An Interface agreement defines how the interfaces will be configuration controlled and managed. A significant agreement is to decide which side of the interface will be primarily responsible for achieving interoperability. Normally, the new system must conform to the existing system. However, there may be times where modifications of the existing system may be more efficient and cost effective.
· Interoperability between systems is more than just the passing of data, messages, or documents. True interoperability is end-to-end and includes the ability of each system to process the data. In some cases, intermediate middleware or systems may be used to translate data into acceptable formats for interface partners. Again, interoperability with this middleware is not sufficient to achieve true interoperability.  
· Interoperability testing must be end-to-end to verify true interoperability.  Testing with interface partners should be done on the developmental or test environments of both partners. These normally represent exact copies of the production environments except for the production interfaces. Scheduling agreements among the interface partners must be completed early in the test planning process.
[bookmark: _Toc448824035]7.1.2 Data migration and shutting down legacy systems.
When a new DBS replaces a legacy system, considerable planning and rehearsal must be done to migrate the legacy data to the new system.
Data Requirements are initially identified during the functional design workshops.  The data requirements then become input for the Data Migration Requirements Analysis (RA), and Mapping and Design (MD) workshops. These workshops are led by system integrator with the support of functional sponsor Enterprise Data Managers. The Enterprise Data Manager facilitates government participation, and coordinates with the appropriate business process owners to validate that the resultant migration process meets business requirements. Workshop participants include appropriate representation from customer, PMO, and system integrator in order to establish an effective migration process that meets program and business requirement objectives.

Each workshop focuses on a single data object or set of highly correlated data objects.  During the RA Sessions, the uses of the data objects are discussed within the context of the existing Business Processes, to include the integration across business areas and/or processes. The intent is to foster discussion that will help identify all of the business requirements associated with each data object, which are then documented in the corresponding Change Requirements Document (CRD).

During the MD Sessions, discussions shift to how the applications must be populated to support the processes. Rules used to determine the universe of data for migration are reviewed and refined. Sources for each required data element are confirmed. If legacy data does not exist, rules for augmenting or transforming data are defined. This information is captured in the Change Design Document (CDD) and corresponding Mapping Document for each data object.

Additionally, methods for validating the migrated data are discussed. Items for technical validation are incorporated into the Test Script which accompanies each CDD. Business validation steps are not captured in the MD sessions, but are instead captured in Business Validation Plans during discussions/workshops coordinated by the corresponding Enterprise Data Manager (EDM).

Following the workshops, the completed documents will be, reviewed by PMO, submitted/presented to the Architecture Review Board (ARB) for approval, and finally sent to the enterprise data manager for concurrence.

[bookmark: _Toc447739136][bookmark: _Toc448824036]Topic 7.2: Test Planning and Execution
[bookmark: _Toc447739137][bookmark: _Toc448824037]7.2.1 Defining critical technical parameters (CTP), critical operational issues (COI), measures of effectiveness (MOE), relationship to architecture.
TypicalAcquisition programs are based on JCIDS-approved documents that contain KPP, KSA, and additional operational attributes. CTP’s and COI’s and MOE’s are normally developed by the system engineer and the requirements developer that focus on the KPP and KSA and are the foundation for developmental and operational testing. What do you do in the case of DBS that do not have KPP and KSA?
· As with most systems, test and evaluation is a collaborative process best managed through a T&E WIPT. CTP’s can be developed through collaboration with the T&E WIPT, the SE WIPT, and the functional sponsor.  When developing CTP’s, it is best to look at the important processes and the system requirements that support those processes. The CTP’s should be based on the ability to perform the process rather than each requirement.
· The term “critical” may not be as significant as with a weapon system.  A weapon system may have critical requirements such as accuracy, range, lethality, etc., that if not met, make the entire weapon ineffective. DBS’s consist of many processes with multiple steps. A failure of one step may not bring the entire system down. An effective work around may be developed for a failure until a permanent correction may be made. Even if a certain process fails, the effective performance of the many other processes still contribute value to the system.
[bookmark: _Toc448824038][bookmark: _Toc447739139]7.2.2  Test Planning and Execution:
Mission-oriented DT:  DBS’s provide a special opportunity to integrate Developmental Testing (DT) and Operational Testing (OT) to achieve efficiencies in testing and provide developmental and operational assessments for some milestone decisions.  The concept is to do mission-oriented DT prior to limited deployment and IOTE following limited deployment. The conditions to make this possible are:
· The DT environment must be identical to the production environment in all aspects except for connection to interface partners. Except for the URL, the DT environment should be transparent to the user.
· Connections to interface partners are provide by VV&A M&S that replicate the actual interfaces and traffic loads or by interfaces to the test environments of the interface partners that similarly are identical to the production environment.
· The users in the DT are the same as the actual users who will use the system during OT and subsequent deployment. They are trained, using the same training package as the deployed system. These users may become trainers in their home organizations to train the much larger population of users.
· The test cases are based on processes rather than individual requirements verification. 
· Although this is a DT-led event, the OTA is included in the planning of this event and has full access to observe the execution and review the data.
The benefits of this approach are:
· The use of the DT environment provides the ability to control the test and exercise all the processes and requirements in a structured manner.  This includes less used processes such as end-of-year closeout. Once the system is deployed to the production environment, the test may be controlled by the operational activities of the unit. Commanders may not accept the risk of taking test actions that could affect actual transactions or corrupt databases with test data.
· The use of M&S for interfaces may allow scalability testing greater than a limited deployment can and identify potential problems that IOT&E could not.
· The actual users avoid the problems of having experienced engineers execute the test and possibly not find human factors engineering problems. 
· The DT test cases based on processes can be the same test cases used in subsequent IOT&E.
· Most importantly, the integrated mission-oriented DT saves the time and money needed for separate DT and OT prior to limited deployment. 
Other DT events:  The following are possible developmental test events to consider for DBS:
Out of the Box (OOTB) Verification
In some cases, a DBS solution is based on a commercial out-of-the-box enterprise resources planning system. Testing conducted by the Government with contractor support to verify and characterize the capabilities of the OOTB solution. This would include interface testing. The purpose of this testing is to determine opportunities for business process re-engineering and to document fits and gaps and the scope of development needed to meet the Government’s needs.
Functional Qualification Testing (FQT):
FQT is intended to verify system requirements. Ideally, FQT is structured around processes or mission threads that show an end-to-end capability being tested.
Reliability Testing
Testing to identify software defects for resolution.
Regression Testing
Testing to verify correction of defects
Financial Auditability Testing
Testing to verify that the financial auditability requirements unique to DBS are being met and the system can achieve auditability certifications. 
Cyber Economic Vulnerability Testing
This is related to auditability testing and verifies that insiders or hackers cannot commit economic fraud.
Functional Role Testing:
Testing to verify that operators are limited in their capabilities and authorizations based on the roles that they are given. This should also verify that all the functions allocated to the role player. 
Cybersecurity Testing:
Testing to verify cybersecurity controls and provide data necessary to receive an authority to operate (ATO). The Government will conduct complementary cooperative vulnerability assessments and adversarial penetration developmental testing
Scalability Testing
Testing to examine the potential impacts and performance as the user population increases to objective limits.
Interoperability Testing
Testing with interface partners to ensure end-to-end interoperability of transactions.
Data Migration Testing
Testing that ensures that data from legacy systems can be migrated to ACWS, as needed.
Business Process and Human Systems Integration Testing
Testing, using actual users in a quasi-operational environment, to ensure end-to-end processes can be successfully completed and intended capabilities are delivered. This is intended to get human feedback and prepare for operational testing that follows. This type of DT provides the best opportunities to have integrated DT/OT.
User Acceptance Testing
This is testing conducted at the actual user’s location to ensure that the operators and integrated system perform adequately and provide the confidence to the location (depot, hospital, office, log center, etc.) commander that the system is ready to go live and the legacy system can be removed. 
[bookmark: _Toc448824039]7.2.3 Privacy, Cybersecurity, Auditability and IT portfolio risk management.
DBS’s have some additional considerations when it comes to testing.
While not classified, DBS’s frequently contain personally identifiable information such as names, home addresses, SSAN, medical records, pay records, etc. that must be protected. Likewise, DBS’s may contain source selection sensitive or proprietary or competitive information of contractors and suppliers.  While unclassified information may pose a risk if combined to provide a larger picture, loss of any single piece of personally identifiable information or contractor information may be a serious invasion of privacy.
While most users are patriotic Americans who would never think of revealing secrets to the enemy, there is a greater risk of users or hackers committing financial fraud for their own benefit.  Therefore, cybersecurity testing needs to consider this aspect of the threat. 
Finally, DBS’s are required to meet auditability standards to account for all funds, supplies, and transactions in accordance with federal laws, regulations, and policies.  
[bookmark: _Toc448824040]Topic 7.3: Infrastructure Planning and Execution
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Program managers should engage in infrastructure planning early on to consider whether or not to leverage DoD and Service consolidated infrastructure. Relying on an external provider allows the PM to increase focus on delivering functional capabilities, but it also increases dependencies on external timelines and involvement. DoD and Service progress with infrastructure and Cloud offerings has progressed so that most business systems program managers are working with an external provider with confidence that these dependencies will not add significant risk to the program.
[bookmark: _Toc448824042]7.3.2 Considerations for outsourcing, Cloud, and Information Technology as a Service (ITaaS).
DISA has published a Best Practices Guide for Department of Defense Cloud Mission Owners, Version 1.0 Aug 2015. The guide covers such topics as: Understanding the Shared Responsibility Model in Cloud Computing, Assessment and Authorization, IP Standards, Domain Name Service (DNS), High Availably, and Storage / Backups. 
Topic 7.4: Deployment
After the DBS has been developed, tested, and achieved limited deployment the milestone decision authority approves a full deployment decision. After that decision is made, the details and decisions of the actual deployment are normally coordinated among the PM/PEO, the Functional Sponsor, and the receiving commands.
7.4.1 Training and Preparation 
People are naturally resistant to change. The success of the DBS will be largely dependent on overcoming that resistance. 
A Communications Plan should be developed to describe the purpose of the DBS and the value it will add. Personnel should be made aware of the schedule and activities associated with the deployment and how it will affect them. Senior management at the local level is critical to be part of the communications plan.
If a CONOPS has been used, it should be updated to reflect the DBS. This update is useful to identify that specific points of change and the personnel who will experience the most change.
Training is a key element to effect the change. The training packages should be thoroughly tested during both DT and OT and feedback from the initial user test personnel incorporated into the package. A good practice is to use the test personnel as key trainers to augment the contract trainers.
During testing, some failures may be identified that require workarounds until the failures can be resolved. These workarounds may be cumbersome of awkward. Trainers should explain what the workarounds are, why they are needed, and when they will be resolved.
The ultimate goal of this training and preparation is to have all the new users comfortable that they are capable of operating the DBS and see the value of the DBS. 
7.4.2 Data Migration and Deployment:
The actual migration should be preceded by several rehearsals on the test environment. These rehearsals may identify some data that has anomalies or is extraneous. This results in data cleansing to ensure that only the best data are migrated.7.4.3 Go-Live Decision
The user acceptance or go-live decision represents the using command’s readiness to transfer operations to the new system.  This is a significant decision and must be supported by evidence of readiness.
The using command should have personnel observing the developmental and operational testing to validate critical business processes and to be aware of any issues and problems found. The using command may want to make a separate assessment from the OTA.
A user acceptance test may be required to confirm the resolution of any issues or problems found during DT/OT.
Each user should have their roles and authorizations entered into the system and checked before go live.
The production support and infrastructure such as the help desk, change management, etc. should be in place.
All of these elements should be tracked on a scorecard to show progress toward the go-live date. This scorecard may begin several months prior to the go-live
