[bookmark: _Toc448823979][bookmark: _Toc447739107][bookmark: _Toc448823991]Module 3.0 – Uniqueness of Defense Business Systems
[bookmark: _Toc444158899][bookmark: _Toc445740129][bookmark: _Toc448823980]Overview
[bookmark: _Toc444158900]ELOs
ELO 3.1 – Identify how DBS differ from weapons systems.
ELO 3.2 – Describe the means for measuring reliability, availability, and maintainability (RAM) of DBS.
[bookmark: _Toc444158901]Assessments
[bookmark: _Toc444158902](ELO 3.1)
MT – Establishment of DBS begins with the analysis of a perceived business problem, capability gap, or opportunity and document the results in a Problem Statement rather than utilize the Joint Capabilities Integration and Development Systems (JCIDS) procedures. 
LP – The net ready key performance parameter (KPP) is the only KPP required by DoDI 8330.01 Interoperability of IT and NSS
(ELO 3.2)
MT – DBS do not normally use the same reliability, availability, and maintainability (RAM) measures as weapons systems.
LP – RAM measures must be carefully defined to avoid confusion and false measurements. 
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[bookmark: _Toc445740130]
[bookmark: _Toc448823981]Topic 3.1: Differences from Weapons Systems (ELO 3.1)
[bookmark: _Toc445740131][bookmark: _Toc448823982]3.1.1 Business systems are built to perform transactions that support predictable business processes.
DBS are developed to manage data that provide information for the management of the business. These data are created, stored, accessed, and used through transactions. These transactions are either between the user and the system through a human-system interface (HSI), an item and the system through a sensor (e.g., bar code reader), or among systems through the exchange of documents or forms.  The business processes that cause these transactions are well-defined and repeatable by multiple users using a standard method.  This is unlike a weapons system that has multiple functions (mobility, lethality, range, accuracy, etc.) and operates in a dynamic unstructured environment. 
[bookmark: _Toc445740132][bookmark: _Toc448823983]3.1.2 Business system requirements go through different definition and validation processes.
DBS generally do not employ Joint Capabilities Integration and Development Systems (JCIDS) procedures for the development and validation of capability requirements. The mandatory key performance parameters (KPP) in the JCIDS are not required. The only exception is the net-ready KPP, which is required by DoDI 8330.01 – Interoperability of IT and NSS. 
Instead functional sponsors will analyze a perceived business problem, capability gap, or opportunity and document the results in a Problem Statement. The Problem statement will include performance measures and attributes, a rough order of magnitude cost estimate and projected/anticipated financial return measures such as net present value, payback or return on investment. Requirements are certified by the Defense Business Council (DBC) rather than the Joint Requirements Oversight Council (JROC). 
[bookmark: _Toc445740133][bookmark: _Toc448823984]3.1.3 Business systems are often housed in a data center supporting worldwide operations and placed in constant operation except for software and hardware upgrades.
Unlike a tactical environment, DBS normally are housed in a climate controlled, stable powered, and secure environment unlikely to be aggressively attacked by large hostile forces.  Unlike a combat mission with a defined duration and area of operations, DBS work at multiple locations world-wide, sometimes working multiple shifts. The combination of time zones and multiple shifts requires the core DBS to be available 24 hours a day/7 days a week.  At times, it may be necessary to take the system off-line for HW or SW maintenance or upgrades, but these can be scheduled to minimize disruption.
[bookmark: _Toc445740134][bookmark: _Toc448823985]3.1.4 Business systems support processes that are very similar to the commercial world, and can often be built around existing commercial software.
A fundamental premise of DBS is that they are similar to the commercial world. The Business Enterprise Architecture (BEA) contains processes such as procure-to-pay, acquire-to-retire, etc., which are similar to commercial processes. Based on this premise, DBS acquisitions often seek out an existing commercial solutions as the foundation for their development. By performing business process re-engineering to close the gaps between the COTS SW and the desired requirements, development and sustainment costs can be greatly reduced.
[bookmark: _Toc444158908][bookmark: _Toc445740135][bookmark: _Toc448823986]Topic 3.2: DBS Reliability, Availability and Maintainability (ELO 3.2)
[bookmark: _Toc445740136][bookmark: _Toc448823987][bookmark: _Toc444158909]3.2.1 Business system reliability is usually tracked through metrics.
While the NR-KPP is the only required KPP, availability is still an important parameter that must be addressed.  Failures that impact availability and reliability are normally caused by hardware, software, or human error. A defect is any condition in a software artifact (e.g., specification, code, or test) that if left unchanged could result in a software failure.  A fault is a specific software defect in the code that can be the cause of one or more failures. The goal of RAM engineering and test is to identify and remove defects and faults from the software. 
Software failures are the focus of a DBS testing. The traditional measures of reliability (mean time between failures (MTBF)) and maintainability (mean time to repair (MTTR)) do not necessarily apply because DBS are software-centric systems.  
There is no general agreement on which software reliability metrics are best. Additionally, metrics can change between development, where faults and failures are the focus, and operation, where help desk metrics are the focus.
Two SW development reliability metrics for consideration are: 
· Failure rate: The ratio of the number of failures per number of transactions.

· Closure status: The total number of faults resolved over time compared to the number of faults discovered.Months
Priority 1 Closure Status
Cumm Transactions



[bookmark: _Toc445740137][bookmark: _Toc448823988]3.2.2 Business system failures can carry less critical impacts than weapons system failures.
Weapons systems failures often are life or death consequence. A mission may succeed or fail because of a weapons systems failure.  Business systems are more forgiving. A business system failure may have a manual work around that keeps the system working. Additionally software failures carry a severity rating (SEV 1 – SEV 5) to distinguish them from failures that may cause the total system to stoppage (SEV 1) to failures that have little consequence on operations (SEV 5). Therefore, the concept of a failure severity rating has greater significance for a business system because it directs you to the most important SEV 1 and SEV 2 failures to resolve.
Majority of the failures for a business system have minimal impact to the war fighter, but there are instances where breaches of business systems have had lasting and sat times irreversible impacts. In 2015 Office of Personnel Management’s (OPM) database, which holds government employees’ and potential employees’ personal information for security clearance requests, was hacked by the Chinese. The intrusion was detected while more stringent security measures were being placed on the system. It was later determined that the hackers obtained a credential used by a Colorado-based contractor that OPM uses to conduct background investigations of applicants for federal jobs that require a security clearance. The hackers used that log-in credential to breach OPM's data.
[bookmark: _GoBack]Investigators ultimately determined that 19.7 million applicants for security clearances had their Social Security numbers and other personal information stolen and 1.8 million relatives and other associates also had information taken, according to OPM. That includes 3.6 million of the current and former government employees for a total of 22.1 million. Essentially, if an individual underwent a background investigation through OPM in 2000 or afterwards, it is highly likely that the individual was impacted by this cyber breach. 
This breach reinforces the critical need and importance to have strong cyber security processes and standards and ensure they are enforced across all business systems.
[bookmark: _Toc445740138][bookmark: _Toc448823989]3.2.3 Business system developmental testing is performed by system users instead of trained testers.
Most government developmental test organizations have testers who are well trained to drive vehicles, shoot weapons, operate communications, and otherwise directly perform testing on traditional hardware systems. The people who operate business systems (contract specialists, hospital personnel, depot repair personnel, logisticians, etc.) are highly trained in their specialty – much more so than the testers. Therefore, developmental testing of business systems is often performed using actual business systems operators with the testers providing an oversight role.
[bookmark: _Toc445740139][bookmark: _Toc448823990]3.2.4 Business system effectiveness is measured by process efficiency and return on investment.
[bookmark: _Toc444158914]In the end, business systems are measured by cost, performance, and schedule. The business case that justifies the investment in a business system normally discusses how costs will be reduced, performance will increase, and activities will be performed faster. These are measurable attributes after DBS is operational, but are not always measurable during development.  Costs savings take time to identify; personnel reductions and fewer supplies needed on hand. Performance efficiencies may take time for thousands of workers to become comfortable with new processes and perform their duties faster and more efficiently. As a result, decisions made during the development of a business system are based on limited information from early exposure and use of the system.
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