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[bookmark: _Toc444847326]ELOs
ELO 2.1 – Match statutes associated with Defense Business Systems (DBS) to the influence they have on DBS acquisition
ELO 2.2 – Match regulations associated with DBS to the influence they have on DBS acquisition
ELO 2.3 – Match policies associated with DBS to the influence they have on DBS acquisition
[bookmark: _Toc444847327]Assessments
(ELO 2.1)
MT – Investments in business systems must conform to statutory requirements including CCA 
LP - 10 USC Ch 144A establishes the level of governance that will be required to manage a program and is often the source of the statutory requirements captured in DoD Instructions.
(ELO 2.2)
MT – DoD has implemented statutes by establishing regulations captured in DoD Instructions including DoDI 5000.02, 8440.01, and 8500.01.
 (ELO 2.3)
LP – DBSs document high-level requirements in a Problem Statement (equivalent to an Initial Capabilities Document) that articulates high level objectives
[bookmark: _Toc444847328]LP – ACAT IAM and IAC DBS programs fulfill statutory obligations for quarterly reports through the Defense Acquisition Executive Summary
LP – DBSs must consider cybersecurity and cloud computing 
[bookmark: _Toc445740115][bookmark: _Toc448823963]Topic 2.1: Defense Business Systems - Statute (ELO 2.1)
[bookmark: _Toc445740116][bookmark: _Toc448823964][bookmark: _GoBack]2.1.1 Defense Business Systems: Architecture and Modernization
10 USC 2222 defines a defense business system as “an information system that is operated by, for, or on behalf of the Department of Defense, including any of the following: 
· (i)   A financial system. 
· (ii)   A financial data feeder system. 
· (iii)   A contracting system. 
· (iv)   A logistics system. 
· (v)   A planning and budgeting system. 
· (vi)   An installations management system. 
· (vii)   A human resources management system. 
· (viii)   A training and readiness system. 
· (B)  The term does not include— 
· (i)   a national security system; or 
· (ii)   an information system used exclusively by and within the defense commissary system or the exchange system or other instrumentality of the Department of Defense conducted for the morale, welfare, and recreation of members of the armed forces using nonappropriated funds.”
10 USC 2222 requires that prior to the beginning of development, a DoD official to certify that the system:
· has been, or is being, reengineered to be as streamlined and efficient as practicable, with as few unique software requirements and unique interfaces as possible
· has an acquisition strategy that supports tailoring COTS systems as little as possible, and having as few unique software requirements and unique interfaces as possible
· is or will be in compliance with the business enterprise architecture, along with the business system portfolio
· has valid, achievable requirements and a viable plan for implementing those requirements 
· is in compliance with the Department’s auditability requirements
Business systems must be integrated with the Business Enterprise Architecture, which serves as a blueprint to guide the development of integrated business processes within the DoD. DoD should ensure that prior to beginning development on a business system, it is or will be in compliance with the BEA. 
DCMO must ensure alignment of DBS to the BEA using the annual Organizational Execution Plan (OEP) process, which includes certification of funds as required by Section 883(a) the FY2016 NDAA. 
Failure to comply with the certification requirements of title 10 U.S.C. section 2222 may result in a violation of title 31 U.S.C. section 1341(a)(1)(A), the Antideficiency Act.
[bookmark: _Toc445740117][bookmark: _Toc448823965]2.1.2 10 USC Ch 144A – Major Automated Information System (MAIS) Highlights
10 USC §2445a sets MAIS cost thresholds for MAIS programs and establishes the level of governance that will be required to manage a program. Even if below MAIS thresholds, the DAE can designate a program as a special interest MAIS.

· $40,000,000 in fiscal year 2014 constant dollars for all program costs in a single fiscal year;
· $165,000,000 in fiscal year 2014 constant dollars for all program acquisition costs for the entire program; or 
· $520,000,000 in fiscal year 2014 constant dollars for the total life-cycle costs of the program (including operation and maintenance costs).

10 USC §2445b and §2445c prescribe annual reports to Congress and quarterly reports to DoD senior officials to track the cost, schedule and performance of a MAIS program once baselined. A variance from the original estimate may lead to a Significant Change or Critical Change, which trigger reports to Congress to demonstrate leadership engagement to address issues with the program.
[bookmark: _Toc445740118][bookmark: _Toc448823966]2.1.4 Clinger-Cohen Act (CCA) - Subtitle III of Title 40 United States Code (U.S.C.)
[bookmark: _Toc444847329]
CCA compliance is statutory for all programs that acquire information technology (IT). The Program Manager will report CCA compliance to the MDA and Component CIO or designee at each major MS, beginning at MS A. For IT programs employing an incremental development model (common among DBS), the Program Manager will also report CCA compliance at each Limited Deployment Decision Point. 

The Clinger-Cohen Act reinforces DBS best practices and supplements the information resources management policies contained in the Paperwork Reduction Act of 1995 by establishing a comprehensive approach for executive agencies to improve the acquisition and management of their information resources, by:  [source: OMB Circular A-130]
1. focusing information resource planning to support their strategic missions;
2. implementing a capital planning and investment control process that links to budget formulation and execution; and
3. rethinking and restructuring the way they do their work before investing in information systems.
To satisfy the requirements of the CCA, the DoD CIO must certify CCA compliance at all major acquisition milestones. CCA requirements include: [source: DoDI 5000.02]
1. Make a determination that the acquisition supports core, priority functions of the DoD. 
2. Establish outcome-based performance measures linked to strategic goals. 
3. Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of commercial off-the-shelf technology. 
4. Determine that no private sector or government source can better support the function. 
5. Conduct an analysis of alternatives.
6. Conduct an economic analysis that includes a calculation of the return on investment; or for non-AIS programs, conduct a life-cycle cost estimate. 
7. Develop clearly established measures and accountability for program progress. 
8. Ensure that the acquisition is consistent with the DoD Information Enterprise policies and architecture, to include relevant standards. 
9. Ensure that the program has a Cybersecurity Strategy that is consistent with DoD policies, standards and architectures, to include relevant standards. 
10. Ensure, to the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive increments, each of which meets part of the mission need and delivers measurable benefit, independent of future increments. 
11. Register Mission-Critical and Mission-Essential systems with the DoD CIO.
Link: Federal Laws Relevant to the Clinger-Cohen Act (CCA) https://acc.dau.mil/CommunityBrowser.aspx?id=22153 
[bookmark: _Toc448823967]2.1.4 Other Compliance Areas
Open Systems – FY2015 NDAA Section 801
Programs entering concept development must use an open systems in development to achieve agility, rapid capability enhancement, interoperability, increased competition, and lower costs over the life cycle of the program. Potential exceptions that may apply to business systems include commercial off-the-shelf (COTS) systems and modified COTS.
Financial Improvement and Audit Readiness
FIAR Laws [source: OSD(C) FIAR Guidance of April 2015]
Laws Federal Managers’ Financial Integrity Act of 1982 (FMFIA). FMFIA established overall requirements for management’s responsibilities with respect to internal controls. The FMFIA amended the Accounting and Auditing Act of 1950 and directed agencies to complete ongoing self-assessments regarding the adequacy of operational, administrative, systems and financial controls.  The agency must establish a system of internal controls that ensures that obligations and costs are in compliance with applicable laws; assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and revenues and expenditures are properly recorded and accounted for to permit the preparation of accounts and reliable financial and statistical reports and to maintain accountability over the assets. In addition, FMFIA requires agencies to provide a Statement of Assurance on the effectiveness of its internal controls to the President and Congress annually.  A complete copy of FMFIA is available at http://www.whitehouse.gov/omb/financial_fmfia1982)   
The Chief Financial Officers (CFO) Act of 1990 (Public Law 101-576). The CFO Act was government’s attempt to improve its financial management and outlined standards of performance and disclosure.  It granted greater authority over federal financial management to the Office of Management and Budget (OMB) and created the position within OMB of the Deputy Director for Management, and the Office of Federal Financial Management (OFFM).  The Deputy Director for Management serves as the government’s chief Financial Officer.  It also created the position of Chief Financial Officer within 24 individual federal agencies. The CFO Act directed the Federal Government financial management system policies to “make the best use of financial management systems to: initiate, record, process and report transactions to support agency mission in making business decisions and to provide transparency to the public.”  To that end each agency shall implement and maintain financial management systems following the policies prescribed in OMB Circular A-130 such as:
· Use of cost-effective intra-agency and inter-agency sharing to meet technology needs,
· The use of off-the-shelf technology.
Federal Financial Management Information Act of 1996 (FFMIA). FFMIA focuses on financial management systems and other systems that impact financial reporting. The Act requires agencies to incorporate applicable federal accounting standards into their financial management systems and report on whether or not their financial systems routinely provide reliable financial information. FFMIA also requires agency chief financial officers to implement and maintain financial management systems that comply substantially with Federal financial management systems requirements determined in OMB A-123 Appendix D, applicable Federal accounting standards, and the United States Government Standard General Ledger at the transaction level.  Agency heads must annually assess and report via their audit report whether the agency’s financial management systems comply with the law and if not, provide a remediation plan to address any deficiencies. Please refer to the following link for more information on FFMIA requirements:  http://www.dol.gov/ocfo/media/regs/FFMIA.pdf.
Federal Information Security Management Act of 2002 (FISMA). FISMA requires the head of each agency to implement policies and procedures to cost-effectively reduce information technology security risks to an acceptable level, and it places an emphasis on cybersecurity.  Federal agencies must develop, document and implement agency-wide programs to provide information security for the information and information systems that support its operations and assets in compliance with standards, guidelines, and methods promulgated by the National Institute of Standards and Technology.  Please refer to http://csrc.nist.gov/drivers/documents/FISMA-final.pdf for more information on FISMA requirements.
Cloud Computing
FY2012 NDAA Section 2867: leveraged Cloud Computing to solve the DoD Data Center Consolidation initiative by limiting obligations on data server farms and data servers to those approved by DoD CIO and operating under approved performance plans for reducing data servers and centers.
FY16 NDAA Section 217 mandated DoD do research to ensure Cloud can be used with DBS. Also Section 890 laid out the mandates for a Cloud Strategy for DoD.
Cybersecurity
Cybersecurity Act of 2015 promotes and encourages the private sector and the US government to rapidly and responsibly exchange cyber threat information.

NDAA 2014 required the DoD to designate a Principal Cyber Advisor to the Secretary of Defense to review military cyberspace activities, cyber mission forces, and offensive and defensive cyber operations and missions. In addition, the Principal Cyber Advisor will govern the development of DoD cyberspace policy and strategy for the DoD enterprise.

National Cybersecurity Protection Act of 2014 codifies an existing operations center for cybersecurity.

[bookmark: _Toc444847331][bookmark: _Toc445740119][bookmark: _Toc448823968]Topic 2.2: Defense Business Systems – Regulation (ELO 2.2)
[bookmark: _Toc444847332][bookmark: _Toc445740120][bookmark: _Toc448823969]2.2.1 Department of Defense Instruction (DoDI) 5000.2, Enclosure #12 –Defense Business Systems (DBS)
DoDI 5000.02 Enclosure 12 provides additional guidance for the acquisition of defense business systems expected to have a life-cycle cost in excess of $1 million over the current Future Years Defense Program. The National Defense Authorization Act of Fiscal Year 2016 required the Secretary of Defense to issue guidance for the acquisition of business systems; therefore, Enclosure will be updated or superseded.
[bookmark: _Toc445740121][bookmark: _Toc448823970]2.2.2 Joint Capabilities Integration and Development System (JCIDS) 3170.01I – Joint Capabilities Integration and Development System (JCIDS)
JCIDS 3170.01I designates the Investment Review Board as the requirements validation authority for defense business systems (DBS) requirements except when the Joint Staff Gatekeeper does not assign a JSD of JCB Interest or JROC Interest. One of the chartered tasks of the Defense Business Council is to meet as the Investment Review Board to validate requirements.
[bookmark: _Toc445740122][bookmark: _Toc448823971]2.2.3 Content Guide for the Net-Ready KPP, APPENDIX E TO ENCLOSURE D of the JCIDS Manual [source: https://intellipedia.intelink.gov/wiki/Content_Guide_for_the_Net-Ready_KPP] 
[bookmark: _Toc444847334][bookmark: _Toc445740123]The NR KPP Content Guide provides guidance on procedures to develop the NR KPP for Joint Requirements Oversight Council (JROC) validation. It provides:
· procedures to certify IT/NSS I&S requirements using the validated NR KPP, architecture data, and compliance with spectrum requirements for all CDDs and CPDs. 
· procedures to develop and certify the NR KPP contained in Information Support Plans (ISP) and Tailored ISPs for all Acquisition Category (ACAT), non-DOD 5000 series, legacy, and fielded IT (references a - e) through a NR KPP, architecture data, and spectrum compliance. 
· the NR KPP architecture development methodology to ensure compliance with the current DOD Architecture Framework (DODAF) guidance (reference i) or the optional NR KPP architecture analysis template and alignment to Global Information Grid 2.0, DoD IT Standards Registry (DISR), and Joint Information Environment (JIE) Operational Reference Architecture (ORA) guidance. Architecture tools can be used to develop the required and optional data as well as the NR KPP architecture data assessment template. If a program chooses to use the NR KPP architecture data assessment template, then the use of an architecture tool is not required.
The NR KPP includes three attributes derived through a three step process of mission analysis, information analysis, and systems engineering. These attributes are then documented in solution architectures developed according to the current DODAF standard. 
 (a) Attribute 1: Supports military operations.
 (b) Attribute 2: Is entered and managed on the network.
 (c) Attribute 3: Effectively exchanges information.
[bookmark: _Toc448823972]2.2.4 Cloud Computing & Cybersecurity
· DFARS on CLOUD, August 2015: Provides Contracting Clause for acquiring Secure Cloud solutions
· DoDI 8440.01, DoD Information Technology (IT) Service Management (ITSM), December 24, 2015: Mandates consideration of Cloud Technology in your AoA/BCA
2011 DoD Strategy for Operating in Cyberspace includes five strategic initiatives:
1.Organize, train, and equip so that DoD can take full advantage of cyberspace's potential; 
2.Employ new defense operating concepts to protect DoD networks and systems; 
3.Partner with other U.S. government departments and agencies and the private sector to enable a whole-of-government cyber security strategy; 
4.Build robust relationships with U.S. allies and international partners to strengthen collective cyber security; and 
5.Leverage the nation's ingenuity through an exceptional cyber workforce and rapid technological innovation.

The Cybersecurity Strategy is statutory for mission critical or mission essential IT systems and regulatory for all other programs containing IT, including NSS. The Cybersecurity Strategy is an appendix to the Program Protection Plan (PPP). A draft update is due for the Development RFP Release and is approved at Milestone B. The DoD CIO is approval authority for ACAT ID and all ACAT IA programs; the Component CIO is approval authority for all other ACATs. 

Links:
DoD Instruction 8500.01, “Cybersecurity,” March 14, 2014: http://dtic.mil/whs/directives/corres/pdf/850001_2014.pdf

[bookmark: _Toc448823973]Topic 2.3: Defense Business Systems – Policy (ELO 2.3)
[bookmark: _Toc448823974][bookmark: _Toc445740124][bookmark: _Toc444847338]2.3.1 Defense Business Systems (DBS) Investment Certification Guidance (DCMO published)
The Component Chief Management Officer or Precertification Authority makes the determination that a program is a DBS for the purposes of 10 USC 2222 investment certification. PCAs request certification of investments in DBS on an annual basis as part of a portfolio of systems. To receive certification, PCAs must submit an Organizational Execution Plan that identifies DBS investments, how the investments are aligned with DoD strategic goals and PSA functional strategies, and how the systems that are being invested in align to the Business Enterprise Architecture.
The Integrated Business Framework governs the Department’s business operations from the creation of aligned business strategies and investment plans, to the measurement of outcomes. The purpose of the IBF is to align IT portfolios of investments in systems with DoD Functional Strategies that support the overall Strategic Management Plan. Organizations use Organizational Execution Plans to ensure the business systems in their investment portfolios align to the enterprise architecture while supporting organizational business outcomes. OEPs are submitted annually for review and approval by the Defense Business Council / Investment Review Board.
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[bookmark: _Toc445740125][bookmark: _Toc448823975]2.3.2 Defense Business Systems (DBS) Problem Statement Template
Gap analysis of “as is” and “to be” 
The Problem Statement is a stand-alone DBS requirements document to support the MDD, and later key decision events and milestones. The Problem Statement documents DBS requirements and is approved by the Investment Review Board (IRB) chair. It documents the business and supporting analysis, and evolves over time as those needs are refined. The Joint Staff (JS) (J-8) will review the initial Problem Statement to determine whether there is JS interest. 

[bookmark: _Toc448823976]2.3.3 Defense Acquisition Guidebook (DAG), Chapter 12 - Defense Business System Definition and Acquisition Business Capability Lifecycle (BCL)
The Defense Acquisition Guidebook is being revised to reflect removal of the former BCL from the DoDI 5000.02. Many of the principles for effective acquisition of DBS that were established as part of the BCL are still good practices for business systems acquisition.
[bookmark: _Toc445740126][bookmark: _Toc448823977]2.3.4 Defense Acquisition Executive Summary
Once baselined, MAIS business systems are required to complete quarterly assessments of the program. The purpose of the assessment process is to:
· Identify Cost, schedule and performance variances to the CAE and DAE
· Provide insight into program risks and issues
· Provide program manager and OSD assessments of current state of program funding, management, test & evaluation, contracting, interoperability / information security
[bookmark: _Toc448823978]The PM’s quarterly DAES assessments fulfill the requirements of 10 USC2445c MAIS Quarter Reports.2.3.5 Cloud Computing & Cybersecurity
· DoD Cloud Computing Strategy, Jul 5, 2012: DoD's transition plan to cloud; includes emphasis on Cybersecurity for Cloud
[bookmark: _Toc445740128][bookmark: _Toc444847096]DoD CIO Updated Guidance, Dec 15 2014: Clarifies the rules for DoD organizations trying to acquire Cloud


Outline and Guidance for Acquisition Programs' Cybersecurity Strategies: https://acc.dau.mil/adl/en-US/736623/file/81092/DCIO%20Cybersecurity%20Strategy%20Memo%20-%2010Nov15.pdf 

DoD Cyber Strategy: http://www.defense.gov/News/Special-Reports/0415_Cyber-Strategy 

· DoD Cyber Strategy Fact Sheet: http://www.defense.gov/Portals/1/features/2015/0415_cyber-strategy/Department_of_Defense_Cyber_Strategy_Fact_Sheet.pdf 
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