[bookmark: _GoBack]Defense Business Systems Acquisition
CLE 077
Contents
MODULE 1.0 – Introduction	5
Topic 1.1: Purpose	5
1.1.1 Subtopic	5
Topic 1.2: Objective	5
1.2.1 Subtopic	5
Topic 1.3: History of Defense Business Systems	5
1.3.1 Subtopic	5
Topic 1.4: What is a Defense Business System?	5
1.4.1 Subtopic	5
Topic 1.5: Uniqueness of Defense Business Systems	5
1.5.1 Acquisition Model	5
1.5.2 Relationship to business processes and system interfaces	5
1.5.3 Relationships with the other DoD Software Domains	5
1.5.4 Importance of change management	5
Module 2.0 – Law, Regulation and Policy	6
Overview	6
Topic 2.1: Defense Business Systems - Statute (ELO 2.1)	6
2.1.1 Defense Business Systems: Architecture and Modernization	6
2.1.2 10 USC Ch 144A – Major Automated Information System (MAIS) Highlights	7
2.1.3 Clinger-Cohen Act (CCA) - Subtitle III of Title 40 United States Code (U.S.C.)	7
2.1.4 Other Compliance Areas	8
Topic 2.2: Defense Business Systems – Regulation (ELO 2.2)	10
2.2.1 Department of Defense Instruction (DoDI) 5000.2, Enclosure #12 –Defense Business Systems (DBS)	10
2.2.2 Joint Capabilities Integration and Development System (JCIDS) 3170.01I – Joint Capabilities Integration and Development System (JCIDS)	10
2.2.3 Content Guide for the Net-Ready KPP, APPENDIX E TO ENCLOSURE D of the JCIDS Manual [source: https://intellipedia.intelink.gov/wiki/Content_Guide_for_the_Net-Ready_KPP]	10
2.2.4 Cloud Computing	10
Topic 2.3: Defense Business Systems – Policy (ELO 2.3)	11
2.3.1 Defense Business Systems (DBS) Investment Certification Guidance (DCMO published)	11
2.3.2 Defense Business Systems (DBS) Problem Statement Template and Approval Process	11
2.3.3 Defense Acquisition Guidebook (DAG), Chapter 12 - Defense Business System Definition and Acquisition Business Capability Lifecycle (BCL)	11
2.3.4 Defense Acquisition Executive Summary	11
2.3.5 Cloud Computing	11
Module 3.0 – Uniqueness of Defense Business Systems	12
Overview	12
Topic 3.1: Differences from Weapons Systems (ELO 3.1)	13
3.1.1 Business systems are built to perform transactions that support predictable business processes.	13
3.1.2 Business system requirements go through different definition and validation processes.	13
3.1.3 Business systems are often housed in a data center supporting worldwide operations and placed in constant operation except for software and hardware upgrades.	13
3.1.4 Business systems support processes that are very similar to the commercial world, and can often be built around existing commercial software.	13
Topic 3.2: DBS Reliability, Availability and Maintainability (ELO 3.2)	14
3.2.1 Business system reliability is usually tracked through software measures.	14
3.2.2 Business system failures often carry less critical impact than weapons system failures.	16
3.2.3 Business system developmental testing is performed by system users instead of trained testers.	16
3.2.4 Business system effectiveness is measured by process efficiency and return on investment.	16
Module 4.0 – requirements	17
Overview	17
Topic 4.1 Stakeholders and Governance (ELOs 4.1, 4.2)	17
4.1.1 Review stakeholder landscape	17
4.1.2 Functional and acquisition governance.	17
Topic 4.2: High-Level Requirements (ELO 4.1)	18
4.2.1 Problem statement approval.	18
4.2.2 Requirements template.	18
4.2.3 Requirements Roles:	20
Topic 4.3: Detailed System Requirements (ELO 4.3)	20
4.3.1 The Requirements Gap:	20
4.3.2 The Requirements Link.	21
Module 5.0 - Program Management – Application of DOD 5000 Series in DBS	24
Overview	24
Topic 5.1: Similar Processes and Tools (ELO 5.1)	24
5.1.1 Conducting an Analysis of Alternatives (AoA) for a Defense Business System (DBS).	24
5.1.2 Establishing Funding (Program Object Memorandum (POM).	26
5.1.3 Acquisition Program Baseline	26
Topic 5.2: Adapted Processes and Tools (ELO 5.2)	28
5.2.1 Acquisition Strategy Development and Document Tailoring:	28
Acquisition Strategy (AS) [Suggest Change]	31
Primary Functional Area : Program Management	31
5.2.2 Should Cost considerations.	33
5.2.3 Incremental development.	40
Topic 5.3: Unique Processes and Tools (ELOs 5.3)	40
5.3.1 /Investment Resource Board (IRB) Certification/Execution	40
5.3.2 Performance measures and tradeoffs for DBS programs.	52
Module 6.0: Software Development Lifecycle Management	54
Overview	54
Topic 6.1 Software Development Methodologies (ELO 6.1)	54
6.1.1 Traditional waterfall software development	55
6.1.2 Iterative or Agile development	55
6.1.3 Choosing the Best Fit for the Program	55
Topic 6.2 Business Enterprise Architecture (ELO 6.2)	56
6.2.1 Enterprise and solution architectures	56
6.2.2 BEA exploration and compliance	56
Topic 6.3 Cost Control with Commercial off-the-shelf software	57
6.3.1 Market research	57
6.3.2 Customization and configuration	57
6.3.3 Software size estimation and lifecycle cost estimation	57
Module 7.0: Interfaces, Testing, and Infrastructure (Lee, Scott)	58
Overview	58
Topic 7.1: Managing Interfaces	58
7.1.1 Managing interfaces; interface control agreements	58
7.1.2 Data migration and shutting down legacy systems.	59
Topic 7.2: Test Planning and Execution	59
7.2.1 Defining critical technical parameters (CTP) critical operational issues (COI), measures of effectiveness (MOE); relationship to architecture.	59
7.2.2  Test Planning and Execution:	60
7.2.3 Privacy, Cybersecurity, Auditability and IT portfolio risk management.	62
Topic 7.3: Infrastructure Planning and Execution	62
7.3.1 Infrastructure planning	62
7.3.2 Considerations for outsourcing, Cloud, and Information Technology as a Service (ITaaS).	62



[bookmark: _Toc444847088][bookmark: _Toc448823947]MODULE 1.0 – Introduction
[bookmark: _Toc444847089][bookmark: _Toc448823948]Topic 1.1: Purpose
[bookmark: _Toc448823949][bookmark: _Toc444847090]1.1.1 Subtopic
Text TBD
[bookmark: _Toc448823950]Topic 1.2: Objective
[bookmark: _Toc448823951]1.2.1 Subtopic
Text TBD
[bookmark: _Toc444847091][bookmark: _Toc448823952]Topic 1.3: History of Defense Business Systems
[bookmark: _Toc448823953]1.3.1 Subtopic
Text TBD
[bookmark: _Toc448823954]Topic 1.4: What is a Defense Business System?
[bookmark: _Toc448823955]1.4.1 Subtopic
Text TBD
[bookmark: _Toc448823956]Topic 1.5: Uniqueness of Defense Business Systems
[bookmark: _Toc448823957]1.5.1 Acquisition Model
Text TBD
[bookmark: _Toc448823958]1.5.2 Relationship to business processes and system interfaces
Text TBD
[bookmark: _Toc448823959]1.5.3 Relationships with the other DoD Software Domains
Text TBD
[bookmark: _Toc448823960]1.5.4 Importance of change management
Text TBD

[bookmark: _Toc445362039]

[bookmark: _Toc444847324][bookmark: _Toc445740113][bookmark: _Toc448823961][bookmark: _Toc444158898]Module 2.0 – Law, Regulation and Policy
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ELO 2.1 – Match statutes associated with Defense Business Systems (DBS) to the influence they have on DBS acquisition
ELO 2.2 – Match regulations associated with DBS to the influence they have on DBS acquisition
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(ELO 2.1)
MT – Investments in business systems must conform to requirements in the Clinger Cohen Act
LP – Acquisition of business systems is governed by 10 USC Chapter 144A, Major Automated Information System Programs (not 10 USC Chapter 144, Major Defense Acquisition Programs)
(ELO 2.2)
LP – DBSs document high-level requirements in a Problem Statement (equivalent to an Initial Capabilities Document) that articulates high level objectives
(ELO 2.3)
[bookmark: _Toc444847328]LP – ACAT IAM and IAC DBS programs fulfill statutory obligations for quarterly reports through the Defense Acquisition Executive Summary
LP – DBSs must consider cloud computing in AoAs
[bookmark: _Toc445740115][bookmark: _Toc448823963]Topic 2.1: Defense Business Systems - Statute (ELO 2.1)
[bookmark: _Toc445740116][bookmark: _Toc448823964]2.1.1 Defense Business Systems: Architecture and Modernization
10 USC 2222 defines a defense business system as “an information system that is operated by, for, or on behalf of the Department of Defense, including any of the following: 
· (i)   A financial system. 
· (ii)   A financial data feeder system. 
· (iii)   A contracting system. 
· (iv)   A logistics system. 
· (v)   A planning and budgeting system. 
· (vi)   An installations management system. 
· (vii)   A human resources management system. 
· (viii)   A training and readiness system. 
· (B)  The term does not include— 
· (i)   a national security system; or 
· (ii)   an information system used exclusively by and within the defense commissary system or the exchange system or other instrumentality of the Department of Defense conducted for the morale, welfare, and recreation of members of the armed forces using nonappropriated funds.”
Business systems must be integrated with the Business Enterprise Architecture, which serves as a blueprint to guide the development of integrated business processes within the DoD. DoD should ensure that prior to beginning development on a business system, it is or will be in compliance with the BEA. 10 USC 2222 requires that prior to the beginning of development, a DoD official to certify that the system:
· has been, or is being, reengineered to be as streamlined and efficient as practicable, with as few unique software requirements and unique interfaces as possible
· has an acquisition strategy that supports tailoring COTS systems as little as possible, and having as few unique software requirements and unique interfaces as possible
· is or will be in compliance with the business enterprise architecture, along with the business system portfolio
· has valid, achievable requirements and a viable plan for implementing those requirements 
· is in compliance with the Department’s auditability requirements
For systems above $250M across the FYDP, the DCMO must certify the system. For systems above $50M across the FYDP, the DCMO or Service DCMO certifies.
[bookmark: _Toc445740117][bookmark: _Toc448823965]2.1.2 10 USC Ch 144A – Major Automated Information System (MAIS) Highlights
10 USC §2445a sets MAIS cost thresholds for MAIS programs. If below MAIS thresholds, the DAE can designate a program as a special interest MAIS:
· $40,000,000 in fiscal year 2014 constant dollars for all program costs in a single fiscal year;
· $165,000,000 in fiscal year 2014 constant dollars for all program acquisition costs for the entire program; or 
· $520,000,000 in fiscal year 2014 constant dollars for the total life-cycle costs of the program (including operation and maintenance costs).
10 USC §2445b and §2445c prescribe annual reports to Congress and quarterly reports to DoD senior officials to track the cost, schedule and performance of a MAIS program once baselined. A variance from the original estimate may lead to a Significant Change or Critical Change, which trigger reports to Congress to demonstrate leadership engagement to address issues with the program.
[bookmark: _Toc445740118][bookmark: _Toc448823966]2.1.3 Clinger-Cohen Act (CCA) - Subtitle III of Title 40 United States Code (U.S.C.)
[bookmark: _Toc444847329]The Clinger-Cohen Act supplements the information resources management policies contained in the PRA by establishing a comprehensive approach for executive agencies to improve the acquisition and management of their information resources, by:  [source: OMB Circular A-130]
1. focusing information resource planning to support their strategic missions;
2. implementing a capital planning and investment control process that links to budget formulation and execution; and
3. rethinking and restructuring the way they do their work before investing in information systems.
To satisfy the requirements of the CCA, the DoD CIO must certify CCA compliance at all major acquisition milestones. CCA requirements include: [source: DoDI 5000.02]
1. Make a determination that the acquisition supports core, priority functions of the DoD. 
2. Establish outcome-based performance measures linked to strategic goals. 
3. Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of commercial off-the-shelf technology. 
4. Determine that no private sector or government source can better support the function. 
5. Conduct an analysis of alternatives.
6. Conduct an economic analysis that includes a calculation of the return on investment; or for non-AIS programs, conduct a life-cycle cost estimate. 
7. Develop clearly established measures and accountability for program progress. 
8. Ensure that the acquisition is consistent with the DoD Information Enterprise policies and architecture, to include relevant standards. 
9. Ensure that the program has a Cybersecurity Strategy that is consistent with DoD policies, standards and architectures, to include relevant standards. 
10. Ensure, to the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive increments, each of which meets part of the mission need and delivers measurable benefit, independent of future increments. 
11. Register Mission-Critical and Mission-Essential systems with the DoD CIO.
[bookmark: _Toc448823967]2.1.4 Other Compliance Areas	Comment by image: Bake in
Open Systems – FY2015 NDAA Section 801
Programs entering concept development must use an open systems in development to achieve agility, rapid capability enhancement, interoperability, increased competition, and lower costs over the life cycle of the program. Potential exceptions that may apply to business systems include commercial off-the-shelf (COTS) systems and modified COTS.
Financial Improvement and Audit Readiness
FIAR Laws [source: OSD(C) FIAR Guidance of April 2015]
Laws Federal Managers’ Financial Integrity Act of 1982 (FMFIA). FMFIA established overall requirements for management’s responsibilities with respect to internal controls. The FMFIA amended the Accounting and Auditing Act of 1950 and directed agencies to complete ongoing self-assessments regarding the adequacy of operational, administrative, systems and financial controls.  The agency must establish a system of internal controls that ensures that obligations and costs are in compliance with applicable laws; assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and revenues and expenditures are properly recorded and accounted for to permit the preparation of accounts and reliable financial and statistical reports and to maintain accountability over the assets. In addition, FMFIA requires agencies to provide a Statement of Assurance on the effectiveness of its internal controls to the President and Congress annually.  A complete copy of FMFIA is available at http://www.whitehouse.gov/omb/financial_fmfia1982)   
The Chief Financial Officers (CFO) Act of 1990 (Public Law 101-576). The CFO Act was government’s attempt to improve its financial management and outlined standards of performance and disclosure.  It granted greater authority over federal financial management to the Office of Management and Budget (OMB) and created the position within OMB of the Deputy Director for Management, and the Office of Federal Financial Management (OFFM).  The Deputy Director for Management serves as the government’s chief Financial Officer.  It also created the position of Chief Financial Officer within 24 individual federal agencies. The CFO Act directed the Federal Government financial management system policies to “make the best use of financial management systems to: initiate, record, process and report transactions to support agency mission in making business decisions and to provide transparency to the public.”  To that end each agency shall implement and maintain financial management systems following the policies prescribed in OMB Circular A-130 such as:
· Use of cost-effective intra-agency and inter-agency sharing to meet technology needs,
· The use of off-the-shelf technology.
Federal Financial Management Information Act of 1996 (FFMIA). FFMIA focuses on financial management systems and other systems that impact financial reporting. The Act requires agencies to incorporate applicable federal accounting standards into their financial management systems and report on whether or not their financial systems routinely provide reliable financial information. FFMIA also requires agency chief financial officers to implement and maintain financial management systems that comply substantially with Federal financial management systems requirements determined in OMB A-123 Appendix D, applicable Federal accounting standards, and the United States Government Standard General Ledger at the transaction level.  Agency heads must annually assess and report via their audit report whether the agency’s financial management systems comply with the law and if not, provide a remediation plan to address any deficiencies. Please refer to the following link for more information on FFMIA requirements:  http://www.dol.gov/ocfo/media/regs/FFMIA.pdf.
Federal Information Security Management Act of 2002 (FISMA). FISMA requires the head of each agency to implement policies and procedures to cost-effectively reduce information technology security risks to an acceptable level, and it places an emphasis on cybersecurity.  Federal agencies must develop, document and implement agency-wide programs to provide information security for the information and information systems that support its operations and assets in compliance with standards, guidelines, and methods promulgated by the National Institute of Standards and Technology.  Please refer to http://csrc.nist.gov/drivers/documents/FISMA-final.pdf for more information on FISMA requirements.
Cloud Computing
FY2012 NDAA Section 2867: leveraged Cloud Computing to solve the DoD Data Center Consolidation initiative by limiting obligations on data server farms and data servers to those approved by DoD CIO and operating under approved performance plans for reducing data servers and centers.
FY16 NDAA Section 217 mandated DoD do research to ensure Cloud can be used with DBS. Also Section 890 laid out the mandates for a Cloud Strategy for DoD.



[bookmark: _Toc444847331][bookmark: _Toc445740119][bookmark: _Toc448823968]Topic 2.2: Defense Business Systems – Regulation (ELO 2.2)
[bookmark: _Toc444847332][bookmark: _Toc445740120][bookmark: _Toc448823969]2.2.1 Department of Defense Instruction (DoDI) 5000.2, Enclosure #12 –Defense Business Systems (DBS)
DoDI 5000.02 Enclosure 12 provides additional guidance for the acquisition of defense business systems expected to have a life-cycle cost in excess of $1 million over the current Future Years Defense Program. The National Defense Authorization Act of Fiscal Year 2016 required the Secretary of Defense to issue guidance for the acquisition of business systems; therefore, Enclosure will be updated or superseded.
[bookmark: _Toc445740121][bookmark: _Toc448823970]2.2.2 Joint Capabilities Integration and Development System (JCIDS) 3170.01I – Joint Capabilities Integration and Development System (JCIDS)
JCIDS 3170.01I designates the Investment Review Board as the requirements validation authority for defense business systems (DBS) requirements except when the Joint Staff Gatekeeper does not assign a JSD of JCB Interest or JROC Interest. One of the chartered tasks of the Defense Business Council is to meet as the Investment Review Board to validate requirements.
[bookmark: _Toc445740122][bookmark: _Toc448823971]2.2.3 Content Guide for the Net-Ready KPP, APPENDIX E TO ENCLOSURE D of the JCIDS Manual [source: https://intellipedia.intelink.gov/wiki/Content_Guide_for_the_Net-Ready_KPP] 
[bookmark: _Toc444847334][bookmark: _Toc445740123]The NR KPP Content Guide provides guidance on procedures to develop the NR KPP for Joint Requirements Oversight Council (JROC) validation. It provides:
· procedures to certify IT/NSS I&S requirements using the validated NR KPP, architecture data, and compliance with spectrum requirements for all CDDs and CPDs. 
· procedures to develop and certify the NR KPP contained in Information Support Plans (ISP) and Tailored ISPs for all Acquisition Category (ACAT), non-DOD 5000 series, legacy, and fielded IT (references a - e) through a NR KPP, architecture data, and spectrum compliance. 
· the NR KPP architecture development methodology to ensure compliance with the current DOD Architecture Framework (DODAF) guidance (reference i) or the optional NR KPP architecture analysis template and alignment to Global Information Grid 2.0, DoD IT Standards Registry (DISR), and Joint Information Environment (JIE) Operational Reference Architecture (ORA) guidance. Architecture tools can be used to develop the required and optional data as well as the NR KPP architecture data assessment template. If a program chooses to use the NR KPP architecture data assessment template, then the use of an architecture tool is not required.
The NR KPP includes three attributes derived through a three step process of mission analysis, information analysis, and systems engineering. These attributes are then documented in solution architectures developed according to the current DODAF standard. 
 (a) Attribute 1: Supports military operations.
 (b) Attribute 2: Is entered and managed on the network.
 (c) Attribute 3: Effectively exchanges information.
[bookmark: _Toc448823972]2.2.4 Cloud Computing 
· DFARS on CLOUD, August 2015: Provides Contracting Clause for acquiring Secure Cloud solutions
· DoDI 8440.01, DoD Information Technology (IT) Service Management (ITSM), December 24, 2015: Mandates consideration of Cloud Technology in your AoA/BCA
[bookmark: _Toc448823973]Topic 2.3: Defense Business Systems – Policy (ELO 2.3)
[bookmark: _Toc448823974][bookmark: _Toc445740124][bookmark: _Toc444847338]2.3.1 Defense Business Systems (DBS) Investment Certification Guidance (DCMO published)
The Component Chief Management Officer or Precertification Authority makes the determination that a program is a DBS for the purposes of 10 USC 2222 investment certification. PCAs request certification of investments in DBS on an annual basis as part of a portfolio of systems. To receive certification, PCAs must submit an Organizational Execution Plan that identifies DBS investments, how the investments are aligned with DoD strategic goals and PSA functional strategies, and how the systems that are being invested in align to the Business Enterprise Architecture.
[bookmark: _Toc445740125][bookmark: _Toc448823975]2.3.2 Defense Business Systems (DBS) Problem Statement Template and Approval Process 
Gap analysis of “as is” and “to be” 
[bookmark: _Toc448823976]2.3.3 Defense Acquisition Guidebook (DAG), Chapter 12 - Defense Business System Definition and Acquisition Business Capability Lifecycle (BCL)
The Defense Acquisition Guidebook is being revised to reflect removal of the former BCL from the DoDI 5000.02. Many of the principles for effective acquisition of DBS that were established as part of the BCL are still good practices for business systems acquisition.
[bookmark: _Toc445740126][bookmark: _Toc448823977]2.3.4 Defense Acquisition Executive Summary
Once baselined, MAIS business systems are required to complete quarterly assessments of the program. The purpose of the assessment process is to:
· Identify Cost, schedule and performance variances to the CAE and DAE
· Provide insight into program risks and issues
· Provide program manager and OSD assessments of current state of program funding, management, test & evaluation, contracting, interoperability / information security
The PM’s quarterly DAES assessments fulfill the requirements of 10 USC2445c MAIS Quarter Reports.
[bookmark: _Toc448823978]2.3.5 Cloud Computing 
· DoD Cloud Computing Strategy, Jul 5, 2012: DoD's transition plan to cloud; includes emphasis on Cybersecurity for Cloud
· DoD CIO Updated Guidance, Dec 15 2014: Clarifies the rules for DoD organizations trying to acquire Cloud
[bookmark: _Toc445740128][bookmark: _Toc444847096]
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[bookmark: _Toc444158900]ELOs
ELO 3.1 – Identify how DBS differ from traditional acquisition programs.
ELO 3.2 – Describe the means for measuring reliability, availability, and maintainability (RAM) of DBS.
[bookmark: _Toc444158901]Assessments
[bookmark: _Toc444158902](ELO 3.1)
MT – Establishment of DBS begins with the analysis of a perceived business problem, capability gap, or opportunity and document the results in a Problem Statement rather than utilize the Joint Capabilities Integration and Development Systems (JCIDS) procedures. 
LP – The net ready key performance parameter (KPP) is the only KPP required by DoDI 8330.01 Interoperability of IT and NSS
(ELO 3.2)
MT – DBS do not normally use the same reliability, availability, and maintainability (RAM) measures as weapons systems.
LP – RAM measures must be carefully defined to avoid confusion and false measurements. 
[image: ]
[bookmark: _Toc445740130]
[bookmark: _Toc448823981]Topic 3.1: Differences from Weapons Systems (ELO 3.1)
[bookmark: _Toc445740131][bookmark: _Toc448823982]3.1.1 Business systems are built to perform transactions that support predictable business processes.
DBS are developed to manage data that provide information for the management of the business. These data are created, stored, accessed, and used through transactions. These transactions are either between the user and the system through a human-system interface (HSI), an item and the system through a sensor (e.g., bar code reader), or among systems through the exchange of documents or forms.  The business processes that cause these transactions are well-defined and repeatable by multiple users using a standard method.  This is unlike a weapons system that has multiple functions (mobility, lethality, range, accuracy, etc.) and operates in a dynamic unstructured environment. 
[bookmark: _Toc445740132][bookmark: _Toc448823983]3.1.2 Business system requirements go through different definition and validation processes.
DBS generally do not employ Joint Capabilities Integration and Development Systems (JCIDS) procedures for the development and validation of capability requirements. The mandatory key performance parameters (KPP) in the JCIDS are not required. The only exception is the net-ready KPP, which is required by DoDI 8330.01 – Interoperability of IT and NSS. 
Instead functional sponsors will analyze a perceived business problem, capability gap, or opportunity and document the results in a Problem Statement. The Problem statement will include measurable business outcomes, a rough order of magnitude cost estimate and projected/anticipated financial return measures such as net present value, payback or return on investment. Requirements are certified by the Defense Business Council (DBC) rather than the Joint Requirements Oversight Council (JROC). 	Comment by image: Words check – performance measurements instead of business outcomes
[bookmark: _Toc445740133][bookmark: _Toc448823984]3.1.3 Business systems are often housed in a data center supporting worldwide operations and placed in constant operation except for software and hardware upgrades.
Unlike a tactical environment, DBS normally are housed in a climate controlled, stable powered, and secure environment unlikely to be aggressively attacked by large hostile forces.  Unlike a combat mission with a defined duration and area of operations, DBS work at multiple locations world-wide, sometimes working multiple shifts. The combination of time zones and multiple shifts requires the core DBS to be available 24 hours a day/7 days a week.  At times, it may be necessary to take the system off-line for HW or SW maintenance or upgrades, but these can be scheduled to minimize disruption.
[bookmark: _Toc445740134][bookmark: _Toc448823985]3.1.4 Business systems support processes that are very similar to the commercial world, and can often be built around existing commercial software.
A fundamental premise of DBS is that they are similar to the commercial world. The Business Enterprise Architecture (BEA) contains processes such as procure-to-pay, acquire-to-retire, etc., which are similar to commercial processes. Based on this premise, DBS acquisitions often seek out an existing commercial Enterprise Resource Planning (ERP) as the foundation for their development. By performing business process re-engineering to close the gaps between the COTS ERP and the desired requirements, development and sustainment costs can be greatly reduced.
[bookmark: _Toc444158908][bookmark: _Toc445740135][bookmark: _Toc448823986]Topic 3.2: DBS Reliability, Availability and Maintainability (ELO 3.2)
[bookmark: _Toc445740136][bookmark: _Toc448823987][bookmark: _Toc444158909]3.2.1 Business system reliability is usually tracked through software measures.
While the NR-KPP is the only required KPP, availability is still an important parameter that must be addressed.  Failures that impact availability and reliability are normally caused by hardware, software, or human error. A defect is any condition in a software artifact (e.g., specification, code, test) that if left unchanged could result in a software failure.  A fault is a specific software defect in the code that can be the cause of one or more failures. The goal of RAM engineering and test is to identify and remove defects and faults from the software. 
Software failures are the focus of a DBS testing. The traditional measures of reliability (mean time between failure (MTBF)) and maintainability (mean time to repair (MTTR)) do not necessarily apply because DBS are software-centric systems.  Additionally software failures carry a severity rating to distinguish them from failures that may cause the total system to stop (SEV 1) to failures that have little consequence on operations (SEV 5).
There is no general agreement on which software reliability metrics are best. Additionally, metrics can change between development, where faults and failures are the focus, and operation, where help desk metrics are the focus.
Two SW development reliability metrics for consideration are: 
· Failure rate: The ratio of the number of failures per number of transactions.

· Closure status: The total number of faults resolved over time compared to the number of faults discovered.Months
Priority 1 Closure Status
Cumm Transactions



[bookmark: _Toc445740137][bookmark: _Toc448823988]3.2.2 Business system failures often carry less critical impact than weapons system failures.	Comment by image: Bake in, OPM example…hacking impacts
Weapons systems failures often are life or death consequence. A mission may succeed or fail because of a weapons systems failure.  Business systems are more forgiving. A business system failure may have a manual work around that keeps the system working. Therefore, the concept of a failure severity rating has greater significance for a business system.
On the other hand, a small failure of the software to perform accurately multiplied by tens of thousands of transactions can have enormous financial impact.  Therefore, the concept of auditability testing is a new and important area that is not applicable to a weapons system.
[bookmark: _Toc445740138][bookmark: _Toc448823989]3.2.3 Business system developmental testing is performed by system users instead of trained testers.
Most government developmental test organizations have testers who are well trained to drive vehicles, shoot weapons, operate communications, and otherwise directly perform testing on traditional hardware systems. The people who operate business systems (contract specialists, hospital personnel, depot repair personnel, logisticians, etc.) are highly trained in their specialty – much more so than the testers. Therefore, developmental testing of business systems is often performed using actual business systems operators with the testers providing an oversight role.
[bookmark: _Toc445740139][bookmark: _Toc448823990]3.2.4 Business system effectiveness is measured by process efficiency and return on investment.
[bookmark: _Toc444158914]In the end, business systems are measured by cost, performance, and schedule. The business case that justifies the investment in a business system normally discusses how costs will be reduced, performance will increase, and things will be done faster. These are all measurable entities, but they are not always measurable during development.  Costs savings take time to identify personnel reductions and fewer supplies needed on hand. Performance efficiencies may take time for thousands of workers to become comfortable with the new processes and perform their duties faster and more efficiently.
As a result, decisions made during the development of a business system are based on limited information from early exposure and use of the system.


Module 4.0 – requirements
[bookmark: _Toc445362040][bookmark: _Toc444847097][bookmark: _Toc447739108][bookmark: _Toc448823992]Overview
[bookmark: _Toc444847098]ELOs
ELO 4.1 – Compare governance best practices with CCA requirements for investment in business systems	Comment by image: check
ELO 4.2 – Match DBS program roles with the influence they each have on implementation of best practices
ELO 4.3 – Understand the flow from high level objectives down to system requirements.	Comment by image: words
[bookmark: _Toc444847099]Assessments
[bookmark: _Toc444847100]ELO 4.1 – 
[bookmark: _Toc444847101]MT – Effective governance is critical success factor and must ensure that the DBS meets a business need and that process owners are simplifying business processes to limit customization.
LP – The two stages of problem statement approval support CCA investment requirements in addition to determining that part of fulfilling the business need requires a materiel solution
ELO 4.2 – 
LP – Multiple OSD stakeholders may play functional roles for a particular DBS in addition to their usual stakeholder role in the acquisition process.
MT – Finding the right Subject Matter Experts for the DBS will significantly influence how much the investment in the DBS will improve overall business operations
ELO 4.3 – 
LP – There is a significant difference between the high level objectives that justify the system and the system requirements that build the system.
MT – The definition of processes is a critical link between the HLO and system requirements. 
 
[bookmark: _Toc445362042][bookmark: _Toc447739109][bookmark: _Toc448823993][bookmark: _Toc444847109][bookmark: _Toc444847103]Topic 4.1 Stakeholders and Governance (ELOs 4.1, 4.2)
[bookmark: _Toc445362043][bookmark: _Toc447739110][bookmark: _Toc448823994]4.1.1 Review stakeholder landscape
[bookmark: _Toc445362044]The Joint Capabilities Integration and Development System Manual designates the Defense Business Council DCMO as the requirements validation authority for business systems. The Defense Business Council charter designates DCMO and DoD CIO as co-chairs and includes membership from the Services, Joint Staff, and OSD Principal Staff Assistants.	Comment by Leland Hewitt: Inconsistent with Topic 2.2:
JCIDS says:
“The Investment Review Board, in accordance with reference e, has
validation authority for defense business systems (DBS) requirements”
DoDI 5000.02 says:
“The chair of the Investment Review Board is the validation authority for Defense Business System capability requirements.”	Comment by image: DBC charter wording
[bookmark: _Toc447739111][bookmark: _Toc448823995]4.1.2 Functional and acquisition governance.
[bookmark: _Toc445362045]OSD Principal Staff Assistants each establish Functional Strategies for the functional area they are responsible for within the Business Mission Area. These Functional Strategies align to the DoD Strategic Plan and guide the investments IT portfolio managers make into business systems in support of their organization’s efforts to improve business operations in that functional area.	Comment by Leland Hewitt: Table to show functional areas and business mission area
In addition to functional governance roles for business systems, Principal Staff Assistants provide input as members of the Defense Acquisition Board that advises USD(AT&L) on acquisition decisions. Therefore, PSAs often perform dual roles for governance business systems in their functional area.
A critical element of functional governance and leadership is to work with portfolio managers to ensure that all stakeholders influence the development of IT solutions in ways that maximize the net benefit of an IT investment. Usually, this involves simplification of the business processes involved to reduce the amount of customization required to implement the solution beyond the capabilities that come out-of-the-box with a software solution.
[bookmark: _Toc447739112][bookmark: _Toc448823996]Topic 4.2: High-Level Requirements (ELO 4.1)
[bookmark: _Toc445362048][bookmark: _Toc444847117][bookmark: _Toc447739113][bookmark: _Toc448823997][bookmark: _Toc447739114][bookmark: _Toc448823998]4.2.1 Problem Statement Approval.
 The Problem Statement is the output of analysis conducted after a perceived business problem, capability gap, and/or business opportunity is identified. The Problem Statement is used as the requirements validation document for the DBS to inform future analysis and decision making regarding Acquisition and IT capital investments.[footnoteRef:1]  [1:  ODCMO, Guidance for Review and Certification of Defense Business Systems, Ver 3.4, Feb 2015] 

The Problem Statement must be signed by the Functional Sponsor and validated by the Pre-certification Authority (PCA), in writing, prior to submission.  For the purposes of this review and approval, the Functional Sponsor is defined as the senior executive responsible for activities of the requirements validation phase, to include: defining the business need (problem/gap), desired outcomes, and acceptance criteria.[footnoteRef:2] [2:  ODCMO, Requirements Validation, Instructions and Template, Ver 5.0, 17 Mar 2015] 

The Problem Statement is submitted in two parts. The first part consists of the Executive Summary and Sections 1-3 of the template. The purpose of part one is to allow the DCMO and offices of the Principal Staff Assistants (PSA) an initial review of the requirement to help determine its alignment to the functional strategy, cross-functional dependencies, and enterprise applicability. Once part 1 is completed and reviewed, the requirement is returned to the component to complete the remainder of the template. The second part consists of the approved content from part one and the additions of sections 3-8. Upon completion of part two, the final document will be submitted, in its entirety, for formal review, coordination and approval by the Defense Business Council chairpersons.[footnoteRef:3] [3:  Ibid] 

4.2.2 Requirements template.	Comment by image: Call it what it is
The Problem Statement consists of eight sections. Sections 1-3 first define the problem to be solved and are sent to DCMO for approval prior to completing Sections 4-8:[footnoteRef:4] [4:  Ibid] 

· Section 1: DOTMLPF-P Capabilities: This section identifies specific DOTMLPF-P capabilities that are needed to solve the problem. The Subject Matter Experts (SMEs) should consider the entire DOTMLPF-P spectrum in identifying the required capabilities. The capabilities are very high level statements at this stage and will be further refined and detailed as the SMEs and the Sponsor work through the required sections.   This section is designed to encourage the decomposition of warfighter needs into discrete and manageable capabilities, each of which is independently implementable and has standalone value to the warfighter. This section should outline/address/validate a thorough review of the capabilities was conducted and note the results.
· Section 2:  Legal, Regulatory, and Policy (LRP) Requirements: The purpose of this section is to identify LRP requirements that must be addressed by any potential solution and the specific content within the LRP sources that affect any potential solution.  The nature of the LRP requirements affects the scope of the problem, placing requirements on the implementation of any solution, and can either complicate or simplify the implementation. It may be determined that LRP requirements may need to be changed or waived in order to solve the user’s need/problem.   This section should outline/address/validate a thorough review of the LRPs was conducted and note the results.
· Section 3:  Performance Measures/Attributes:  A Performance Measure is a description of the successful delivery of capability in terms of desired outcomes.  Performance Measures are sometimes referred to as Measures of Success.  Performance Attribute is a description of the components that make up the successful delivery of capability (performance measure).  Performance measures and attributes must be defined and measured to determine the effectiveness of any potential implementation of the identified DOTMLPF-P capabilities.   This section should outline/address/validate a thorough review of applicable measures/attributes was conducted and note the results.
· Section 4:  Enterprise Architecture Analysis:  Enterprise Architecture (EA) is a management practice that aligns resources, improves business performance and assists agencies better execute their core missions. An EA describes the current and future state of the agency and lays out a plan for transitioning from the current state to the desired future state.  EA Analysis is an activity whereby the EA is referenced to inform a decision. An EA analysis can identify opportunities for reuse, inform legal, regulatory and policy constraints, identify dependent or tangential process and help to capture impacts to those processes caused by changes to a specific process.
· After reviewing the defined Need/Problem Statement and capabilities, the Architecture Team will assist in determining if some capability already exists within the organization, other Services, DoD/Federal Agencies and partner nations that may solve the SME defined problem. If a solution already exists, the Sponsor will direct the SMEs to reuse the existing solution, and the requirement will terminate. If there is no duplication, the Architecture Team will review the requirements and ensure it aligns with the organization’s strategy, and that all relevant LRP requirements have been identified and will be satisfied by the capabilities requested by the SMEs.  This section should outlined/address/validate a thorough review of the architecture was conducted and note the results
· Section 5:  Business Process Models to Support Business Process Re-engineering (BPR) Assertions: BPR is the fundamental rethinking and radical redesign of business processes to achieve dramatic improvements in critical contemporary measures of performance, such as cost, quality, service, and speed[footnoteRef:5].  This section should outlined/address/validate a thorough review of BPR was conducted and note the results [5:  DoDI 5010.43] 

· Section 6: DOTMLPF-P Implementation Plan, to Include Anticipated Return-on-Investment (ROI): This section must include the different DOTMLPF-P solutions, characterized execution requirements, implementation work plans including schedules, resource allocations, anticipated ROI and investment auditability, and business case analysis supporting the solutions.  This section will support/justify the continued review of this Problem Statement.  This section should outline and validate the implementation plan and note the intended outcomes.  Anticipated ROI must be quantitative monetization and support the ROM cited in Section 7 to the maximum extent possible.  It may also include qualitative measures that improve mission performance as these are also important.
· Section 7: Rough Order of Magnitude (ROM:  A Rough Order of Magnitude Estimate (ROM estimate) is an estimation of a project’s level of effort and cost to complete.  A ROM estimate takes place very early in a project’s life cycle — during the project selection and approval period and prior to project initiation in most cases.  The main purpose of the ROM estimate is to provide decision-makers with the information necessary to make a decision on whether it makes sense to move forward with the project based on the estimated level of effort, in terms of completion time and cost.  The ROM, at this stage, is only applicable to the Requirements Validation stage of the process.  This is the initial assessment and any future cost of program development should be addressed in the Business Case Analysis (BCA) Cost Estimation section.
· Section 8:  Link to Out-of-Cycle Requests or Other Investments:  If this requirement is aligned to an Out-of-Cycle (OOC) request, all relevant details should be outlined in this section to ensure continuity between the efforts, allowing for faster evaluation and approval timelines.
[bookmark: _Toc447739115][bookmark: _Toc448823999]4.2.3 Requirements Roles:
[bookmark: _Toc447739116]Functional Lead:  The Functional Sponsor is defined as the senior executive responsible for activities of the requirements validation phase to include: defining the business need (problem / gap); desired outcomes; and, acceptance criteria.  The Functional Sponsor remains actively engaged in the program throughout its lifecycle in order to achieve the complete Doctrine, Organization, Training, Materiel, Leadership and education, Personnel, Facilities, and Policy (DOTMLPF-P) solution, and for declaring the Initial Operating Capability (IOC) and the criteria for declaring Full Deployment (FD)
[bookmark: _Toc447739117]Subject Matter Expert (SME):  These personnel normally come from the functional area who are most familiar with the business processes, requirements, and gaps associated with the Problem Statement.  These may include actual managers, operators, system architects and others who have an intimate knowledge of what the “to be” state should be.
[bookmark: _Toc447739118]Program Management Office:  The Program Management Office includes the Program/Product Manager who is ultimately responsible for developing, testing, and fielding the desired solution to meet the specified requirements. The PMO also contains the system engineer, chief tester, system architects, and other personnel who will do the detailed planning, development, and testing.

[bookmark: _Toc448824000]Topic 4.3: Detailed System Requirements (ELO 4.3)
[bookmark: _Toc448824001]4.3.1 The Requirements Gap: 
[bookmark: _Toc448824002]4.3.1 The Requirements Gap: 
The capabilities and performance measures described in the Problem Statement are normally at a high level and focused on the major concepts that justify the development of a DBS and and lead to a Return on Investment (ROI).   Unfortunately, these measures and ROI are not typically not realized until after the DBS has been fielded and stabilized for several years.  
A DBS is a software driven program that is also guided by traditional software requirement documents such as interface control documents, software description documents, software requirements documents, etc. These docusments describe how the system is supposed to work and may include 1000+ “shall statements” stating what the developer is contractually required to deliver. From a contractual perspective, verifying these requirements is necessary but not sufficient to ensure a DBS that is operationally effective, suitable, and survivable in the organization in which it will be deployed.
4.3.2 The Requirements Link.
The solution to the above gap may be described in terms of processes. A process is an activity that takes certain inputs, and uses people and systems under specific controls to produce measurable outputs.  The DoD Architecture Framework describes these activities in OV-5a Operational Activity Decompositions Tree and OV-5b Operational Activity Model.
The OV5a is similar to a Work Breakdown Structure (outline format) or an organization chart (tree format).  The following figure shows the activity of building a chair as an example.  The OV-5b Activity model shows the activities connected by resource flows. 
[image: ]
Is summary, the high level requirements and/or measures in the Problem Statement often take considerable time after the development is completed to be realized and verified. During development, it is best to look at the business process as a series of end to end activities with each activity having a clear input and controls, performed by various mechanisms to produce an output that has use or value. Each activity consists of a series of steps that can be described as use cases or test cases. Each step is performed by the user or the system and the system steps are defined and satisfied by the system requirements.
4.3.3 –Other Performance Requirements and Considerations
COOP:  A DBS requires a continuity of operations plan (COOP) and capability. This protects against a catastrophic failure of the primary data facility. The COOP facility should be physically separated from the primary facility. Communications infrastructure should support quick re-routing of user connectivity to the COOP facility. Communications paths should be planned to avoid single points of failure.
Restoration Time:  An important requirement is the time that it takes to restore the system from a catastrophic failure. The restoration time may be the time to complete the transfer to the COOP facility or the time to resolve the cause of the failure and re-boot the primary system to full operation.
Recovery Point:  In the event of a catastrophic failure, the system design should minimize the loss of data. This may be expressed as near real time where each transaction is duplicated on the COOP system as it occurs or as taking a snap short of the entire database at a regular periodic time (e.g., 4 hours)
Cybersecurity:  In addition to the cyber-threats that a weapon system may face, DBS also have the threat of financial fraud or theft of personally identifiable information and can be used for financial gain.
Financial Improvement and Auditability Readiness (FIAR): Some DBS handle the receipt and disbursement of billions of dollars in appropriations, obligations, and expenditure. Other DBS manage for billions of dollars of DoD resources.  Accountability for these monies and resources is a major requirement for DBS.
4.3.4 Prioritization and Configuration Management
DBS are normally deployed in releases with increasing functionality in each release. The program office and functional sponsor work together to prioritize the functional requirements that will be satisfied in each release. In some cases, new requirements may be identified. Throughout this process, configuratioin management is essential to ensure that the architectures, requirements, and interfaces of each release are clearly documented and executed.



[bookmark: _Toc444158967][bookmark: _Toc445740152][bookmark: _Toc448824003]Module 5.0 - Program Management – Application of DOD 5000 Series in DBS
[bookmark: _Toc444158968][bookmark: _Toc445740153][bookmark: _Toc448824004]Overview
[bookmark: _Toc444158969]ELOs
ELO 5.1 – Identify program management tools and processes for DBS with strong similarities to other acquisition programs.
ELO 5.2 – Identify program management tools and processes must be significantly adapted to apply to business systems.
ELO 5.3 – Identify program management tools that are unique to DBSs.
[bookmark: _Toc444158970]Assessments
(ELO 5.1)
LP – AOA assesses potential material solutions that could satisfy validated capability requirements.
MT – The APB for a DBS establishes cost/schedule/performance objectives and thresholds but does not include an average procurement unit cost.	Comment by image: APB isn’t the primary tool for tradeoffs (but it plays a part)
 (ELO 5.2)
MT – DBS PMs should aggressively tailor program requirements to ensure that decisions and documentation directly support the program’s needs.
MT – DBS PMs often encounter challenges with data rights as the initial contract transitions into sustainment of a software capability.
(ELO 5.3)
LP – DBS require investment certification to ensure that IT solutions directly support the strategic goals of the organization(s) making the investment.
MT – DBS effectiveness is often assessed through performance measures for the business processes that the DBS supports.

ELO 5.3.1 NDAA 2012 directed significant changes to the requirements for review and certification of Defense Business Systems (DBSs) before funds, whether appropriated or non-appropriated, can be obligated. The updated law requires the certification of all covered DBS programs regardless of fund source for acquisition, modernization, or sustainment that are expected to have total costs greater than $1 million over the period of the current Future Years Defense Program (FYDP).

LP 5.3.1 The Integrated Business Framework is designed to facilitate a cross-functional, enterprise-wide view for the governance of portfolios of DBSs investments over the FYDP for review and certification.

LP 5.3.1 DoD Components use Functional Strategies to develop their Organizational Execution Plans (OEPs). The OEP provides critical information to support programming, budgeting and certification of investment decisions for the current year and the FYDP.

LP 5.3.1 Based on an OEP evaluation, the DBC will recommend whether or not to certify funds for an amount that will be obligated within the fiscal year of the certification. 

LP 5.3.1 An Out of Cycle (OOC) request for review and certification of a DBS is required when a DBS program or associated funding has substantially changed since previously reviewed, certified and approved during the annual review cycle or when the system was not previously reviewed and certified during the same annual cycle.

MT 5.3.1 The approval of funds certification removes a statutory condition that restricts fund obligation for a covered DBS program. Failure to comply with the certification requirements of title 10 U.S.C. section 2222 may result in a violation of title 31 U.S.C. section 1341(a)(1)(A), the Antideficiency Act.

[bookmark: _Toc444158971][bookmark: _Toc445740154][bookmark: _Toc448824005][bookmark: _Toc444158972]Topic 5.1: Similar Processes and Tools (ELO 5.1)
[bookmark: _Toc445740155][bookmark: _Toc448824006]5.1.1 Conducting an Analysis of Alternatives (AoA) for a Defense Business System (DBS).
Per the DOD 5000.02 dated January 7, 2015 an Analysis of Alternatives is a STATUTORY requirement for MDAPs, MAIS programs, and all AIS programs, at Milestone A. STATUTORY updates required through Milestone C (or Milestone B if there is no Milestone C) for MAIS programs, and all AIS programs. AOA’s are regulatory for all other specified Program Type/Event combinations. A DoD Component is responsible for conduct and approval of the AoA. 

Before conducting an Analysis of Alternatives (AOA), approval of AOA Study Guidance and AOA Study plan at a Material Development Solution (MDD) must occur.  This decision directs execution of the AoA, and authorizes the DoD Component to conduct the Materiel Solution Analysis Phase. This decision point is the entry point into the acquisition process for all defense acquisition products; however, an “acquisition program” is not formally initiated.
The AoA assesses potential materiel solutions that could satisfy validated capability requirement(s) documented in the Initial Capabilities Document, and supports a decision on the most cost effective solution to meeting the validated capability requirement(s). In developing feasible alternatives, the AoA will identify a wide range of solutions that have a reasonable likelihood of providing the needed capability.  The AoA will inform and be informed by affordability analysis, cost analysis, sustainment considerations, early systems engineering analyses, threat projections, and market research.
AOA PROCEDURES 
a. The Director of Cost Assessment and Program Evaluation (DCAPE) develops and approves study guidance for the AoA for potential and designated Acquisition Category (ACAT) I and IA programs and for each business requirement for which the Investment Review Board is the validation authority. 

In developing the guidance, the DCAPE solicits the advice of other DoD officials and ensures that the guidance requires, at a minimum: 

The DCAPE provides the AoA Study Guidance to the DoD Component or organization designated by the MDA or, for ACAT IA programs, to the office of the principal staff assistant responsible for the mission area, prior to the Materiel Development Decision (MDD) and in sufficient time to permit preparation of the study plan prior to the decision event. The study plan will be coordinated with the MDA and approved by the DCAPE prior to the MDD. The designated DoD Component or other organization or the principal staff assistant will designate responsibility for completion of the study plan and the AoA. 

The final AoA will be provided to the DCAPE not later than 60 calendar days prior to the Milestone A review (or the next decision point or milestone as designated by the MDA). Not later than 15 business days prior to the Milestone A review, DCAPE evaluates the AoA and provides a memorandum to the MDA, with copies to the DoD Component head or other organization or principal staff assistant assessing whether the analysis was completed consistent.
In the memorandum, the DCAPE assesses: 
(1) The extent to which the AoA: 
(a) Examines sufficient feasible alternatives. 
(b) Considers tradeoffs among cost, schedule, sustainment, and required capabilities for each alternative considered. 
(c) Achieves the affordability goals established at the MDD and with what risks. 
(d) Uses sound methodology. 
(e) Discusses key assumptions and variables and sensitivity to changes in these. 
(f) Bases conclusions or recommendations, if any, on the results of the analysis. 
(g) Considers the fully burdened cost of energy (FBCE), where FBCE is a discriminator among alternatives. 
(2) Whether additional analysis is required. 
(3) How the AoA results will be used to influence the direction of the program. 
d. The final AoA will also be provided to and reviewed by the requirements validation authority prior to the Milestone A decision or the release of the request for proposals for the Technology Maturation and Risk Reduction Phase activities. The requirements validation authority will, at a minimum: 
(1) Assess how well the recommended alternative satisfies validated requirements in the most cost effective manner for the warfighter. 
(2) Identify any opportunities to adjust or align capability requirements for better synergy across the joint force capabilities. 
(3) In accordance with the responsibilities identified in title 10 of U.S. Code (Reference (g)), offer alternative recommendations to best meet the validated capability requirements.

[image: ]
[bookmark: _Toc445740156][bookmark: _Toc448824007]5.1.2 Establishing Funding (Program Object Memorandum (POM).
Portfolios of systems – how to decide what business systems to put portfolio $$ into.
Note – written very Army centric – needs to be cleaned up to reflect general idea. 
The DCS G-3/5/7 is responsible for requirements integration and the prioritization of all Army programs, but the entire Army staff contributes. The first test is to determine if the need or requirement is valid or documented, if it is affordable, how will it be resourced; does the requirement complement existing or planned organization and doctrine; is the proposal supportable in terms of dollars and spaces; and is it consistent with Congressional intent. The DCS, G-3/5/7 then integrates the product of each of these functional groups [Program Evaluation Groups (PEGs)] into an Army master priority list. PEOs and MACOMs provide input to the POM development through their POM process. The Planning Program Budget Committee (PPBC) makes initial decisions and recommendations as a body and proposes appropriate program or budget positions to the Senior Review Group (SRG) and the Army Resources Board (ARB). The SA and the CSA will make the final decisions. The VCJCS is chairman of the Joint Requirements Oversight Council (JROC) that oversees the Joint Capabilities Integration and Development System (JCIDS) and supervises preparation of the Chairman's Program Recommendation (CPR) and Chairman's Program Assessment (CPA). The CPR provides the Chairman's recommendations to OSD for inclusion in the SPG and JPG. The CPA is the Chairman's assessment of how well the service and agency POMs conform to the guidance and support the combatant commanders. The VCSA is the Army's representative on the JROC.
The OSD staff, working under the direction of the Under Secretary of Defense for Policy, USD (P), and in coordination with the Combatant Commands, Services, and Joint Staff finalizes and issues Strategic Planning Guidance (SPG). SPG is designed to facilitate an enhanced, collaborative, capabilities-based joint planning process known as the enhanced planning process (EPP) addressing both operational and enterprise issues. This planning process analyzes capability gap issues provided by the SecDef. The SPC reviews the capability gap issues and solutions developed in the planning process to ensure congruency with strategy. Following the SecDef’s decisions, fiscally constrained Joint Programming Guidance (JPG) is developed and issued in the April/May timeframe to implement those decisions. About the same time the JPG is published, OSD provides fiscal guidance (total obligation authority) for each of the six program years. OSD develops this fiscal guidance with direction from the President's Office of Management and Budget (OMB). 
The Army staff begins POM development in earnest in January. The PEO/MACOM POMs are received in February. As the development process continues into June and July, the pace steadily intensifies with PPBC and SRG meetings becoming more frequent and longer. The Secretariat is always involved and plays an integral part in the development of all memos, read-ahead packages, decision papers, and the decisions themselves. While this is a combined developmental process leading to a single resource position, the BESPOM, the process lead (and database control) resides with the DPAE into June when it transitions to the Director of the Army Budget (DAB).
The Army staff now turns to writing the narrative portion of the POM and providing justification for submission to OSD in August. OSD reviews the combined BESPOM beginning soon after its submission. The concurrent program and budget review continues into December concluding when final Presidential budget decisions are made. In December, at the end of the PBD cycle, OSD normally issues a final PBD or OSD memorandum incorporating any changes from MBI deliberations, thus completing the PBD process. OSD then issues each Service its final total obligation authority (TOA) and manpower controls. After implementing the final resource distribution, Army sends the information to OSD. OSD forwards the information to OMB as the Army's portion of the Defense budget, which OMB incorporates into the President's Budget.
[bookmark: _Toc448598562][bookmark: _Toc445740157][bookmark: _Toc447739124][bookmark: _Toc448824009]5.1.3 Acquisition Program Baseline

DoDI 5000.02 requires every Program Manager (PM) to propose and document program goals prior to, and for approval at, program initiation for all Acquisition Category (ACAT) programs.  The APB documents the agreement between the PM, the Program Executive Officer, and the Milestone Decision Authority (MDA) and should reflect the approved program being executed.
A separate APB is required for each increment of a Major Defense Acquisition Program (MDAP) or Major Automated Information System (MAIS) program (and each sub-program of an MDAP).   Increments can be used to plan concurrent or sequential efforts to deliver capability more quickly and in line with the technological maturity of each increment.
Program goals consist of an objective value and a threshold value.  Cost, schedule, and performance are intrinsically linked and the objective and threshold values of all program goals should be developed with these relationships in mind.
		Objective values represent the desired operational goal associated with a performance attribute beyond which any gain in utility does not warrant additional expenditure.   
		Thresholds represent the minimum acceptable operational values below which the utility of the system becomes questionable.  The failure to attain program thresholds may degrade system performance, delay the program (possibly impacting related programs or systems), or make the program too costly.  The failure to attain program thresholds, therefore, places the overall affordability of the program and/or the capability provided by the system into question.
	Each APB parameter must have both an objective and a threshold.  For schedule and cost parameters, there are specified default threshold values. The default threshold for schedule is the objective value plus 6 months; the default threshold for cost is the objective value plus 10 percent of the objective value.  The PM may propose (with justification) an appropriate threshold value to optimize program trade space, subject to Milestone Decision Authority (MDA) and user approval.
	The PM derives the APB from the users' performance requirements, schedule planning and requirements, and best estimates of total program cost consistent with projected funding.  The sponsor of a capability needs document (i.e., Capability Development Document or Capability Production Document, Problem Statement) provides an objective and a threshold for each attribute that describes an aspect of a system or capability to be developed or acquired.  The PM will use this information to develop an optimal product within the available trade space.   APB parameter values should represent the program as it is expected to be developed, produced and/or deployed, sustained and funded.
	Per Title 10 United States Code, the DoD may not obligate funds for MDAPs after entry into Engineering and Manufacturing Development without an MDA approved APB unless the Under Secretary of Defense for Acquisition, Technology, and Logistics specifically approves the obligation.  DoDI 5000.02 extends this policy to MAIS programs.
APB Approval and Trade-offs:
	The MDA is the approval authority for the APB.  The APB requires the concurrence of the Program Executive Officer for all Acquisition Category (ACAT) programs, and the DoD Component Acquisition Executive for ACAT ID and IAM programs.  The current APB shall be revised at major milestone decisions, and at the Full Deployment Decision for a MAIS.  
	The PM, in coordination with the user/sponsor, prepares the APB for program initiation. The PM can propose a revision of the APB for approval at each major milestone review and as the program enters full rate production/deployment. 
	The PM may also propose, for consideration by the MDA, a revision of the APB that reflects the result of a major program restructure that occurs between milestone events and that is fully funded. 
	Maximizing PM and contractor flexibility to make cost/performance trade-offs is essential to achieving cost objectives.  The PM may treat the difference between an objective and its associated threshold as trade space if the combination values lie within the established thresholds and objectives.
	The best time to reduce total ownership cost and program schedule is early in the acquisition process. Continuous cost/schedule/performance trade-off analyses can help attain cost and schedule reductions.
	Cost, schedule, and performance may be traded within the "trade space" between the objective and the threshold without obtaining MDA approval.  Making trade-offs outside the trade space (i.e., decisions that result in acquisition program parameter changes) require approval of both the MDA and the capability needs approval authority.  
	Configuration Steering Boards (CSBs) are a core part of managing the cost, schedule, and performance trade space for acquisition programs. 
APB Management:
	The PM should immediately notify the MDA via a Program Deviation Report when the PM's current estimate exceeds one or more APB threshold value for cost, schedule, and/or performance.  Only the MDA can approve a revision to the APB.
	For MDAPs, both "original" and current APBs are maintained.  For MAIS programs, only a current APB is maintained, but the Original Estimate reported in the MAIS Annual Report (MAR) serves a similar purpose as an Original APB Baseline.  (The MAR Original Estimate, unlike the APB can be revised only after a Critical Change Report has been submitted to Congress).  MAIS Critical Change thresholds are: cost parameter (Total Acquisition Cost or Total Lifecycle Cost) 25 percent or greater, schedule parameter of 12 months or greater, or failure to meet a key performance threshold.)
	For MAIS programs, a Critical Change triggers the section 2445c of title 10, United States Code certification process (similar to a Nunn-McCurdy for MDAP).
5.1.4 Lifcecycle sustaintm
Topic 5.2: Adapted Processes and Tools (ELO 5.2)
[bookmark: _Toc445740159][bookmark: _Toc447739126][bookmark: _Toc448824013]5.2.2 Should Cost considerations.
· Should-Cost management and analysis is a way for program managers to identify and achieve savings below original cost estimates by identifying and implementing system and enterprise sustainment cost reduction initiatives. (DoDI 5000.02)
· Focus areas: (http://bbp.dau.mil/)
· Achieve affordable programs
· Achieve dominant capabilities while controlling lifecycle costs
· Incentivize productivity in industry and government
· Incentivize innovation in industry and government
· Eliminate unproductive processes and bureaucracy
· Promote effective competition
· Improve tradecraft in acquisition of services
· Improve the professionalism of the total acquisition workforce
· Every identified should- cost savings opportunity must be tied to a specific engineering or business change that can be quantified and tracked. 
· (http://www.dau.mil/pubscats/ATL%20Docs/Sep-Oct11/Carter_Mueller.pdf)
· Scrutinize every element of program cost
· Look for savings in repetitive activities
· Leverage learning curves
· Examine overhead and indirect costs
· Incentivize your contractor on cost savings
· https://www.atkearney.com/documents/10192/258875/Should-Cost-Review.pdf/54d79dd7-280d-4aa6-9ecb-ecc2ca9f7ec7
· [image: http://www.atkearney.com/images/global/articles/FG-Should-Cost-Review-1.png]
· https://www.atkearney.com/documents/10192/247932/Software-The_Brains_Behind_US_Defense_Systems.pdf/69129873-eecc-4ddc-b798-c198a8ff1026 
· Should-Cost Modeling: A should-cost analysis provides insight into cost drivers (for use in planning and negotiations) and forces accountability, especially across contracts and suppliers shedding light on the overall development life cycle. 
· Following are five ways to ensure that a should-cost analysis delivers accelerated, maximum benefits:
· Bring best practices to bear. 
· Perform rigorous analysis. 
· Establish the right incentives. 
· Translate opportunities into tangible action. 
· Track performance against the cost-reduction plans
· The Affordable Sustainment Advantage
· Software maintenance is a growing portion of the post-development work needed to enhance and sustain weapons platforms. As software becomes more common in acquisitions, contractors’ past sustainment efforts must give way to more cost effective and efficient government led sustainment. With multiple service life extension programs in effect for legacy platforms, increased government software sustainment will free contractors to focus on modernizing to keep pace with the rapid advances in sensor and weapons technology. In most instances, the government can maintain a stable sustainment organization at a considerably lower cost than primary contractors.
· Perform In-house maintenance
· Data Rights Acquisition
· Necessary Skill Sets

[bookmark: _Toc448824014]5.2.3 Incremental development.
The high-level strategy for developing a business system in increments often parallels weapon system development. However, within business systems often break up delivery even further, providing smaller pieces of the capability and deploying the capability gradually to groups of end users. Terminology varies by program, but usually software changes provided to the end user are called releases and the process of adding new users onto the system is called fielding or deployment.
[bookmark: _Toc448824015]Topic 5.3: Unique Processes and Tools (ELOs 5.3)
[bookmark: _Toc448824016]5.3.1 /Investment Resource Board (IRB) Certification/Execution
[bookmark: _Toc445740160][bookmark: _Toc448824017]What drives the requirement for DBS funds certification?

Section 883 of the Fiscal Year (FY) 2016 National Defense Authorization Act (NDAA) amended title 10 U.S.C. section 2222, directing significant changes to the annual requirements for review and certification of covered Defense Business Systems (DBSs) before funds, whether appropriated or non-appropriated, can be obligated. 

The term ‘covered DBS’ refers to a DBS that is expected to have a total amount of budget authority, over the period of the current future-years defense program (FYDP) submitted to Congress in excess of $50,000,000.

For any FY in which funds are expended for development or sustainment pursuant to a covered DBS program, the appropriate approval official shall review the system and certify, certify with conditions, or decline to certify as the case may be, that it continues to satisfy the requirements of NDAA 2016. 

Failure to comply with the certification requirements of title 10 U.S.C. section 2222 may result in a violation of title 31 U.S.C. section 1341(a)(1)(A), the Antideficiency Act.

The DoD developed a well-defined Information Technology (IT) investment portfolio for the DoD Business Mission Area (BMA) and all DBS. Beginning with governance, the Department’s Deputy Chief Management Officer (DCMO) established the Defense Business Council (DBC) as the principal subsidiary governance body to the Deputy’s Management Action Group (DMAG)/Defense Business Systems Management Committee (DBSMC) for defense business operations. The DBC also assumes the role of the Department's Investment Review Board (IRB) for DBSs.

What is the overarching process the DoD uses to obtain DBS funds certification?

The Integrated Business Framework, depicted in Figure 1, provides the overarching structure used to govern and manage the Department’s business operations from the creation of aligned business strategies and investment plans, to the measurement of outcomes. The framework is also designed to facilitate a cross-functional, enterprise-wide view for the governance of portfolios of DBSs investments over the FYDP for review and certification.

[image: ]
Figure 1 – Integrated Business Framework

As illustrated in Figure 1, the Strategic Management Plan (SMP) is the Department's highest-level plan for improving DoD's business operations. It lays out the Department's priority business goals, objectives, measures, and initiatives, is aligned with the Quadrennial Defense Review and the Performance Budget, and advances the Department's performance management activities.

The investment management process as part of an integrated business management process, as depicted in Figure 2, begins with the alignment of Functional Strategies to the SMP by the appropriate DoD Principal Staff Assistants (PSAs). DoD Components then use these business strategies to develop their Organizational Execution Plans (OEPs). OEPs specify the organization’s FYDP budget request and are developed by each organization to articulate their approach to align with the Functional Strategies.

[image: ]
Figure 2 - Integrated Business Management Process Overview

DoD Pre-Certification Authorities (PCAs) develop their OEPs based on investments for business functions and activities in both Core (part of the target environment) and Legacy (scheduled for termination within 36 months) systems and services. OEPs are evaluated by the PCAs for alignment with applicable Functional Strategies and assessed from multiple perspectives such as strategic alignment, performance, risk, affordability, business value / return on investment (ROI), cost, architecture alignment, interoperability, efficiency, and effectiveness. OEPs should demonstrate progress in portfolio performance to optimize portfolio cost, and ensure investment contributes to a lower total cost of business operations and/or deliver required capabilities to the Warfighter. The OEPs will be representative of the organization’s DBS budget request and must demonstrate the Components’ efforts to align system investments with the SMP and Functional Strategies to drive value in the DoD’s business IT investment portfolio. OEPs shall also identify the PCA’s business goals.

The DBC evaluates OEPs to ensure compatibility with the SMP and Functional Strategies and provides certification adjustments where necessary. The DBC reviews portfolios of DBSs and recommends adjustments to budget requests and fund certification determinations for DBS not aligned to Functional Strategies or the target environment. The DBC will review each OEP, which will become the basis for the Enterprise Transition Plan, and make recommendations to the DBSMC for approval of funds certification. The approval of funds certification removes the statutory condition that restricts fund obligation for a covered DBS program.

Development of the OEP

The PCA develops and submits the OEP to the DBC by issuing a Portfolio Certification Request (PCR). In addition to the certification request, the OEP includes a portfolio briefing and validated system data. Figure 3 below depicts the standard OEP construct.

[image: ]
Figure 3 - Organizational Execution Plan Construct

The OEP provides critical information to support programming, budgeting and certification of investment decisions for the current year and the FYDP. At a minimum, the OEP will address the following:

· Portfolio Business Summary: Introduce the portfolio from a business operations perspective. Summarize the major business process(es), functions, activities, and outcomes supported by the DBS, with relevant annual high-level financial information as to the costs of the business operations, if known. Also provide and explain the key cost drivers of the business operations. Cost drivers are factors of a particular activity or the unit of an activity that causes the change of an activity cost.
· Strategic Alignment: Identify the portfolio goals in order to highlight how improvements in business operations and cost savings will be made and how they are essential to achieving the integrated business strategy. Show how the Component’s OEP aligns with the initiatives of the appropriate Functional Strategy(ies) and document how investments align to the functional strategy initiatives, by using Unique Investment Identifiers. Goals will include portfolio priorities, objectives, or outcomes. Also include cost and time estimates to implement a functional strategy initiative.
· Performance Measures: Document business outcome measures and targets related to the strategy and associated DBSs – especially with regard to progress against the Functional Strategy targets. Milestones, which are required by the ETP, will be obtained using lifecycle data in DITPR and supplemented by other sources, such as acquisition information repositories.
· Portfolio Accomplishments: Report on the control and evaluate phases of CPIC. [NOTE: CPIC is an IT portfolio-driven management process for ongoing identification, selection, control and evaluation of investments. This process attempts to link budget activities and agency strategic priorities with achieving specific IT program modernization outcomes.] Identify major business results/outcomes bound by a linked to measurable benefits that are expected to be realized within the fiscal year of the OEP in addition to results realized in the previous fiscal year. Emphasize results that lower the actual cost of business operations and reduce redundancy in IT. These accomplishments are intended for inclusion in the DoD Congressional Report on Defense Business Operations.
· PCA Review Results: Provide a summary of results of the PCA review required by title 10 U.S.C. section 2222(g). Results will include any covered DBSs with a change in transition plan state and the reason for the change, any changes in termination dates of legacy covered DBSs, any revision of milestones and performance measures in the previous fiscal year (e.g., FY 2014 for FY 2015 OEP), progress against BEA or BPR plans, and any significant changes in plans such as funding amounts, certification requests not recommended by PCA (what was not sent forward). The results should also include the PCA criteria used for selecting investments for certification and investment alignment to functional strategy initiatives. These results are also intended for inclusion in the Congressional Report.
· Roadmap to the target environment: Show how systems are aligned to the desired end state (including sunset dates or timeframes and interoperability with other systems as appropriate). Include any sunsetted systems subsumed by ERPs. Prior year outcomes should be included to highlight systems that were declared to sunset in the prior OEP submission and the eliminations that actually occurred. The roadmap presented must be consistent with the data entered into DITPR and the FYDP budget data. The roadmap should also address system changes related to a business strategy initiative, such as a plan for transitioning to a mandatory enterprise system.
· Portfolio Risks and Challenges: Describe risks or challenges that inhibit the Component’s ability to reach its desired end state. If applicable, address risks and challenges associated with becoming fully BEA compliant. These risks or challenges could include BEA and BPR compliance matters, such as use of mandatory standards or Enterprise Systems stated in Functional Strategies, or a lack of needed standards or Enterprise Systems. Risks applicable to the entire Department, such as sequestration, should not be included. These risks and challenges are intended for inclusion in the Report to Congress on Defense Business Operations.

Evaluation of the OEP

OEPs will be evaluated for alignment with applicable Functional Strategies and assessed from multiple perspectives such as progress toward the target environment, alignment to lines of business and architecture, business value / ROI, cost, interoperability, efficiency, risk and effectiveness. OEPs will undergo a Chief Management Officer (CMO) review, which is expected to create investment awareness and assist the DBC in understanding the Components’ capabilities in a given functional area. The review helps determine whether OEPs meet the requirements of Functional Strategies and identify any gaps between the OEP and the Functional Strategies that must be addressed. Reviews will be scheduled to encompass both a functional and organizational perspective. 

Although primary consideration in the review process is for the future year budget amounts that represent the capital investment plan for the future of the portfolio, the DBC will recommend whether or not to certify funds for an amount that will be obligated within the fiscal year of the certification. For example a FY 2017 OEP submission’s certification amounts are for obligation of funds during FY 2017, regardless of the year of the appropriation. Certification decisions will be captured in an Investment Decision Memorandum and DITIP stipulating that an OEP’s investment is either: 

· Certified: The DBS certification is approved but may be conditioned so as to restrict the use of funds or direct mandatory changes to the portfolio of business systems. The IDM may also direct actions that must be completed. 
· Not Certified: The certification is not approved, due to misalignment with strategic direction, mission needs, or other deficiencies identified. DBS programs or portions thereof that are not certified must be resubmitted for reconsideration after addressing any actions or conditions.

Out of Cycle Funds Certification Requests

DoD Components may require changes to previously approved OEPs. An Out of Cycle (OOC) request is the vehicle for submission of these changes. Figure 4 below depicts the standard OOC OEP construct.

[image: ]

Figure 4 - Out of Cycle OEP Construct

An OOC request for review and certification of a DBS is required when a DBS program or associated funding has substantially changed since previously reviewed, certified and approved during the annual review cycle or when the system was not previously reviewed and certified during the same annual cycle.  Figure 5 below provides a summary of business rules/considerations for OOC activities. 

[image: ]

Figure 5 - Required Component Actions for OOC Requests

OOC review and certification requests must contain:

· A PCR signed memo with the appropriate PCA determinations. Additionally, an OOC PCR should identify proposed changes to the OEP using the OOC template as a guide.
· Briefing slides tailored using the OOC template slides where appropriate to address the type of certification change being requested and how the Component OOC request affects the portfolio as a whole.
· Appropriate data entry for the OOC request in DITIP and DITPR in addition to IBF-DAP (when changes warrant).

Changes requiring notification only shall be made using DITIP, with an accompanying acknowledgment from the PCA or designated representative.
OOC requests are normally reviewed on a bi-monthly basis beginning in November. All OOC requests should be submitted no later than 15 August of the given year for certification.

DBC Governance, Roles, & Responsibilities

The DBC provides unified direction and leadership through decision making to guide DoD’s functional areas and components, drives alignment of activities with DoD’s strategic goals and objectives to optimize DoD business operations, and promotes cost visibility. Members of the DBC are captured in Figure 6 below. 

[image: ]
Figure 6 – DBC Membership

The DCMO serves as Chair of the statutorily required IRB and:

· Convenes meetings
· Reviews Functional Strategies and approves OEPs
· Develops, maintains, prioritize and approves changes to the BEA
· Establishes working groups and Rapid Action Teams, as needed
· Serves as liaison between the DBC and the DMAG
· Approves the problem statement as the validation of the requirement
· Certifies covered DBS programs

The DBC is the focal point for the investment review process using the IBF. Additionally DBC members are responsible for making recommendations to “mark” organizational DBS budgets, if required, and for providing certification recommendations to the DBC Chair. These recommendations will focus on details surrounding the planning, design, acquisition, development, deployment, operation, maintenance, modernization, and project cost benefits and risks of all covered DBSs within the portfolio. When the review process is complete, the DBC will make recommendations concerning the certification of investments and any actions or conditions that may be required.

Annual Investment Management Timeline

Figure 7 below depicts the general sequence of events for Functional Strategy and OEP reviews. The DBC chair will publish a schedule identifying specific dates for Functional Strategy input, PCA requests, OEP reviews, etc.
	
	Activity
	Proponent
	Date

	Investment Management Guidance Issues
	ODCMO
	February

	Online Functional Strategies Available
	ODCMO
	February

	Authoritative Data Sources Updated
	All Organizations
	June

	OEPs Submitted
	All Organizations
	July

	OEP Analysis
	CMO, PSAs
	February – August

	DBC Reviews
	DBC Members
	July – August

	IDMs Issues
	IRB Chair
	September



Figure 7 – Investment Management Process Timeline

Supplemental Resources

· DCMO Website: Defense Business Council & Investment Review Board 
http://dcmo.defense.gov/Governance/DefenseBusinessCouncil.aspx

· National Defense Authorization Act 2016
http://docs.house.gov/billsthisweek/20150928/CRPT-114hrpt270.pdf 

· Title 10 United States Code section 2222
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title10-section2222&num=0&edition=prelim
5.3.2 Performance measures and tradeoffs for DBS programs.
The performance measures used in the requirements process and documented in the Problem Statement frame the overall requirements perspective for the business system. However, a business system in development could support satisfying the performance measure in a variety of ways. Often, satisfying the performance measure in a way that aligns to the way the organization operates the current business processes will lead to significant custom development or configuration changes to a COTS solution. Altering organizational business processes to the capabilities of the COTS that is being acquired as part of the DBS solution will simplify the development effort and decrease cost and risk. DBS programs must work closely with functional leadership and apply business decision-making to ensure that customization and configuration achieve sufficient business value to be worth the additional development cost and risk.
[bookmark: _Toc445322176][bookmark: _Toc445362519]These performance tradeoffs often take place in ways that may influence the baselined cost or schedule in a positive direction without tangible impacts that would negatively impact performance as baselined in the APB.


[bookmark: _Toc448824018]Module 6.0: Software Development Lifecycle Management
[bookmark: _Toc445322177][bookmark: _Toc445362520][bookmark: _Toc448824019]Overview
[bookmark: _Toc445322178]ELOs
ELO 6.1 – Match the clarity of user requirements to software development lifecycles that are appropriate for the clarity of requirements.	Comment by image: change – COTS emphasis
ELO 6.2 – List the descriptive elements about DBS and business processes that are described in the Business Enterprise Architecture.
ELO 6.3 – List the most significant techniques to drive costs out of commercial off-the-shelf software solutions to business problems.

[bookmark: _Toc445322179]Assessments
ELO 6.1 – 	Comment by image: ELO change
LP – Traditional software lifecycle models are most appropriate when user requirements are very well understood and will not change.	Comment by image: wording
MT – Iterative or Agile models are most appropriate when user requirements are very likely to change and the user is prepared to work with the PM to implement the most valuable requirements.
ELO 6.2 – 
LP – The BEA includes end-to-end processes and operational activities that describe business capabilities that an implemented system fulfills.
MT – DBS PMs must submit the operational activities that their system will fulfill to the BEA and also assess whether or not other systems in the BEA provide the same operational activities and could be leveraged to deliver the capability.
ELO 6.3 – 
LP – PMs and functional SMEs work together to identify fits where the COTS solution meets the desired business capability and gaps where additional development and/or solutions are needed to fulfill the capability need.
MT – The amount of DoD customization beyond the out-of-the-box COTS package required to meet the business capability need is a major cost driver for a DBS.

[bookmark: _Toc448824024]Topic 6.2 Business Enterprise Architecture (ELO 6.2)
[bookmark: _Toc448824025]6.2.1 Enterprise and solution architectures 
[source: http://dcmo.defense.gov/ProductsandServices/BusinessEnterpriseArchitecture.aspx]
The BEA is the enterprise architecture for the DoD Business Mission Area and reflects DoD business transformation priorities; the business capabilities required to support those priorities; and the combinations of enterprise systems and initiatives that enable those capabilities. It also supports use of this information within an End-to-End (E2E) framework.	Comment by image: top-level diagram
The purpose of the BEA is to provide a blueprint for DoD business transformation that helps ensure the right capabilities, resources and materiel are rapidly delivered to our warfighters – what they need, when they need it, where they need it, anywhere in the world. The BEA guides and constrains implementation of interoperable defense business system solutions as required by the Section 2222 of Title 10 United States Code. It also guides information technology investment management to align with strategic business capabilities as required by the Clinger-Cohen Act, and supports Office of Management and Budget (OMB) and Government Accountability Office (GAO) policies.
BEA 10.0 aligns with DoD Architecture Framework (DoDAF) 2.0 naming conventions and is comprised of a set of integrated viewpoint products. The viewpoints display capabilities, activities, processes, data, information exchanges, business rules, system functions, services, system data exchanges, technical standards, terms, and linkages to Laws, Regulations and Policies (LRP).
The Strategic Management Plan (SMP), Functional Strategies as developed by the appropriate DoD Principal Staff Assistants and the Organizational Execution Plans (OEP) as developed by DoD Components are the drivers of BEA release content. The SMP sets the strategic direction for the department's business operations. The transformation effort guiding BEA development continues to focus on SMP alignment, providing tangible outcomes for a limited set of priorities, and developing architecture that is integrated, understandable and actionable.
[bookmark: _Toc448824026]6.2.2 BEA exploration and compliance
DBS program interaction with the BEA includes the following:
· Mapping the system to its related end-to-end processes and operational activities in the BEA
· Identifying gaps in the BEA if it is missing DoD processes or activities related to the system
· Searching the BEA to identify potential DoD systems that can provide some or all of the needed capability for the business system – either as alternatives for an AoA, or integration opportunities to save cost
[bookmark: _Toc448824027]Topic 6.3 Cost Control with Commercial off-the-shelf software
[bookmark: _Toc448824028]6.3.1 Market research
DBS program acquisition strategies must include market research to determine whether capability requirements can be met by existing implemented software Commercial off-the-shelf (COTS) or Government off-the-shelf (GOTS) solutions. In addition, conducting requests for information, industry days, and engaging with vendors in other forums allows programs to understand how vendor capabilities may be changing in a way that would benefit the program.
For example, several ERP software vendors once had modules that provided tools for writing contracts but did not have features in those tools that were geared to support government procurement regulations and requirements. Over time, many ERPs have added these features and other offerings in an effort to expand their public sector business.
[bookmark: _Toc448824029]6.3.2 Customization and configuration
Customization and configuration of a COTS tool, especially to interface to other DoD systems, significantly influences the cost of a defense business system. To be successfully, PMs must collaboration with functional business process owner to minimize customization through Business Process Re-engineering (BPR). To be effective when working with a COTS solution, BPR must happen both before the solution is selected to describe to-be business processes and also after the solution is selected to make maximum use of the out-of-the-box capabilities and limit customization and configuration.	Comment by image: pareto principle
[bookmark: _Toc448824030]6.3.3 Software size estimation and lifecycle cost estimation
Software programs generally approach estimation based on estimates of the projected size of the software and historical productivity metrics for similar software programs. Estimates can be based on projected counts of features, lines of code, function points, RICE objects (Reports, Interfaces, Conversions, Extensions), use cases, story points, or anything else that can be counted. 
The clarity of the requirements for the DBS significantly influences the potential for variation in a cost estimate, both the initial acquisition cost and the total lifecycle cost. At the start of the program, the cost estimate will reflect the history of past DBS that have been implemented because there are no program actuals to consider. But once the program gets going, the fidelity of the estimate will improve because it will be based on actual productivity metrics for the specific system being build. Therefore, close collaboration between the PM and the functional community to reduce configuration and customization can begin to deliver should-cost savings as soon as the first pieces of the DBS are built and delivered into production.
6.3.4 COTS Considerations
The decision to acquire a business system centered around a COTS significantly influences subsequent decisions that will need to be made during implementation:
· Program leadership should avoid altering the commercial product in a DoD-specific way, especially at DoD cost. In certain circumstances, a commercial vendor may choose to add new capabilities in order to support DoD or other potential Federal customers. If so, the program will need to secure business arrangements to ensure the vendor will continue to support the new capability.
· Buying a COTS product means buying that product’s architecture, so programs must adapt around that architecture as they establish their open systems architecture. Best practices include [ source: www.spmn.com]
· PROJECT INTEGRITY
·  1. ADOPT CONTINUOUS PROGRAM RISK MANAGEMENT
·  2. ESTIMATE COST AND SCHEDULE EMPIRICALLY
·  3. USE METRICS TO MANAGE
·  4. TRACK EARNED VALUE
·  5. TRACK DEFECTS AGAINST QUALITY TARGETS
·  6. TREAT PEOPLE AS THE MOST IMPORTANT RESOURCE 
· CONSTRUCTION INTEGRITY
·  7. ADOPT LIFE CYCLE CONFIGURATION MANAGEMENT
·  8. MANAGE AND TRACE REQUIREMENTS
·  9. USE SYSTEM-BASED SOFTWARE DESIGN
·  10. ENSURE DATA AND DATABASE INTEROPERABILITY
·  11. DEFINE AND CONTROL INTERFACES
·  12. DESIGN TWICE, CODE ONCE
·  13. ASSESS REUSE RISKS AND COSTS  
· PRODUCT STABILITY AND INTEGRITY
·  14. INSPECT REQUIREMENTS AND DESIGN
·  15. MANAGE TESTING AS A CONTINUOUS PROCESS
·  16. COMPILE AND SMOKE TEST FREQUENTLY
· Video clip – ERP fit/gap and how it affects re-use / architecture [Bob please add link]
· Programs must enforce cybersecurity requirements for static and dynamic analysis of systems, include static analysis of the COTS software. The government may require the static analysis without actually owning the source code.
· Programs should consider business arrangements for eventual access to source code in the event that the program needs to purchase rights to it later. This may come into play if the government needs to modify it in a way the vendor will not, or if the vendor goes out of business.


[bookmark: _Toc448824020][bookmark: _Toc447739131][bookmark: _Toc448824031]Topic 6.1 Software Development Methodologies (ELO 6.1)	Comment by image: Also address sustainment
Nearly all software development methodologies ensure that software is based on a set of software requirements, a design that meets those requirements, and then is built/configured and tested before being used in a production environment. Although different software development methodologies agree on the sequence of these activities (requirements to design to build/configure to test), they differ in the overall structure of how much of the software goes through each activity before continuing to the next activity. The following two examples, traditional waterfall and iterative development, illustrate opposite ends of the spectrum. There are many other approaches for program managers to consider!	Comment by image: mention COTS
[Source: http://www.business-software.com/wp-content/uploads/2013/11/dev-methods.gif]
[bookmark: _Toc448824023]6.1.3 Choosing the Best Fit for the Program
The choice of software development methodology should reflect the priorities of the program and the risks that the program manager must address. Traditional waterfall development often works best when detailed requirements are well understood and not likely to change across the program. On the other hand, iterative approaches are more suited when requirements are likely to change or when funding and schedule pressures may impact the program and the PM wants to ensure the highest priority features and releases are implemented with the available resources and time.
Most methodologies provide Program Managers with creative opportunities to drive down implementation costs under Better Buying Power. For example, PMs can leverage waterfall requirements if they are truly well understood and not likely to change to drive down contracting costs to implement the solution that meets those requirements. On the other hand, PMs can leverage Agile development to encourage requirements changes that reduce overall implementation cost by supporting an organizational business process change instead of a custom solution. 


Module 7.0: Interfaces, Testing, and Infrastructure 
[bookmark: _Toc447739132][bookmark: _Toc448824032]Overview
ELOs
ELO 7.1 – List best practices for DBS interface management.
ELO 7.2 – List best practices for DBS test planning and execution.
ELO 7.3 – List best practices for DBS infrastructure planning and execution.
Assessments
ELO 7.1 – 
MT – Interfaces between the developing DBS and the existing DBS are extremely important since the DBS is based on transactions.
MT – When a DBS replaces a legacy system instead of interfacing with it, the implementation often includes migrating legacy system data into the new DBS.
ELO 7.2 – 
MT – Measures of effectiveness (MOE) should be associated with the business process the DBS is supporting and should support the projected benefits of implementing the DBS.
LP – Ensure Cybersecurity is included throughout all aspects of the DBS.
ELO 7.3 – 
MT – DBS PMs should weigh the benefits and risks associated with infrastructure and hosting and match the solution to meet the user needs at best expected cost to the program.

[bookmark: _Toc447739133][bookmark: _Toc448824033]Topic 7.1: Managing Interfaces
[bookmark: _Toc448824034][bookmark: _Toc447739134]7.1.1 Managing interfaces; interface control agreements
DBS are based on transactions. These are transactions between the user and the system, the system and the database, and the system and other external systems which are call interface partners.  
· Interfaces between the DBS under development and interface partners must be clearly defined and documented via interface control documents that define the technical aspects of the interface. An Interface agreement defines how the interfaces will be configuration controlled and managed. A significant agreement is to decide which side of the interface will be primarily responsible for achieving interoperability. Normally, the new system must conform to the existing system. However, there may be times where modifications of the existing system may be more efficient and cost effective.
· Interoperability between systems is more than just the passing of data, messages, or documents. True interoperability is end-to-end and includes the ability of each system to process the data. In some cases, intermediate middleware or systems may be used to translate data into acceptable formats for interface partners. Again, interoperability with this middleware is not sufficient to achieve true interoperability.  
· Interoperability testing must be end-to-end to verify true interoperability.  Testing with interface partners should be done on the developmental or test environments of both partners. These normally represent exact copies of the production environments except for the production interfaces. Scheduling agreements among the interface partners must be completed early in the test planning process.
[bookmark: _Toc448824035]7.1.2 Data migration and shutting down legacy systems.
When a new DBS replaces a legacy system, considerable planning and rehearsal must be done to migrate the legacy data to the new system.
Data Requirements are initially identified during the functional design workshops.  The data requirements then become input for the Data Migration Requirements Analysis (RA), and Mapping and Design (MD) workshops. These workshops are led by system integrator with the support of functional sponsor Enterprise Data Managers. The Enterprise Data Manager facilitates government participation, and coordinates with the appropriate business process owners to validate that the resultant migration process meets business requirements. Workshop participants include appropriate representation from customer, PMO, and system integrator in order to establish an effective migration process that meets program and business requirement objectives.

Each workshop focuses on a single data object or set of highly correlated data objects.  During the RA Sessions, the uses of the data objects are discussed within the context of the existing Business Processes, to include the integration across business areas and/or processes. The intent is to foster discussion that will help identify all of the business requirements associated with each data object, which are then documented in the corresponding Change Requirements Document (CRD).

During the MD Sessions, discussions shift to how the applications must be populated to support the processes. Rules used to determine the universe of data for migration are reviewed and refined. Sources for each required data element are confirmed. If legacy data does not exist, rules for augmenting or transforming data are defined. This information is captured in the Change Design Document (CDD) and corresponding Mapping Document for each data object.

Additionally, methods for validating the migrated data are discussed. Items for technical validation are incorporated into the Test Script which accompanies each CDD. Business validation steps are not captured in the MD sessions, but are instead captured in Business Validation Plans during discussions/workshops coordinated by the corresponding Enterprise Data Manager (EDM).

Following the workshops, the completed documents will be, reviewed by PMO, submitted/presented to the Architecture Review Board (ARB) for approval, and finally sent to the enterprise data manager for concurrence.

[bookmark: _Toc447739136][bookmark: _Toc448824036]Topic 7.2: Test Planning and Execution
[bookmark: _Toc447739137][bookmark: _Toc448824037]7.2.1 Defining critical technical parameters (CTP) critical operational issues (COI), measures of effectiveness (MOE); relationship to architecture.
Typical acquisitions programs are based on JCIDS-approved documents that contain KPP, KSA, and additional operational attributes. CTP’s and COI’s and MOE’s are normally developed by the system engineer and the requirements developer that focus on the KPP and KSA and are the foundation for developmental and operational testing. What do you do in the case of DBS that do not have KPP and KSA?
· As with most systems, test and evaluation is a collaborative process best managed through a T&E WIPT. CTP’s can be developed through collaboration with the T&E WIPT, the SE WIPT, and the functional sponsor.  When developing CTP’s, it is best to look at the important processes and the system requirements that support those processes. The CTP’s should be based on the ability to perform the process rather than each requirement.
· The term “critical” may not be as significant as with a weapon system.  A weapon system may have critical requirements such as accuracy, range, lethality, etc., that if not met, make the entire weapon ineffective. DBS’s consist of many processes with multiple steps. A failure of one step may not bring the entire system down. An effective work around may be developed for a failure until a permanent correction may be made. Even if a certain process fails, the effective performance of the many other processes still contribute value to the system.
[bookmark: _Toc448824038][bookmark: _Toc447739139]7.2.2  Test Planning and Execution:
Mission-oriented DT:  DBS’s provide a special opportunity to integrate DT and OT to achieve efficiencies in testing and provide developmental and operational assessments for some milestone decisions.  The concept is to do mission-oriented DT prior to limited deployment and IOTE following limited deployment. The conditions to make this possible are:
· The DT environment must be identical to the production environment in all aspects except for connection to interface partners. Except for the URL, the DT environment should be transparent to the user.
· Connections to interface partners are provide by VV&A M&S that replicate the actual interfaces and traffic loads or by interfaces to the test environments of the interface partners that similarly are identical to the production environment.
· The users in the DT are the same as the actual users who will use the system during OT and subsequent deployment. They are trained, using the same training package as the deployed system. These users may become trainers in their home organizations to train the much larger population of users.
· The test cases are based on processes rather than individual requirements verification. 
· Although this is a DT-led event, the OTA is included in the planning of this event and has full access to observe the execution and review the data.
The benefits of this approach are:
· The use of the DT environment provides the ability to control the test and exercise all the processes and requirements in a structured manner.  This includes less used processes such as end-of-year closeout. Once the system is deployed to the production environment, the test may be controlled by the operational activities of the unit. Commanders may not accept the risk of taking test actions that could affect actual transactions or corrupt databases with test data.
· The use of M&S for interfaces may allow scalability testing greater than a limited deployment can and identify potential problems that IOT&E could not.
· The actual users avoid the problems of having experienced engineers execute the test and possibly not find human factors engineering problems. 
· The DT test cases based on processes can be the same test cases used in subsequent IOT&E.
· Most importantly, the integrated mission-oriented DT saves the time and money needed for separate DT and OT prior to limited deployment. 
Other DT events:  The following are possible developmental test events to consider for DBS:
Out of the Box (OOTB) Verification
In some cases, a DBS solution is based on a commercial out-of-the-box enterprise resources planning system. Testing conducted by the Government with contractor support to verify and characterize the capabilities of the OOTB solution. This would include interface testing. The purpose of this testing is to determine opportunities for business process re-engineering and to document fits and gaps and the scope of development needed to meet the Government’s needs.
Functional Qualification Testing (FQT):
FQT is intended to verify system requirements. Ideally, FQT is structured around processes or mission threads that show an end-to-end capability being tested.
Reliability Testing
Testing to identify software defects for resolution.
Regression Testing
Testing to verify correction of defects
Financial Auditability Testing
Testing to verify that the financial auditability requirements unique to DBS are being met and the system can achieve auditability certifications. 
Cyber Economic Vulnerability Testing
This is related to auditability testing and verifies that insiders or hackers cannot commit economic fraud.
Functional Role Testing:
Testing to verify that operators are limited in their capabilities and authorizations based on the roles that they are given.	Comment by image: tie this to COTS also; mention negative tests
Cybersecurity Testing:
Testing to verify cybersecurity controls and provide data necessary to receive an authority to operate (ATO). The Government will conduct complementary cooperative vulnerability assessments and adversarial penetration developmental testing
Scalability Testing
Testing to examine the potential impacts and performance as the user population increases to objective limits.
Interoperability Testing
Testing with interface partners to ensure end-to-end interoperability of transactions.
Data Migration Testing
Testing that ensures that data from legacy systems can be migrated to ACWS, as needed.
Business Process and Human Systems Integration Testing
Testing, using actual users in a quasi-operational environment, to ensure end-to-end processes can be successfully completed and intended capabilities are delivered. This is intended to get human feedback and prepare for operational testing that follows. This type of DT provides the best opportunities to have integrated DT/OT.
User Acceptance Testing
This is testing conducted at the actual user’s location to ensure that the operators and integrated system perform adequately and provide the confidence to the location (depot, hospital, office, log center, etc.) commander that the system is ready to go live and the legacy system can be removed. 
[bookmark: _Toc448824039]7.2.3 Privacy, Cybersecurity, Auditability and IT portfolio risk management.
DBS’s have some additional considerations when it comes to testing.
While not classified, DBS’s frequently contain personally identifiable information such as names, home addresses, SSAN, medical records, pay records, etc. that must be protected. Likewise, DBS’s may contain source selection sensitive or proprietary or competitive information of contractors and suppliers.  While unclassified information may pose a risk if combined to provide a larger picture, loss of any single piece of personally identifiable information or contractor information may be a serious invasion of privacy.
While most users are patriotic Americans who would never think of revealing secrets to the enemy, there is a greater risk of users or hackers committing financial fraud for their own benefit.  Therefore, cybersecurity testing needs to consider this aspect of the threat. 
Finally, DBS’s are required to meet auditability standards to account for all funds, supplies, and transactions in accordance with federal laws, regulations, and policies.  
[bookmark: _Toc448824040]Topic 7.3: Infrastructure Planning and Execution
[bookmark: _Toc448824041]7.3.1 Infrastructure planning 
Program managers should engage in infrastructure planning early on to consider whether or not to leverage DoD and Service consolidated infrastructure. Relying on an external provider allows the PM to increase focus on delivering functional capabilities, but it also increases dependencies on external timelines and involvement. DoD and Service progress with infrastructure and Cloud offerings has progressed so that most business systems program managers are working with an external provider with confidence that these dependencies will not add significant risk to the program.
[bookmark: _Toc448824042]7.3.2 Considerations for outsourcing, Cloud, and Information Technology as a Service (ITaaS).
DISA has published a Best Practices Guide for Department of Defense Cloud Mission Owners, Version 1.0 Aug 2015. The guide covers such topics as: Understanding the Shared Responsibility Model in Cloud Computing, Assessment and Authorization, IP Standards, Domain Name Service (DNS), High Availably, and Storage / Backups. 
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Table 2. Milestone and Phase Information Requirements

PROGRAM TYPE' LIFE-CYCLE EVENT'22
i Dev APPROVAL
INFORMATION REQUIREMENT uoap | mais MDD MAS (i’m‘) RFP g? 11:5 F%po[cpn OTHER SOURCE AUTHORITY
I [su Al | Rel
. 40USC. 11312 (Ref.(p) MDA (DCAPE
ANALYSIS OF ALTERNATIVES (AoA) . o |eo e 0 v v v | SEC. 811, P.L. 106-398 (Ref. (q)) assesses AoAs for
10U.S.C. 2366a (Ref. () ACAT ID/IAM only)

STATUTORY for MDAPSs, MAIS programs, and all AlS programs, including National Security Systems (NSSs), at Milestone A. STATUTORY updates required through Milestone C (or Milestone B if there is no
Milestone C) for MAIS programs, and all AIS programs. Regulatory for all other specified Program Type/Event combinations. A DoD Component is responsible for conduct and approval of the AoA. The distinct

assessment and approval roles of the Director of Cost Assessment and Program Evaluation (DCAPE) and the MDA associated with the AoA and the selection of the materiel solution(s) are detailed in section 2
of Enclosure 9 of this instruction.

AoA Study Guidance and AoA Study Plan . o oo e Para. 5d(1)(b) of this instruction Con?;:ﬁ:fl %;Eﬁgl ent

Regulatory requirements to guide the AoA. AoA Study Guidance informs the preparation of the AoA Study Plan. The AoA Study Guidance must be provided to DoD Component(s) for development of the AoA
Study Plan prior to the MDD. Consistent with the AoA Study Guidance, the lead DoD Component will prepare the AoA Study Plan and present it at the MDD.

DoDI 5000.02, January 7, 2015
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FIGURE 1: A should-cost review breaks the cycle of historical-based cost estimates
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